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Solidity es un lenguaje de alto nivel orientado a objetos, para implementar contratos inteligentes (smart contracts). Los
contratos inteligentes son programas que rigen el comportamiento de las cuentas dentro del ecosistema de Ethereum.

Solidity es un lenguaje de llaves, disehado para la Mdquina Virtual de Ethereum (Ethereum Virtual Machine). Estd
influenciado por los lenguajes de programacién C++, Python y JavaScript. Para mds detalles sobre los lenguajes que
han inspirado Solidity visite la seccién influencia de lenguajes.

Solidity es estdticamente escrito, soporta herencia, librerias, y tipos complejos definidos por el usuario, entre otras

caracteristicas.

Con Solidity se pueden crear contratos para votaciones, financiacion colectiva (crowdfunding), subastas a ciegas, y
monederos (wallets) multifirma.

Al momento de desplegar un contrato, debes utilizar la versiéon mas reciente de Solidity. Aparte de casos excepcionales,
solamente la dltima version recibe correciones de seguridad. Ademads, cambios importantes y nuevas funciones se
introducen periédicamente. Actualmente se utiliza el nimero de version 0.y.z para indicar estos rapidos cambios.

Advertencia: Solidity lanz6 recientemente la version 0.8.x, que introdujo varios cambios significantes. Asegirese
de leer la lista completa de cambios.

Ideas para mejorar Solidity o esta misma documentacién son siempre bienvenidas, lea nuestra guia de contribucion
para mds detalles.

Nota: Puede descargar esta documentacién como PDF, HTML o Epub haciendo click en el ment desplegable que se
encuentra en la esquina inferior izquierda y seleccionando su formato preferido de descarga.
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cAPiTuLO 1

Para Comenzar

1. Comprender los Conceptos Basicos de los Contratos Inteligentes

Si usted es nuevo y todavia no estd familiarizado con el concepto de los contratos inteligentes, le recomendamos iniciar
con la seccién «Introduccion a los Contratos Inteligentes», que cubre:

» Un ejemplo sencillo de un contrato inteligente escrito en Solidity.
» Conceptos Basicos de las Cadenas de Bloques (Blockchain).
» La Maquina Virtual de Ethereum.

2. Conozca Solidity

Una vez que esté relacionado con los conceptos bdsicos, le recomendamos leer las secciones de «Solidity con Ejemplos»
y «Descripcion del Lenguaje» para comprender los conceptos fundamentales del lenguaje.

3. Instalar el Compilador de Solidity

Hay distintas maneras de instalar el compilador de Solidity, simplemente elija su opcion preferida y siga los pasos
indicados en la pdgina de instalacion.

Nota: Puede probar algunos ejemplos de cédigo directamente en su navegador con Remix IDE. Remix es un entorno de
desarrollo integrado (IDE) basado en el navegador web, que permite a cualquier usuario escribir, desplegar y administrar
contratos inteligentes de Solidity; sin la necesidad de instalar Solidity localmente.

Advertencia: Ya que el software estd escrito por humanos, puede contener errores. Usted debe seguir e implementar
las mejores practicas de desarrollo de software establecidas al escribir sus contratos inteligentes. Esto incluye la
revision, pruebas, auditorias y la correcta validez del c6digo. Algunas veces los usuarios de los contratos inteligentes
tienen mas confianza el el codigo que sus mismos autores; ya que las cadenas de bloques y los contratos inteligentes
tienes sus respectivos problemas, se recomienda que lea la seccién Consideraciones de Seguridad antes de trabajar
en el codigo de produccion.

4. Conocer Mas



https://remix.ethereum.org
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Si desea obtener mds informacién sobre la creacion de aplicaciones descentralizadas en Ethereum, los recursos para
desarrolladores de Ethereum pueden ayudarlo con méds documentacién general sobre Ethereum y una amplia seleccion
de tutoriales, herramientas y marcos de desarrollo (frameworks).

Si tiene alguna duda o pregunta, puede intentar buscar consultas o respuestas en Ethereum StackExchange, o en nuestro
Canal de Gitter.
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CAPITULO 2

Traducciones

La comunidad de contribuidores es la encargada de la traduccién de esta documentacion en diferentes lenguajes. Por
favor, tenga en cuenta que se tienen diversos grados de integridad y actualizacién. La version en Inglés es tomada como
referencia.

Puede elegir entre distintos idiomas haciendo click en el mend desplegable que se encuentra en la esquina inferior
izquierda y seleccionando su lenguaje preferido.

s Chino

» Francés
= Indonesio
= Japonés
= Coreano
= Persa

= Ruso

= Espaiol
= Turco

= Alemain

= Portugués

Nota: Recientemente se cred una nueva organizacién en GitHub y un flujo de trabajo para las traducciones, con el
motivo de agilizar los esfuerzos de la comunidad. Por favor, consulte la guia de traduccién para obtener informacion
sobre cémo iniciar un nuevo idioma o contribuir en las traducciones de la comunidad. Hemos establecido una organi-
zacion de Github y flujo de trabajo de traduccién para ayudar a optimizar los esfuerzos de la comunidad. Consulte la
guia de traduccién en solidity-docs org para obtener informacién sobre cémo iniciar una nuevo idioma o contribuir a
la traducciones de la comunidad.



https://docs.soliditylang.org/zh/latest/
https://docs.soliditylang.org/fr/latest/
https://github.com/solidity-docs/id-indonesian
https://github.com/solidity-docs/ja-japanese
https://github.com/solidity-docs/ko-korean
https://github.com/solidity-docs/fa-persian
https://github.com/solidity-docs/ru-russian
https://github.com/solidity-docs/es-spanish
https://github.com/solidity-docs/tr-turkish
https://github.com/solidity-docs/de-german
https://github.com/solidity-docs/pt-portuguese
https://github.com/solidity-docs/translation-guide
https://github.com/solidity-docs
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CAPITULO 3

Contenidos

Indice de palabras clave, P4gina de bisqueda

3.1 Introduccion a los Smart Contracts

3.1.1 Un Smart Contract Simple

Iniciemos con un ejemplo bdsico, que establece el valor de una variable y la expone para que otros contratos puedan
acceder a ella. Estd bien si no comprende todo en este momento, entraremos en mds detalles mas adelante.

Ejemplo de Almacenamiento

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract SimpleStorage {
uint storedData;

function set(uint x) public {
storedData = Xx;

}

function get() public view returns (uint) {
return storedData;

}

La primera linea nos indica que el cddigo fuente estd bajo la licencia GPL version 3.0. Los especificadores de licencia,
que son legibles por las computadoras, son importantes en una configuracién donde la publicacién del cédigo fuente
es predeterminada.
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La siguiente linea especifica que el cédigo fuente estd escrito para la versién 0.4.16 de Solidity, o una versién mas
reciente del lenguaje, hasta, pero sin incluir, la version 0.9.0. Esto es para garantizar que el contrato no pueda ser com-
pilado con una versién nueva del compilador, donde el cédigo podria comportarse de manera diferente. Los Pragmas
son instrucciones comunes para los compiladores, indican como se debe tratar el cédigo fuente (por ejemplo, pragma
once).

Un contrato, en el sentido de Solidity, es una coleccién de cédigo (sus funciones) y datos (su estado) que reside en
una direccion especifica en el blockchain de Ethereum. La linea uint storedData; declara una variable de estado
denominada storedData, de tipo uint (unsigned integer de 256 bits). Podemos considerarlo como un espacio tinico
en una base de datos que se puede consultar y modificar llamando a funciones del c6digo que administran la base de
datos.

You can think of it as a single slot in a database that you can query and alter by calling functions of the code that
manages the database. In this example, the contract defines the functions set and get that can be used to modify or
retrieve the value of the variable.

To access a member (like a state variable) of the current contract, you do not typically add the this. prefix, you just
access it directly via its name. Unlike in some other languages, omitting it is not just a matter of style, it results in a
completely different way to access the member, but more on this later.

This contract does not do much yet apart from (due to the infrastructure built by Ethereum) allowing anyone to store
a single number that is accessible by anyone in the world without a (feasible) way to prevent you from publishing this
number. Anyone could call set again with a different value and overwrite your number, but the number is still stored
in the history of the blockchain. Later, you will see how you can impose access restrictions so that only you can alter
the number.

Advertencia: Be careful with using Unicode text, as similar looking (or even identical) characters can have different
code points and as such are encoded as a different byte array.

Nota: All identifiers (contract names, function names and variable names) are restricted to the ASCII character set. It
is possible to store UTF-8 encoded data in string variables.

Subcurrency Example

The following contract implements the simplest form of a cryptocurrency. The contract allows only its creator to create
new coins (different issuance schemes are possible). Anyone can send coins to each other without a need for registering
with a username and password, all you need is an Ethereum keypair.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;

contract Coin {
// The keyword "public" makes variables
// accessible from other contracts
address public minter;
mapping(address => uint) public balances;

// Events allow clients to react to specific
// contract changes you declare
event Sent(address from, address to, uint amount);

(continué en [a préxima pagina)

8 Capitulo 3. Contenidos



https://en.wikipedia.org/wiki/Pragma_once
https://en.wikipedia.org/wiki/Pragma_once

Solidity Documentation, Versién 0.8.20

(proviene de la pagina anterior)

// Constructor code is only run when the contract
// 1s created
constructor() {

minter = msg.sender;

// Sends an amount of newly created coins to an address
// Can only be called by the contract creator
function mint (address receiver, uint amount) public {
require(msg.sender == minter);
balances[receiver] += amount;

// Errors allow you to provide information about

// why an operation failed. They are returned

// to the caller of the function.

error InsufficientBalance(uint requested, uint available);

// Sends an amount of existing coins
// from any caller to an address
function send(address receiver, uint amount) public {
if (amount > balances[msg.sender])
revert InsufficientBalance({
requested: amount,
available: balances[msg.sender]

s

balances[msg.sender] -= amount;
balances[receiver] += amount;
emit Sent(msg.sender, receiver, amount);

This contract introduces some new concepts, let us go through them one by one.

The line address public minter; declares a state variable of type address. The address type is a 160-bit value
that does not allow any arithmetic operations. It is suitable for storing addresses of contracts, or a hash of the public
half of a keypair belonging to external accounts.

The keyword public automatically generates a function that allows you to access the current value of the state variable
from outside of the contract. Without this keyword, other contracts have no way to access the variable. The code of the
function generated by the compiler is equivalent to the following (ignore external and view for now):

function minter() external view returns (address) { return minter; }

You could add a function like the above yourself, but you would have a function and state variable with the same name.
You do not need to do this, the compiler figures it out for you.

The next line, mapping(address => uint) public balances; also creates a public state variable, but it is a more
complex datatype. The mapping type maps addresses to unsigned integers.

Mappings can be seen as hash tables which are virtually initialised such that every possible key exists from the start
and is mapped to a value whose byte-representation is all zeros. However, it is neither possible to obtain a list of all
keys of a mapping, nor a list of all values. Record what you added to the mapping, or use it in a context where this is

3.1. Introduccion a los Smart Contracts 9
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not needed. Or even better, keep a list, or use a more suitable data type.

The getter function created by the public keyword is more complex in the case of a mapping. It looks like the following:

function balances(address account) external view returns (uint) {
return balances[account];

You can use this function to query the balance of a single account.

The line event Sent(address from, address to, uint amount); declares an «event», which is emitted in
the last line of the function send. Ethereum clients such as web applications can listen for these events emitted on the
blockchain without much cost. As soon as it is emitted, the listener receives the arguments from, to and amount, which
makes it possible to track transactions.

To listen for this event, you could use the following JavaScript code, which uses web3.js to create the Coin contract
object, and any user interface calls the automatically generated balances function from above:

Coin.Sent().watch({}, '', function(error, result) {

if (lerror) {

console.log("Coin transfer: + result.args.amount +
" coins were sent from " + result.args.from +

to " + result.args.to + ".");
console.log("Balances now:\n" +

"Sender: " + Coin.balances.call(result.args.from) +

"Receiver: " + Coin.balances.call(result.args.to));

D)

The constructor is a special function that is executed during the creation of the contract and cannot be called afterwards.
In this case, it permanently stores the address of the person creating the contract. The msg variable (together with tx
and block) is a special global variable that contains properties which allow access to the blockchain. msg. sender is
always the address where the current (external) function call came from.

The functions that make up the contract, and that users and contracts can call are mint and send.

The mint function sends an amount of newly created coins to another address. The require function call defines condi-
tions that reverts all changes if not met. In this example, require(msg.sender == minter); ensures that only the
creator of the contract can call mint. In general, the creator can mint as many tokens as they like, but at some point,
this will lead to a phenomenon called «overflows». Note that because of the default Checked arithmetic, the transaction
would revert if the expression balances[receiver] += amount; overflows, i.e., when balances[receiver] +
amount in arbitrary precision arithmetic is larger than the maximum value of uint (2**256 - 1). This is also true
for the statement balances[receiver] += amount; in the function send.

Errors allow you to provide more information to the caller about why a condition or operation failed. Errors are used
together with the revert statement. The revert statement unconditionally aborts and reverts all changes similar to the
require function, but it also allows you to provide the name of an error and additional data which will be supplied to
the caller (and eventually to the front-end application or block explorer) so that a failure can more easily be debugged
or reacted upon.

The send function can be used by anyone (who already has some of these coins) to send coins to anyone else. If the
sender does not have enough coins to send, the if condition evaluates to true. As a result, the revert will cause the
operation to fail while providing the sender with error details using the InsufficientBalance error.

Nota: If you use this contract to send coins to an address, you will not see anything when you look at that address on a
blockchain explorer, because the record that you sent coins and the changed balances are only stored in the data storage
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of this particular coin contract. By using events, you can create a «blockchain explorer» that tracks transactions and
balances of your new coin, but you have to inspect the coin contract address and not the addresses of the coin owners.

3.1.2 Blockchain Basics

Blockchains as a concept are not too hard to understand for programmers. The reason is that most of the complications
(mining, hashing, elliptic-curve cryptography, peer-to-peer networks, etc.) are just there to provide a certain set of
features and promises for the platform. Once you accept these features as given, you do not have to worry about the
underlying technology - or do you have to know how Amazon’s AWS works internally in order to use it?

Transactions

A blockchain is a globally shared, transactional database. This means that everyone can read entries in the database
just by participating in the network. If you want to change something in the database, you have to create a so-called
transaction which has to be accepted by all others. The word transaction implies that the change you want to make
(assume you want to change two values at the same time) is either not done at all or completely applied. Furthermore,
while your transaction is being applied to the database, no other transaction can alter it.

As an example, imagine a table that lists the balances of all accounts in an electronic currency. If a transfer from one
account to another is requested, the transactional nature of the database ensures that if the amount is subtracted from
one account, it is always added to the other account. If due to whatever reason, adding the amount to the target account
is not possible, the source account is also not modified.

Furthermore, a transaction is always cryptographically signed by the sender (creator). This makes it straightforward to
guard access to specific modifications of the database. In the example of the electronic currency, a simple check ensures
that only the person holding the keys to the account can transfer money from it.

Blocks

One major obstacle to overcome is what (in Bitcoin terms) is called a «double-spend attack»: What happens if two
transactions exist in the network that both want to empty an account? Only one of the transactions can be valid, typically
the one that is accepted first. The problem is that «first» is not an objective term in a peer-to-peer network.

The abstract answer to this is that you do not have to care. A globally accepted order of the transactions will be selected
for you, solving the conflict. The transactions will be bundled into what is called a «block» and then they will be
executed and distributed among all participating nodes. If two transactions contradict each other, the one that ends up
being second will be rejected and not become part of the block.

These blocks form a linear sequence in time, and that is where the word «blockchain» derives from. Blocks are added
to the chain at regular intervals, although these intervals may be subject to change in the future. For the most up-to-date
information, it is recommended to monitor the network, for example, on Etherscan.

As part of the «order selection mechanism» (which is called «mining») it may happen that blocks are reverted from
time to time, but only at the «tip» of the chain. The more blocks are added on top of a particular block, the less likely
this block will be reverted. So it might be that your transactions are reverted and even removed from the blockchain,
but the longer you wait, the less likely it will be.

Nota: Transactions are not guaranteed to be included in the next block or any specific future block, since it is not up
to the submitter of a transaction, but up to the miners to determine in which block the transaction is included.

If you want to schedule future calls of your contract, you can use a smart contract automation tool or an oracle service.

3.1. Introduccion a los Smart Contracts 11
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3.1.3 The Ethereum Virtual Machine

Overview

The Ethereum Virtual Machine or EVM is the runtime environment for smart contracts in Ethereum. It is not only
sandboxed but actually completely isolated, which means that code running inside the EVM has no access to network,
filesystem or other processes. Smart contracts even have limited access to other smart contracts.

Accounts

There are two kinds of accounts in Ethereum which share the same address space: External accounts that are controlled
by public-private key pairs (i.e. humans) and contract accounts which are controlled by the code stored together with
the account.

The address of an external account is determined from the public key while the address of a contract is determined at
the time the contract is created (it is derived from the creator address and the number of transactions sent from that
address, the so-called «nonce»).

Regardless of whether or not the account stores code, the two types are treated equally by the EVM.
Every account has a persistent key-value store mapping 256-bit words to 256-bit words called storage.

Furthermore, every account has a balance in Ether (in «Wei» to be exact, 1 ether is 10**18 wei) which can be
modified by sending transactions that include Ether.

Transactions

A transaction is a message that is sent from one account to another account (which might be the same or empty, see
below). It can include binary data (which is called «payload») and Ether.

If the target account contains code, that code is executed and the payload is provided as input data.

If the target account is not set (the transaction does not have a recipient or the recipient is set to null), the transaction
creates a new contract. As already mentioned, the address of that contract is not the zero address but an address derived
from the sender and its number of transactions sent (the «nonce»). The payload of such a contract creation transaction
is taken to be EVM bytecode and executed. The output data of this execution is permanently stored as the code of the
contract. This means that in order to create a contract, you do not send the actual code of the contract, but in fact code
that returns that code when executed.

Nota: While a contract is being created, its code is still empty. Because of that, you should not call back into the
contract under construction until its constructor has finished executing.

Gas

Upon creation, each transaction is charged with a certain amount of gas that has to be paid for by the originator of the
transaction (tx.origin). While the EVM executes the transaction, the gas is gradually depleted according to specific
rules. If the gas is used up at any point (i.e. it would be negative), an out-of-gas exception is triggered, which ends
execution and reverts all modifications made to the state in the current call frame.

This mechanism incentivizes economical use of EVM execution time and also compensates EVM executors (i.e. miners
/ stakers) for their work. Since each block has a maximum amount of gas, it also limits the amount of work needed to
validate a block.

12 Capitulo 3. Contenidos
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K

The gas price is a value set by the originator of the transaction, who has to pay gas_price * gas up front to the
EVM executor. If some gas is left after execution, it is refunded to the transaction originator. In case of an exception
that reverts changes, already used up gas is not refunded.

Since EVM executors can choose to include a transaction or not, transaction senders cannot abuse the system by setting
a low gas price.

Storage, Memory and the Stack

The Ethereum Virtual Machine has three areas where it can store data: storage, memory and the stack.

Each account has a data area called storage, which is persistent between function calls and transactions. Storage is a key-
value store that maps 256-bit words to 256-bit words. It is not possible to enumerate storage from within a contract, it is
comparatively costly to read, and even more to initialise and modify storage. Because of this cost, you should minimize
what you store in persistent storage to what the contract needs to run. Store data like derived calculations, caching, and
aggregates outside of the contract. A contract can neither read nor write to any storage apart from its own.

The second data area is called memory, of which a contract obtains a freshly cleared instance for each message call.
Memory is linear and can be addressed at byte level, but reads are limited to a width of 256 bits, while writes can be
either 8 bits or 256 bits wide. Memory is expanded by a word (256-bit), when accessing (either reading or writing) a
previously untouched memory word (i.e. any offset within a word). At the time of expansion, the cost in gas must be
paid. Memory is more costly the larger it grows (it scales quadratically).

The EVM is not a register machine but a stack machine, so all computations are performed on a data area called the
stack. It has a maximum size of 1024 elements and contains words of 256 bits. Access to the stack is limited to the
top end in the following way: It is possible to copy one of the topmost 16 elements to the top of the stack or swap the
topmost element with one of the 16 elements below it. All other operations take the topmost two (or one, or more,
depending on the operation) elements from the stack and push the result onto the stack. Of course it is possible to
move stack elements to storage or memory in order to get deeper access to the stack, but it is not possible to just access
arbitrary elements deeper in the stack without first removing the top of the stack.

Instruction Set

The instruction set of the EVM is kept minimal in order to avoid incorrect or inconsistent implementations which could
cause consensus problems. All instructions operate on the basic data type, 256-bit words or on slices of memory (or
other byte arrays). The usual arithmetic, bit, logical and comparison operations are present. Conditional and uncondi-
tional jumps are possible. Furthermore, contracts can access relevant properties of the current block like its number
and timestamp.

For a complete list, please see the list of opcodes as part of the inline assembly documentation.

Message Calls

Contracts can call other contracts or send Ether to non-contract accounts by the means of message calls. Message calls
are similar to transactions, in that they have a source, a target, data payload, Ether, gas and return data. In fact, every
transaction consists of a top-level message call which in turn can create further message calls.

A contract can decide how much of its remaining gas should be sent with the inner message call and how much it wants
to retain. If an out-of-gas exception happens in the inner call (or any other exception), this will be signaled by an error
value put onto the stack. In this case, only the gas sent together with the call is used up. In Solidity, the calling contract
causes a manual exception by default in such situations, so that exceptions «bubble up» the call stack.

As already said, the called contract (which can be the same as the caller) will receive a freshly cleared instance of
memory and has access to the call payload - which will be provided in a separate area called the calldata. After it has
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finished execution, it can return data which will be stored at a location in the caller’s memory preallocated by the caller.
All such calls are fully synchronous.

Calls are limited to a depth of 1024, which means that for more complex operations, loops should be preferred over
recursive calls. Furthermore, only 63/64th of the gas can be forwarded in a message call, which causes a depth limit of
a little less than 1000 in practice.

Delegatecall and Libraries

There exists a special variant of a message call, named delegatecall which is identical to a message call apart from
the fact that the code at the target address is executed in the context (i.e. at the address) of the calling contract and
msg.sender and msg.value do not change their values.

This means that a contract can dynamically load code from a different address at runtime. Storage, current address and
balance still refer to the calling contract, only the code is taken from the called address.

This makes it possible to implement the «library» feature in Solidity: Reusable library code that can be applied to a
contract’s storage, e.g. in order to implement a complex data structure.

Logs

It is possible to store data in a specially indexed data structure that maps all the way up to the block level. This feature
called logs is used by Solidity in order to implement events. Contracts cannot access log data after it has been created,
but they can be efficiently accessed from outside the blockchain. Since some part of the log data is stored in bloom
filters, it is possible to search for this data in an efficient and cryptographically secure way, so network peers that do
not download the whole blockchain (so-called «light clients») can still find these logs.

Create

Contracts can even create other contracts using a special opcode (i.e. they do not simply call the zero address as a
transaction would). The only difference between these create calls and normal message calls is that the payload data
is executed and the result stored as code and the caller / creator receives the address of the new contract on the stack.

Deactivate and Self-destruct

The only way to remove code from the blockchain is when a contract at that address performs the selfdestruct
operation. The remaining Ether stored at that address is sent to a designated target and then the storage and code is
removed from the state. Removing the contract in theory sounds like a good idea, but it is potentially dangerous, as if
someone sends Ether to removed contracts, the Ether is forever lost.

Advertencia: From version 0.8.18 and up, the use of selfdestruct in both Solidity and Yul will trigger a depre-
cation warning, since the SELFDESTRUCT opcode will eventually undergo breaking changes in behaviour as stated
in EIP-6049.

Advertencia: Even if a contract is removed by selfdestruct, it is still part of the history of the blockchain and
probably retained by most Ethereum nodes. So using selfdestruct is not the same as deleting data from a hard
disk.

14 Capitulo 3. Contenidos


https://en.wikipedia.org/wiki/Bloom_filter
https://en.wikipedia.org/wiki/Bloom_filter
https://eips.ethereum.org/EIPS/eip-6049

Solidity Documentation, Versién 0.8.20

Nota: Even if a contract’s code does not contain a call to selfdestruct, it can still perform that operation using
delegatecall or callcode.

If you want to deactivate your contracts, you should instead disable them by changing some internal state which causes
all functions to revert. This makes it impossible to use the contract, as it returns Ether immediately.

Precompiled Contracts

There is a small set of contract addresses that are special: The address range between 1 and (including) 8 contains
«precompiled contracts» that can be called as any other contract but their behaviour (and their gas consumption) is
not defined by EVM code stored at that address (they do not contain code) but instead is implemented in the EVM
execution environment itself.

Different EVM-compatible chains might use a different set of precompiled contracts. It might also be possible that
new precompiled contracts are added to the Ethereum main chain in the future, but you can reasonably expect them to
always be in the range between 1 and Oxffff (inclusive).

3.2 Instalando el compilador de Solidity

3.2.1 Versionado

Solidity utiliza Versionado Semantico. Ademads, los parches publicados con versién O (ej. 0.x.y) no contendrdn cambios
con rupturas. Eso significa que si un cédigo compila con una versioén 0.x.y puede esperar que compile con una version
0.x.z donde z > y.

Adicionalmente a los lanzamientos, proporcionamos builds nocturnos con la intencién de facilitar a los desarrolladores
probar préximas funcionalidades y proveer retroalimentacién temprana. Note, sin embargo, que aunque los builds
nocturnos son bastante estables, contienen cédigo reciente de larama de desarrollo y no podemos garantizar que siempre
funcionen. A pesar de nuestros mejores esfuerzos, pueden contener cambios fallidos o sin documentar que no formaran
parte del lanzamiento final. No estdn pensados para uso en produccion.

Al desplegar contratos, deberfa usar el dltimo lanzamiento de Solidity. Esto es porque regularmente se introducen
cambios con rupturas, funcionalidades nuevas y correcciones de errores. Actualmente usamos un nimero de versién
0.x para indicar el rapido ritmo de cambio.

3.2.2 Remix

Recomendamos Remix para pequeiios contratos y para aprender Solidity rapidamente.

Entre a Remix en linea, no necesita instalar nada. Si quiere usarlo sin conexién a internet, vaya a https://github.com/
ethereum/remix-live/tree/gh-pages y descargue el archivo .zip como se explica en la pagina. Remix también es una
buena opcién para probar builds nocturnos sin instalar multiples versiones de Solidity.

Las siguientes opciones en esta pigina detallan cémo instalar el software para compilar Solidity mediante linea de
comandos en su computadora. Use un compilador de linea de comandos si estd trabajando en un contrato mds largo o
si requiere mas opciones de compilacion.
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3.2.3 npm/ Node.js

Use npm para instalar solcjs, un compilador de Solidity, de una manera portable y sencilla. El programa solcjs tiene
menos funcionalidades que el resto de maneras de compilar detalladas mds abajo en esta pagina. La documentacién del
compilador de linea de comandos asume que estd usando el compilador con funcionalidad completa, solc. El uso de
solcjs estd documentado dentro de su propio repositorio.

Nota: El proyecto solc-js fue extraido del programa solc escrito en C++ usando Emscripten, lo que significa que ambos
usan el mismo cédigo fuente. solc-js puede usarse directamente en proyectos JavaScript (como Remix). Por favor
dirfjase al repositorio de solc-js para mds instrucciones.

npm install -g solc

Nota: El ejecutable de linea de comandos es llamado solcjs.

Las opciones de linea de comandos de solcjs no son compatibles con solc y las herramientas (como geth) que
esperen el comportamiento de solc no funcionaran con solcjs.

3.2.4 Docker

Las imégenes de Docker de Solidity estan disponibles usando la imagen solc de la organizacién ethereum. Busque
la etiqueta stable para la versién mds reciente, y nightly para versiones con cambios potencialmente inestables de
la rama de desarrollo.

La imagen de Docker corre el ejecutable del compilador, asi que puede pasarle todos los argumentos del compilador.
Por ejemplo, el comando de abajo toma la version estable de la imagen de solc (si no la tiene todavia), y la corre en
un contenedor nuevo, pasando el argumento --help.

docker run ethereum/solc:stable --help

También puede solicitar versiones de lanzamientos especificas, por ejemplo la version 0.5.4.

docker run ethereum/solc:0.5.4 --help

Para usar una imagen de Docker para compilar archivos Solidity en la mdquina huésped, monte una carpeta local para
entrada y salida, y especifique el contrato a compilar. Por ejemplo.

docker run -v /local/path:/sources ethereum/solc:stable -o /sources/output --abi --bin /
—sources/Contract.sol

También puede usar la interfaz standard de JSON (que es la recomendada cuando se usa el compilador con otras
herramientas). Cuando use esta interfaz, no es necesario montar ningin directorio mientras el input de JSON sea
autocontenido (ej. cuando no haga referencia a archivos externos que tendrian que ser cargados con un import callback).

docker run ethereum/solc:stable --standard-json < input.json > output.json
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3.2.5 Paquetes de Linux

Los binarios de Solidity estdn disponibles en solidity/releases.

También tenemos PPAs para Ubuntu, puede obtener la version estable mds reciente usando los siguientes comandos:

sudo add-apt-repository ppa:ethereum/ethereum
sudo apt-get update
sudo apt-get install solc

La versi6én nocturna puede ser instalada usando estos comandos:

sudo add-apt-repository ppa:ethereum/ethereum
sudo add-apt-repository ppa:ethereum/ethereum-dev
sudo apt-get update

sudo apt-get install solc

Mis atn, algunas distribuciones de Linux proveen sus propios paquetes. Estos paquetes no son mantenidos directamente
por nosotros, sino por los desarrolladores de dichos paquetes.

Por ejemplo, Arch Linux tiene paquetes para la tltima versién de desarrollo:

pacman -S solidity

También hay un paquete para snap, sin embargo actualmente no se le da mantenimiento. Se puede instalar en todas
las distros de Linux respaldadas. Para instalar la dltima version estable de solc:

sudo snap install solc

Si usted quiere ayudar a probar la dltima versién de desarrollo de Solidity con los cambios mds recientes, por favor
utilice el siguiente comando:

sudo snap install solc --edge

Nota: El snap de solc usa confinamiento estricto. Este es el modo mds seguro para paquetes de snap pero tiene
sus limitaciones, como por ejemplo, el solo acceder a los archivos en sus directorios /home y /media. Para mas
informacion, vaya a Demystifying Snap Confinement.

3.2.6 Paquetes para macOs

Distribuimos el compilador de Solidity a través de Homebrew como una versioén build-from-source. Los binarios pre-
compilados no son respaldados actualmente.

brew update

brew upgrade

brew tap ethereum/ethereum
brew install solidity

Para instalar la version 0.4.x / 0.5.x mds reciente de Solidity también puede usar brew install solidity@4y brew
install solidity@5, respectivamente.

Si necesita una version especifica de Solidity puede instalar una férmula de Homebrew directamente desde Github.

Ver commits de solidity.rb en Github.
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Copie el commit hash de la versién que quiere y haga check out en su maquina.

git clone https://github.com/ethereum/homebrew-ethereum.git
cd homebrew-ethereum
git checkout <el-hash-va-aqui>

Instalar usando brew:

brew unlink solidity
# ej. para instalar 0.4.8
brew install solidity.rb

3.2.7 Binarios estaticos

Mantenemos un repositorio con todos los binarios estdticos y versiones actuales del compilador para todas las plata-
formas respaldadas en solc-bin. En esta locacion también puede encontrar las compilaciones nocturnas.

Este repositorio no es solamente una manera fécil y rdpida para que los usuarios finales puedan obtener los archivos
binarios listos para usarse; también estd pensado para ser amigable para herramientas de terceros:

= El contenido estd respaldado en https://binaries.soliditylang.org donde puede ser descargado por HTTPS sin
autenticacion, limitaciones de velocidad o la necesidad de usar git.

= El contenido es servido con las cabeceras de tipo Content-Type correctas y una configuraciéon de CORS permisiva
para que pueda ser cargado directamente por herramientas que corran en navegadores.

= Los binarios no requieren instalaciéon o desempaquetado (con la excepcion de algunas compilaciones antiguas
para Windows que vienen con DLLs necesarios).

= Nos esforzamos por una alta compatibilidad con versiones anteriores. Una vez que afiadimos un archivo, no
lo movemos o borramos sin proveer un symlink/redirect a la locacién anterior. Nunca los modificamos en su
lugar y el checksum siempre deberia coincidir. La tinica excepcidn es con archivos dafiados o corrompidos que
potencialmente podrian causar més dafio de dejarse como estdn.

= Los archivos son servidos por HTTP y HTTPS. Mientras obtenga la lista de archivos de manera segura (via git,
HTTPS, IPFS o esté cacheado localmente) y verifique los hashes de los binarios después de descargarlos, no
necesita usar HTTPS para los binarios en s{ mismos.

Los mismos binarios estdn disponibles la mayoria de las ocasiones en la pagina de releases de Solidity en Gihtub. La
diferencia es que normalmente no actualizamos viejos releases en esa pagina. Eso significa que no los renombramos si
las convenciones para nombrar archivos cambian, y tampoco afiadimos compilaciones para plataformas que no estaban
disponibles cuando se hizo el release. Esto solo sucede en solc-bin.

El repositorio de solc-bin contiene varios directorios de primer nivel, cada uno representando una plataforma. Cada
uno contiene un archivo 1ist. json que enlista los binarios disponibles. Por ejemplo, en emscripten-wasm32/1ist.
json encontrard la siguiente informacién sobre la versién 0.7.4:

{
"path": "solc-emscripten-wasm32-v0.7.4+commit.3f05b770.js",
"version": "0.7.4",
"build": "commit.3f05b770",
"longVersion": "0.7.4+commit.3£f05b770",
"keccak256": "0x300330ecd127756b824aal3e843cb1f43c473ch22eaf3750d5fb9c99279af8c3",
"sha256": "0x2b55ed5fec4d9625b6c7b3ablabd2b7fb7dd2a9c68543bf0323db2c7e2d55af2",
"urls": [

"bzzr://16c5£09109¢793db99£fe35£037c6092b061bd39260ee7a677c8a97£18c955abl",

(continué en Ja préxima pagina)

18 Capitulo 3. Contenidos



https://github.com/ethereum/solc-bin/
https://binaries.soliditylang.org
https://github.com/ethereum/solidity/releases

Solidity Documentation, Versién 0.8.20

(proviene de la pagina anterior)

"dweb:/ipfs/QmTLs5MuLEWXQkths41HiACoXDiH8zxygBHGFDRSZVES5CS"
1
}

Esto significa que:

= Puede encontrar el binario en el mismo directorio bajo el nombre solc-emscripten-wasm32-
v0.7.4+commit.3f05b770.js. Note que el archivo puede ser un symlink, y necesitara resolverlo usted mismo si
no estd usando git para bajarlo a su sistema de archivos o su sistema de archivos no soporta symlinks.

= Fl binario también estd respaldado en  https://binaries.soliditylang.org/emscripten-wasm32/
solc-emscripten-wasm32-v0.7.4+commit.3f05b770.js. En este caso no se necesita git y los symlinks son
resueltos transparentemente, ya sea sirviendo una copia del archivo o regresando una redireccién de HTTP.

= Elarchivo también estd disponible en IPFS en QmTLs5SMuLEW XQkths4 1 HIACoXDiH8zxygBHGFDRSzVESCS.
= El archivo puede estar disponible en Swarm en un futuro en 16¢5f09109¢793db99fe35f037¢6092b061bd39260ee7a677c8a97f18c9:

= Usted puede verificar la integridad del binario comparando su hash keccak256 con
0x300330ecd127756b824aal3e843cb1f43c473ch22eaf3750d5fb9c99279af8c3. El hash puede ser
computado en la linea de comandos usando la utilerfa keccak256sum que provee sha3sum o la funcién
keccak256() de ethereumjs-util en JavaScript.

= Usted también puede verificar la integridad del binario comparando su hash sha256 con
0x2b55ed5fec4d9625b6c7b3ablabd2b7fb7dd2a9c68543b£f0323db2c7e2d55af2.

Advertencia: Debido a los fuertes requerimientos de compatibilidad con versiones anteriores, el repositorio con-
tiene algunos elementos descontinuados que deberfa evitar usar al crear herramientas nuevas:

= Use emscripten-wasm32/ (o en su defecto emscripten-asmjs/) en lugar de bin/ si quiere el mejor
rendimiento. Hasta la versién 0.6.1 solo proveiamos binarios de asm.js. A partir de la versién 0.6.2 hicimos
el cambio a WebAssembly builds que tiene mucho mejor rendimiento. Hemos recompilado las versiones mas
antiguas para wasm pero los archivos originales asm.js se mantienen en bin/. Los nuevos tuvieron que ser
puestos en un directorio separado para evitar conflictos de nombramiento.

= Use los directorios emscripten-asmjs/y emscripten-wasm32/ en lugar de bin/ y wasm/ si quiere estar
seguro de si estd descargando un binario de wasm o de asm.js.

= Use list.json en vez de list.js y list.txt. El formato JSON contiene toda la informacién de los
binarios antiguos y maés.

= Use https://binaries.soliditylang.org en vez de https://solc-bin.ethereum.org. Para mantener las cosas simples,
movimos casi todo lo relacionado al compilador al nuevo dominio soliditylang.orgy esto también aplica
para solc-bin. Aunque recomendamos el nuevo dominio, el antiguo sigue siendo mantenido y se garantiza
que apunte a la misma locacién.

Advertencia: Los binarios también estdn disponbiles en https://ethereum.github.io/solc-bin/ pero esta pagina dejé
de ser actualizada justo después del lanzamiento de la version 0.7.2, no va a recibir nuevos releases ni compilaciones
nocturnas para ninguna plataforma y no sirve la nueva estructura del directorio, incluyendo compilaciones no-
emscripten.

Si usted la estd usando, por favor cambie a https://binaries.soliditylang.org, que es su reemplazo. Esto nos permi-
te hacerle cambios al hosting subyacente de una manera transparente y minimizar disrupciones. Al contrario del
dominio ethereum.github.io, el cual no controlamos, binaries.soliditylang.org estd garantizado para
funcionar y mantener la misma estructura de URLs en el largo plazo.
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3.2.8 Compilando del cédigo fuente

Prerrequisitos - Todos los Sistemas Operativos

A continuacion las dependencias para todas las compilaciones de Solidity:

<<<<<<< HEAD | CMake (version 3.13+) | Generadord de co6digo fuente multiplataforma. |
+ + + | Boost (version 1.77+ en | Librerias
de C++. | | Windows, 1.65+ en otros) | | ======= | CMake (version 3.21.3+ on | Cross-platform build file generator.
| | Windows, 3.13+ otherwise) | | + +

+ | Boost (version 1.77 on | C++ libraries. | | Windows, 1.65+ otherwise) | | >>>>>>> english/develop
+ + + | Git | Software de linea de comandos
para obtener cédigo | | | fuente. | + + + | z3
(version 4.8+, Opcional) | Para usar con SMT checker. | | z3 (version 4.8.16+, Opcional) | Para usar con SMT checker. |
+ + + | cvcd (Opcional) | Para usar con SMT
checker. | + + +

Nota: Las versiones de Solidity anteriores ala 0.5.10 pueden no funcionar correctamente con versiones de Boost 1.70+.
Una posible solucién es renombrar temporalmente <Boost install path>/1ib/cmake/Boost-1.70.0 antes de
correr el comando de cmake para configurar Solidity.

A partir de la versién 0.5.10, deberia funcionar correctamente con las versiones de Boost 1.70+ sin necesidad de ajustes
manuales.

Nota: La configuracion de la compilacion por defecto requiere una version de Z3 especifica (la dltima en el momento
que el codigo se actualizé por dltima vez). Los cambios que hay entre versiones de Z3 generalmente dan como resul-
tado lanzamientos ligeramente distintos (pero vélidos). Nuestras pruebas SMT no toman en cuenta estas diferencias y
probablemente fallardn con una versién diferente de la versién para la que fueron escritas. Esto no significa que una
compilacién que use una version diferente estd dafiada. Si usted pasa la opcién -DSTRICT_Z3_VERSION=OFF a CMake,
puede compilar con cualquier version que satisfaga los requerimientos de la tabla de arriba. Si hace esto, sin embargo,
recuerde pasar la opcién --no-smt a scripts/tests. sh para saltar las pruebas SMT.

3.2.9 Versiones Minimas del Compilador

Nota: De forma predeterminada, la compilacion se realiza en modo pedante, 1o que activa advertencias adicionales
y le indica al compilador para tratar todas las advertencias como errores. Esto obliga a los desarrolladores a corregir
las advertencias a medida que surgen, de modo que no acumulen que se solucionen m4s tarde. Si sélo le interesa crear
una version de lanzamiento y no desea modificar el cédigo fuente para tratar estas advertencias, puede pasar la opcion
“-DPEDANTIC=0OFF" a CMake para deshabilitar este modo. No se recomienda hacerlo para uso general, pero puede
ser necesario cuando se utiliza una cadena de herramientas que estamos no probar o intentar crear una versién anterior
con herramientas mds recientes. Si encuentra este tipo de advertencias, tenga en cuenta reporting them.

Los siguientes compiladores de C++ y sus versiones minimas pueden compilar el codigo de Solidity:
» GCC, versién 8+
= Clang, versién 7+

= MSVC, version 2019+
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Prerrequisitos - macOS

Para compilar en macOS, asegiirese que tenga la versién mds reciente de Xcode instalada. Esta contiene el compilador
Clang C++, el IDE de Xcode y otras herramientas de desarrollo de Apple que se requieren para compilar aplicaciones
C++ en OS X. Si estd instalando Xcode por primera vez, o acaba de instalar una nueva versidn necesitard aceptar la
licencia antes de poder compilar desde la linea de comandos:

sudo xcodebuild -license accept

Nuestro script de compilacion para OS X usa el gestor de paquetes Homebrew para instalar dependencias externas.
Aqui puede ver cémo desinstalar Homebrew, si necesita empezar desde cero.

Prerrequisitos - Windows

Necesitard instalar las siguientes dependencias para compilar Solidity en Windows:

Software Notas
Visual Studio 2019 Build Tools | Compilador de C++
Visual Studio 2019 (Opcional) | Compilador de C++ y entorno de desarrollo

<<<<<<< HEAD | Boost (versién 1.77+) | Librerias de C++ | =======| Boost (version 1.77) | C++ libraries. | >>>>>>>
english/develop + + +

Si ya tiene un IDE y solo necesita instalar el compilador y las librerias, puede instalar solamente Visual Studio 2019
Build Tools.

Visual Studio 2019 provee un IDE y el compilador y librerfas necesarias. Si usted todavia no cuenta con un IDE de su
preferencia y desea programar en Solidity, Visual Studio 2019 puede ser una opcién para configurar todo de manera
sencilla.

A continuacion, una lista de componentes que deben ser instalados ya sea que use Visual Studio 2019 o Visual Studio
2019 Build Tools.

= Visual Studio C++ core features
VC++ 2019 v141 toolset (x86,x64)
Windows Universal CRT SDK
Windows 8.1 SDK

C++/CLI support

Tenemos un script de soporte que puede usar para instalar todas las dependencias externas necesarias:

scripts\install_deps.psl

Esto instalard boost y cmake al subdirectorio deps.
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Clonar el repositorio

Para clonar el c6digo fuente ejecute el siguiente comando:

git clone --recursive https://github.com/ethereum/solidity.git
cd solidity

Si usted quiere ayudar en el desarrollo de Solidity, le recomendamos hacer “fork™ de Solidity y afiadir su “fork” personal
como segundo remoto:

git remote add personal git@github.com:[username]/solidity.git

Nota: Este método generard una precompilacién que llevara a, por ejemplo, que se genere una bandera en cada bytecode
producido por el compilador. Si quiere recompilar un compilador de Solidity ya lanzado, por favor use el archivo tarball
en la pagina de lanzamientos de github:

https://github.com/ethereum/solidity/releases/download/v0.X.Y/solidity_0.X.Y.tar.gz

(no el «cédigo fuente» de github).

Compilacion por la linea de comandos

Asegiirese de instalar todas las dependencias externas (ver arriba) antes de compilar.

El proyecto de Solidity utiliza CMake para configurar la compilacién. Se recomienda instalar ccache para acelerar
el proceso si requiere compilar en repetidas ocasiones. CMake lo detectard automaticamente. Compilar Solidity es
bastante parecido en Linux, macOS y otras versiones de Unix:

mkdir build
cd build
cmake .. && make

En Linux y macOS es todavia mds facil, puede correr:

#nota: esto instalard los binarios solc y soltest en usr/local/bin
./scripts/build.sh

Advertencia: Las compilaciones en BSD deberian funcionar, pero no han sido probadas por el equipo de Solidity.

Y para Windows:

mkdir build
cd build
cmake -G "Visual Studio 16 2019" ..

En caso de querer usar la version de boost instalada por scripts\install_deps.psl, de-
bera pasar adicionalmente las banderas -DBoost_DIR="deps\boost\1lib\cmake\Boost-*" y
-DCMAKE_MSVC_RUNTIME_LIBRARY=MultiThreaded como argumentos cuando corra cmake.

Esto deberia crear un archivo solidity.sIn en ese directorio. Al hacer doble click en ese archivo Visual Studio deberia
abrirse. Sugerimos compilar con la configuracién Release pero todas las demds funcionan.

De manera alternativa, puede compilar en Windows desde la linea de comandos:
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cmake --build . --config Release

3.2.10 Opciones de CMake

Para ver las opciones de Cmake disponibles solo corra cmake .. -LH.

Solvers de SMT

Solidity puede ser compilado contra solvers SMT y lo hard por defecto si se encuentran en el sistema. Cada solver
puede ser deshabilitado con una opcién de cmake.

Nota: En algunos casos, esto también puede ser una solucion alterna para compilaciones fallidas.

En la carpeta donde compile puede deshabilitarlos, ya que estan habilitados por defecto:

# deshabilita solo el solver SMT para Z3
cmake .. -DUSE_Z3=0FF

# deshabilita solo el solver SMT para CVC4
cmake .. -DUSE_CVC4=0FF

# deshabilita los solvers para CVC4 y Z3
cmake .. -DUSE_CVC4=0FF -DUSE_Z3=0OFF

3.2.11 La Cadena de Version en Detalle

La cadena de version de Solidity contiene cuatro partes:

= ¢l nimero de version

la etiqueta de pre-release, generalmente fijada en develop.YYYY.MM.DD o nightly.YYYY.MM.DD

= commit en el formato commit.GITHASH

la plataforma, que contiene un nimero arbitrario de elementos, e incluye detalles sobre la plataforma y el com-
pilador

Si hay modificaciones locales, el commit tendré el sufijo de .mod.

Estas partes se combinan segin requerimientos de SemVer, donde la etiqueta de pre-release de Solidity equivale al
pre-release de SemVer y el commit de Solidity y la plataforma combinados nos dan la metadata del compilado de
SemVer.

Un ejemplo de release: 0.4.8+commit.60ccl1668.Emscripten.clang.

Un ejemplo de pre-release: 0.4.9-nightly.2017.1.17+commit.6ecb4aa3.Emscripten.clang
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3.2.12 Informacion Importante Sobre el Versionado

Después de que se hace un lanzamiento, se aumenta el nimero de versién de parche, porque asumimos que solo siguen
cambios a nivel de parches. Cuando los cambios se fusionan, la version deberia ser aumentada de acuerdo a SemVer
y a la severidad del cambio. Finalmente, un lanzamiento siempre se hace con la versién de la compilacién nocturna
vigente, pero sin el especificador de prerelease.

Ejemplo:
1. Se hace el release de la version 0.4.0.
2. La compilacién nocturna tiene una versioén de 0.4.1 de ahora en adelante.
3. Se introducen cambios sin rupturas —> no hay cambio en la version.
4. Se introduce un cambio con rupturas —> la version se aumenta a 0.5.0.
5. Se hace el release de la version 0.5.0.

Este método funciona bien con la version de pragma.

3.3 Solidity con Ejemplos

3.3.1 Voting

The following contract is quite complex, but showcases a lot of Solidity’s features. It implements a voting contract. Of
course, the main problems of electronic voting is how to assign voting rights to the correct persons and how to prevent
manipulation. We will not solve all problems here, but at least we will show how delegated voting can be done so that
vote counting is automatic and completely transparent at the same time.

The idea is to create one contract per ballot, providing a short name for each option. Then the creator of the contract
who serves as chairperson will give the right to vote to each address individually.

The persons behind the addresses can then choose to either vote themselves or to delegate their vote to a person they
trust.

At the end of the voting time, winningProposal () will return the proposal with the largest number of votes.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/// @title Voting with delegation.
contract Ballot {
// This declares a new complex type which will
// be used for variables later.
// It will represent a single voter.
struct Voter {
uint weight; // weight is accumulated by delegation
bool voted; // if true, that person already voted
address delegate; // person delegated to
uint vote; // index of the voted proposal

}

// This is a type for a single proposal.

struct Proposal {
bytes32 name; // short name (up to 32 bytes)
uint voteCount; // number of accumulated votes

(continué en Ta préxima pagina)
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}
address public chairperson;

// This declares a state variable that
// stores a ‘Voter® struct for each possible address.
mapping(address => Voter) public voters;

// A dynamically-sized array of 'Proposal’ structs.
Proposal[] public proposals;

/// Create a new ballot to choose one of ‘proposalNames".
constructor(bytes32[] memory proposalNames) {
chairperson = msg.sender;
voters[chairperson].weight = 1;

// For each of the provided proposal names,
// create a new proposal object and add it
// to the end of the array.
for (uint i = 0; i < proposalNames.length; i++) {
// "Proposal({...})" creates a temporary
// Proposal object and ‘proposals.push(...)"
// appends it to the end of ‘proposals’.
proposals.push(Proposal ({
name: proposalNames[i],
voteCount: O

IDDN

}

// Give ‘voter® the right to vote on this ballot.
// May only be called by ‘chairperson.
function giveRightToVote(address voter) external {
// If the first argument of ‘require’ evaluates
// to “false', execution terminates and all
// changes to the state and to Ether balances
// are reverted.
// This used to consume all gas in old EVM versions, but
// not anymore.
// It is often a good idea to use ‘require’ to check if
// functions are called correctly.
// As a second argument, you can also provide an
// explanation about what went wrong.

require(
msg.sender == chairperson,
"Only chairperson can give right to vote."
DK
require(
lvoters[voter].voted,
"The voter already voted."
DN
require(voters[voter].weight == 0);

(continué en la préxima pagina)
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voters[voter].weight = 1;

}

/// Delegate your vote to the voter ‘to’.

function delegate(address to) external {
// assigns reference
Voter storage sender = voters[msg.sender];
require(sender.weight != 0, "You have no right to vote");
require(!sender.voted, "You already voted.");

require(to != msg.sender, "Self-delegation is disallowed.");

// Forward the delegation as long as
// “to’ also delegated.
// In general, such loops are very dangerous,
// because if they run too long, they might
// need more gas than is available in a block.
// In this case, the delegation will not be executed,
// but in other situations, such loops might
// cause a contract to get "stuck" completely.
while (voters[to].delegate != address(0)) {
to = voters[to].delegate;

// We found a loop in the delegation, not allowed.
require(to != msg.sender, "Found loop in delegation.™);

}
Voter storage delegate_ = voters[to];

// Voters cannot delegate to accounts that cannot vote.
require(delegate_.weight >= 1);

// Since ‘sender’ is a reference, this
// modifies ‘voters[msg.sender]".
sender.voted = true;

sender.delegate = to;

if (delegate_.voted) {

// If the delegate already voted,

// directly add to the number of votes

proposals[delegate_.vote].voteCount += sender.weight;
} else {

// If the delegate did not vote yet,

// add to her weight.

delegate_.weight += sender.weight;

/// Give your vote (including votes delegated to you)
/// to proposal ‘proposals[proposal].name".
function vote(uint proposal) external {

Voter storage sender = voters[msg.sender];

(continué en la préxima pagina)
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require(sender.weight != 0, "Has no right to vote");
require(!sender.voted, "Already voted.");
sender.voted = true;

sender.vote = proposal;

// If ‘proposal’ is out of the range of the array,
// this will throw automatically and revert all
// changes.

proposals[proposal].voteCount += sender.weight;

/// @dev Computes the winning proposal taking all
/// previous votes into account.
function winningProposal() public view

returns (uint winningProposal_)

{
uint winningVoteCount = 0;
for (uint p = 0; p < proposals.length; p++) {
if (proposals[p].voteCount > winningVoteCount) {
winningVoteCount = proposals[p].voteCount;
winningProposal_ = p;
}
}
}

// Calls winningProposal() function to get the index
// of the winner contained in the proposals array and then
// returns the name of the winner
function winnerName() external view
returns (bytes32 winnerName_)

winnerName_ = proposals[winningProposal()].name;

Possible Improvements

Currently, many transactions are needed to assign the rights to vote to all participants. Moreover, if two or more pro-
posals have the same number of votes, winningProposal () is not able to register a tie. Can you think of a way to fix
these issues?

3.3.2 Blind Auction

In this section, we will show how easy it is to create a completely blind auction contract on Ethereum. We will start
with an open auction where everyone can see the bids that are made and then extend this contract into a blind auction
where it is not possible to see the actual bid until the bidding period ends.
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Simple Open Auction

The general idea of the following simple auction contract is that everyone can send their bids during a bidding period.
The bids already include sending money / Ether in order to bind the bidders to their bid. If the highest bid is raised,
the previous highest bidder gets their money back. After the end of the bidding period, the contract has to be called
manually for the beneficiary to receive their money - contracts cannot activate themselves.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;
contract SimpleAuction {
// Parameters of the auction. Times are either
// absolute unix timestamps (seconds since 1970-01-01)
// or time periods in seconds.
address payable public beneficiary;
uint public auctionEndTime;

// Current state of the auction.
address public highestBidder;
uint public highestBid;

// Allowed withdrawals of previous bids
mapping(address => uint) pendingReturns;

// Set to true at the end, disallows any change.
// By default initialized to “false’.
bool ended;

// Events that will be emitted on changes.
event HighestBidIncreased(address bidder, uint amount);
event AuctionEnded(address winner, uint amount);

// Errors that describe failures.

// The triple-slash comments are so-called natspec
// comments. They will be shown when the user

// 1is asked to confirm a transaction or

// when an error is displayed.

/// The auction has already ended.

error AuctionAlreadyEnded();

/// There is already a higher or equal bid.

error BidNotHighEnough(uint highestBid);

/// The auction has not ended yet.

error AuctionNotYetEnded();

/// The function auctionEnd has already been called.
error AuctionEndAlreadyCalled();

/// Create a simple auction with ‘biddingTime"
/// seconds bidding time on behalf of the
/// beneficiary address ‘beneficiaryAddress’.
constructor(

uint biddingTime,

address payable beneficiaryAddress

(continué en la préxima pagina)
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) {
beneficiary = beneficiaryAddress;
auctionEndTime = block.timestamp + biddingTime;
3

/// Bid on the auction with the value sent
/// together with this transaction.
/// The value will only be refunded if the
/// auction is not won.
function bid() external payable {
// No arguments are necessary, all
// information is already part of
// the transaction. The keyword payable
// 1is required for the function to
// be able to receive Ether.

// Revert the call if the bidding

// period is over.

if (block.timestamp > auctionEndTime)
revert AuctionAlreadyEnded();

// If the bid is not higher, send the
// money back (the revert statement
// will revert all changes in this
// function execution including
// it having received the money).
if (msg.value <= highestBid)
revert BidNotHighEnough(highestBid);

if (highestBid !'= 0) {
// Sending back the money by simply using
// highestBidder.send(highestBid) is a security risk
// because it could execute an untrusted contract.
// It is always safer to let the recipients
// withdraw their money themselves.
pendingReturns[highestBidder] += highestBid;

}

highestBidder = msg.sender;

highestBid = msg.value;

emit HighestBidIncreased(msg.sender, msg.value);

}

/// Withdraw a bid that was overbid.
function withdraw() external returns (bool) {
uint amount = pendingReturns[msg.sender];
if (amount > 0) {
// It is important to set this to zero because the recipient
// can call this function again as part of the receiving call
// before “send’ returns.
pendingReturns[msg.sender] = 0;

// msg.sender is not of type ‘address payable' and must be

(continué en la préxima pagina)
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// explicitly converted using ‘payable(msg.sender)’ in order
// use the member function ‘send()".
if (!payable(msg.sender).send(amount)) {
// No need to call throw here, just reset the amount owing
pendingReturns[msg.sender] = amount;
return false;

}

return true;

/// End the auction and send the highest bid

/// to the beneficiary.

function auctionEnd() external {
// It is a good guideline to structure functions that interact
// with other contracts (i.e. they call functions or send Ether)
// into three phases:
// 1. checking conditions
// 2. performing actions (potentially changing conditions)
// 3. interacting with other contracts
// If these phases are mixed up, the other contract could call
// back into the current contract and modify the state or cause
// effects (ether payout) to be performed multiple times.
// If functions called internally include interaction with external
// contracts, they also have to be considered interaction with
// external contracts.

// 1. Conditions

if (block.timestamp < auctionEndTime)
revert AuctionNotYetEnded();

if (ended)
revert AuctionEndAlreadyCalled();

// 2. Effects
ended = true;
emit AuctionEnded(highestBidder, highestBid);

// 3. Interaction
beneficiary.transfer(highestBid);
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Blind Auction

The previous open auction is extended to a blind auction in the following. The advantage of a blind auction is that there
is no time pressure towards the end of the bidding period. Creating a blind auction on a transparent computing platform
might sound like a contradiction, but cryptography comes to the rescue.

During the bidding period, a bidder does not actually send their bid, but only a hashed version of it. Since it is currently
considered practically impossible to find two (sufficiently long) values whose hash values are equal, the bidder commits
to the bid by that. After the end of the bidding period, the bidders have to reveal their bids: They send their values
unencrypted, and the contract checks that the hash value is the same as the one provided during the bidding period.

Another challenge is how to make the auction binding and blind at the same time: The only way to prevent the bidder
from just not sending the money after they won the auction is to make them send it together with the bid. Since value
transfers cannot be blinded in Ethereum, anyone can see the value.

The following contract solves this problem by accepting any value that is larger than the highest bid. Since this can of
course only be checked during the reveal phase, some bids might be invalid, and this is on purpose (it even provides an
explicit flag to place invalid bids with high-value transfers): Bidders can confuse competition by placing several high
or low invalid bids.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;
contract BlindAuction {
struct Bid {
bytes32 blindedBid;
uint deposit;

}

address payable public beneficiary;
uint public biddingEnd;

uint public revealEnd;

bool public ended;

mapping(address => Bid[]) public bids;

address public highestBidder;
uint public highestBid;

// Allowed withdrawals of previous bids
mapping(address => uint) pendingReturns;

event AuctionEnded(address winner, uint highestBid);
// Errors that describe failures.

/// The function has been called too early.

/// Try again at “time’.

error TooEarly(uint time);

/// The function has been called too late.

/// It cannot be called after ‘time’.

error ToolLate(uint time);

/// The function auctionEnd has already been called.
error AuctionEndAlreadyCalled();

// Modifiers are a convenient way to validate inputs to

(continué en [a préxima pagina)
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// functions. ‘onlyBefore' is applied to ‘bid" below:
// The new function body is the modifier's body where
// "_° is replaced by the old function body.
modifier onlyBefore(uint time) {

if (block.timestamp >= time) revert ToolLate(time);

}
modifier onlyAfter(uint time) {
if (block.timestamp <= time) revert TooEarly(time);

}

constructor(
uint biddingTime,
uint revealTime,
address payable beneficiaryAddress

) {
beneficiary = beneficiaryAddress;
biddingEnd = block.timestamp + biddingTime;
revealEnd = biddingEnd + revealTime;

}

/// Place a blinded bid with ‘blindedBid" =
/// keccak256(abi.encodePacked(value, fake, secret)).
/// The sent ether is only refunded if the bid is correctly
/// revealed in the revealing phase. The bid is valid if the
/// ether sent together with the bid is at least "value" and
/// "fake" is not true. Setting "fake" to true and sending
/// not the exact amount are ways to hide the real bid but
/// still make the required deposit. The same address can
/// place multiple bids.
function bid(bytes32 blindedBid)

external

payable

onlyBefore(biddingEnd)

bids[msg.sender] .push(Bid({
blindedBid: blindedBid,
deposit: msg.value
1IN
}

/// Reveal your blinded bids. You will get a refund for all
/// correctly blinded invalid bids and for all bids except for
/// the totally highest.
function reveal(

uint[] calldata values,

bool[] calldata fakes,

bytes32[] calldata secrets

external
onlyAfter(biddingEnd)

(continué en la préxima pagina)

32

Capitulo 3. Contenidos




Solidity Documentation, Versién 0.8.20

(proviene de la pagina anterior)

onlyBefore(revealEnd)

uint length = bids[msg.sender].length;
require(values.length == length);
require(fakes.length == length);
require(secrets.length == length);

uint refund;
for (uint i = 0; i < length; i++) {
Bid storage bidToCheck = bids[msg.sender][i];
(uint value, bool fake, bytes32 secret) =
(values[i], fakes[i], secrets[il]);
if (bidToCheck.blindedBid != keccak256(abi.encodePacked(value, fake,..
—secret))) {
// Bid was not actually revealed.
// Do not refund deposit.
continue;
}
refund += bidToCheck.deposit;
if (!fake && bidToCheck.deposit >= value) {
if (placeBid(msg.sender, value))
refund -= value;
}
// Make it impossible for the sender to re-claim
// the same deposit.
bidToCheck.blindedBid = bytes32(0);
}
payable (msg.sender) . transfer(refund);

}

/// Withdraw a bid that was overbid.
function withdraw() external {
uint amount = pendingReturns[msg.sender];
if (amount > 0) {
// It is important to set this to zero because the recipient
// can call this function again as part of the receiving call
// before ‘transfer' returns (see the remark above about
// conditions -> effects -> interaction).
pendingReturns[msg.sender] = 0;

payable(msg.sender) . transfer (amount) ;

}

/// End the auction and send the highest bid
/// to the beneficiary.
function auctionEnd()

external

onlyAfter(revealEnd)

if (ended) revert AuctionEndAlreadyCalled();
emit AuctionEnded(highestBidder, highestBid);

(continué en [a préxima pagina)

3.3. Solidity con Ejemplos 33



Solidity Documentation, Version 0.8.20

(proviene de la pagina anterior)

ended = true;
beneficiary.transfer(highestBid);
}

// This is an "internal" function which means that it
// can only be called from the contract itself (or from
// derived contracts).
function placeBid(address bidder, uint value) internal
returns (bool success)
{
if (value <= highestBid) {
return false;
}
if (highestBidder != address(0)) {
// Refund the previously highest bidder.
pendingReturns[highestBidder] += highestBid;
}
highestBid = value;
highestBidder = bidder;
return true;

3.3.3 Safe Remote Purchase

Purchasing goods remotely currently requires multiple parties that need to trust each other. The simplest configuration
involves a seller and a buyer. The buyer would like to receive an item from the seller and the seller would like to get
money (or an equivalent) in return. The problematic part is the shipment here: There is no way to determine for sure
that the item arrived at the buyer.

There are multiple ways to solve this problem, but all fall short in one or the other way. In the following example, both
parties have to put twice the value of the item into the contract as escrow. As soon as this happened, the money will
stay locked inside the contract until the buyer confirms that they received the item. After that, the buyer is returned the
value (half of their deposit) and the seller gets three times the value (their deposit plus the value). The idea behind this
is that both parties have an incentive to resolve the situation or otherwise their money is locked forever.

This contract of course does not solve the problem, but gives an overview of how you can use state machine-like
constructs inside a contract.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;
contract Purchase {
uint public value;
address payable public seller;
address payable public buyer;

enum State { Created, Locked, Release, Inactive }
// The state variable has a default value of the first member, ‘State.created’
State public state;

modifier condition(bool condition_ ) {
require(condition_);

(continué en [a préxima pagina)
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}

/// Only the buyer can call this function.

error OnlyBuyer();

/// Only the seller can call this function.

error OnlySeller();

/// The function cannot be called at the current state.
error InvalidState();

/// The provided value has to be even.

error ValueNotEven();

modifier onlyBuyer() {
if (msg.sender != buyer)
revert OnlyBuyer();

}

modifier onlySeller() {
if (msg.sender != seller)
revert OnlySeller();

}

modifier inState(State state_ ) {
if (state != state.)
revert InvalidState();

}

event Aborted(Q);

event PurchaseConfirmed();
event ItemReceived();
event SellerRefunded();

// Ensure that ‘msg.value’ is an even number.
// Division will truncate if it is an odd number.
// Check via multiplication that it wasn't an odd number.
constructor() payable {

seller = payable(msg.sender);

value = msg.value / 2;

if ((2 * value) != msg.value)

revert ValueNotEven();

}

/// Abort the purchase and reclaim the ether.
/// Can only be called by the seller before
/// the contract is locked.
function abort()

external

onlySeller

inState(State.Created)

(continué en la préxima pagina)
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{
emit Aborted();
state = State.Inactive;
// We use transfer here directly. It is
// reentrancy-safe, because it is the
// last call in this function and we
// already changed the state.
seller.transfer(address(this).balance);
}

/// Confirm the purchase as buyer.
/// Transaction has to include "2 * value' ether.
/// The ether will be locked until confirmReceived
/// is called.
function confirmPurchase()

external

inState(State.Created)

condition(msg.value == (2 * value))

payable

emit PurchaseConfirmed();
buyer = payable(msg.sender) ;
state = State.Locked;

}

/// Confirm that you (the buyer) received the item.
/// This will release the locked ether.
function confirmReceived()

external

onlyBuyer

inState(State.Locked)

emit ItemReceived();

// It is important to change the state first because
// otherwise, the contracts called using ‘send’ below
// can call in again here.

state = State.Release;

buyer.transfer(value);

}

/// This function refunds the seller, i.e.
/// pays back the locked funds of the seller.
function refundSeller()

external

onlySeller

inState(State.Release)

emit SellerRefunded();

// It is important to change the state first because
// otherwise, the contracts called using ‘send’ below
// can call in again here.

(continué en la préxima pagina)
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state = State.Inactive;

seller.transfer(3 * value);

3.3.4 Micropayment Channel

In this section, we will learn how to build an example implementation of a payment channel. It uses cryptographic
signatures to make repeated transfers of Ether between the same parties secure, instantaneous, and without transaction
fees. For the example, we need to understand how to sign and verify signatures, and setup the payment channel.

Creating and verifying signatures

Imagine Alice wants to send some Ether to Bob, i.e. Alice is the sender and Bob is the recipient.

Alice only needs to send cryptographically signed messages off-chain (e.g. via email) to Bob and it is similar to writing
checks.

Alice and Bob use signatures to authorize transactions, which is possible with smart contracts on Ethereum. Alice will
build a simple smart contract that lets her transmit Ether, but instead of calling a function herself to initiate a payment,
she will let Bob do that, and therefore pay the transaction fee.

The contract will work as follows:
1. Alice deploys the ReceiverPays contract, attaching enough Ether to cover the payments that will be made.
2. Alice authorizes a payment by signing a message with her private key.

3. Alice sends the cryptographically signed message to Bob. The message does not need to be kept secret (explained
later), and the mechanism for sending it does not matter.

4. Bob claims his payment by presenting the signed message to the smart contract, it verifies the authenticity of the
message and then releases the funds.

Creating the signature

Alice does not need to interact with the Ethereum network to sign the transaction, the process is completely offline.
In this tutorial, we will sign messages in the browser using web3.js and MetaMask, using the method described in
EIP-712, as it provides a number of other security benefits.

/// Hashing first makes things easier

var hash = web3.utils.sha3("message to sign");

web3.eth.personal.sign(hash, web3.eth.defaultAccount, function () { console.log("Signed
=" 1)

Nota: The web3.eth.personal. sign prepends the length of the message to the signed data. Since we hash first, the
message will always be exactly 32 bytes long, and thus this length prefix is always the same.
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What to Sign

For a contract that fulfils payments, the signed message must include:
1. The recipient’s address.
2. The amount to be transferred.
3. Protection against replay attacks.

A replay attack is when a signed message is reused to claim authorization for a second action. To avoid replay attacks we
use the same technique as in Ethereum transactions themselves, a so-called nonce, which is the number of transactions
sent by an account. The smart contract checks if a nonce is used multiple times.

Another type of replay attack can occur when the owner deploys a ReceiverPays smart contract, makes some pay-
ments, and then destroys the contract. Later, they decide to deploy the RecipientPays smart contract again, but the
new contract does not know the nonces used in the previous deployment, so the attacker can use the old messages again.

Alice can protect against this attack by including the contract’s address in the message, and only messages containing the
contract’s address itself will be accepted. You can find an example of this in the first two lines of the claimPayment ()
function of the full contract at the end of this section.

Packing arguments

Now that we have identified what information to include in the signed message, we are ready to put the message
together, hash it, and sign it. For simplicity, we concatenate the data. The ethereumjs-abi library provides a function
called soliditySHA3 that mimics the behaviour of Solidity’s keccak256 function applied to arguments encoded using
abi.encodePacked. Here is a JavaScript function that creates the proper signature for the ReceiverPays example:

// recipient is the address that should be paid.
// amount, in wei, specifies how much ether should be sent.
// nonce can be any unique number to prevent replay attacks
// contractAddress is used to prevent cross-contract replay attacks
function signPayment(recipient, amount, nonce, contractAddress, callback) {
var hash = "0x" + abi.soliditySHA3(
["address", "uint256", "uint256", "address"],
[recipient, amount, nonce, contractAddress]
).toString("hex");

web3.eth.personal.sign(hash, web3.eth.defaultAccount, callback);

Recovering the Message Signer in Solidity

In general, ECDSA signatures consist of two parameters, r and s. Signatures in Ethereum include a third parameter
called v, that you can use to verify which account’s private key was used to sign the message, and the transaction’s
sender. Solidity provides a built-in function ecrecover that accepts a message along with the r, s and v parameters and
returns the address that was used to sign the message.
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Extracting the Signature Parameters

Signatures produced by web3.js are the concatenation of r, s and v, so the first step is to split these parameters apart.
You can do this on the client-side, but doing it inside the smart contract means you only need to send one signature
parameter rather than three. Splitting apart a byte array into its constituent parts is a mess, so we use inline assembly
to do the job in the splitSignature function (the third function in the full contract at the end of this section).

Computing the Message Hash

The smart contract needs to know exactly what parameters were signed, and so it must recreate the message from
the parameters and use that for signature verification. The functions prefixed and recoverSigner do this in the
claimPayment function.

The full contract

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
// This will report a warning due to deprecated selfdestruct
contract ReceiverPays {
address owner = msg.sender;

mapping(uint256 => bool) usedNonces;
constructor() payable {}

function claimPayment(uint256 amount, uint256 nonce, bytes memory signature).
—external {
require(!usedNonces[nonce]);
usedNonces[nonce] = true;

// this recreates the message that was signed on the client
bytes32 message = prefixed(keccak256(abi.encodePacked(msg.sender, amount, nonce,..
~this)));

require(recoverSigner (message, signature) == owner);

payable (msg.sender) . transfer(amount) ;

}

/// destroy the contract and reclaim the leftover funds.
function shutdown() external {

require(msg.sender == owner);

selfdestruct (payable(msg.sender));

/// signature methods.

function splitSignature(bytes memory sig)
internal
pure
returns (uint8 v, bytes32 r, bytes32 s)

(continué en [a préxima pagina)
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require(sig.length == 65);

assembly {
// first 32 bytes, after the length prefix.
r := mload(add(sig, 32))
// second 32 bytes.
s := mload(add(sig, 64))
// final byte (first byte of the next 32 bytes).
v := byte(0, mload(add(sig, 96)))

}
return (v, r, s);
}
function recoverSigner(bytes32 message, bytes memory sig)
internal
pure
returns (address)
{
(uint8 v, bytes32 r, bytes32 s) = splitSignature(sig);
return ecrecover(message, v, r, S);
}

/// builds a prefixed hash to mimic the behavior of eth_sign.
function prefixed(bytes32 hash) internal pure returns (bytes32) {
return keccak256(abi.encodePacked("\x19Ethereum Signed Message:\n32", hash));

}

Writing a Simple Payment Channel

Alice now builds a simple but complete implementation of a payment channel. Payment channels use cryptographic
signatures to make repeated transfers of Ether securely, instantaneously, and without transaction fees.

What is a Payment Channel?

Payment channels allow participants to make repeated transfers of Ether without using transactions. This means that
you can avoid the delays and fees associated with transactions. We are going to explore a simple unidirectional payment
channel between two parties (Alice and Bob). It involves three steps:

1. Alice funds a smart contract with Ether. This «opens» the payment channel.

2. Alice signs messages that specify how much of that Ether is owed to the recipient. This step is repeated for each
payment.

3. Bob «closes» the payment channel, withdrawing his portion of the Ether and sending the remainder back to the
sender.

Nota: Only steps 1 and 3 require Ethereum transactions, step 2 means that the sender transmits a cryptographically
signed message to the recipient via off chain methods (e.g. email). This means only two transactions are required to
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support any number of transfers.

Bob is guaranteed to receive his funds because the smart contract escrows the Ether and honours a valid signed message.
The smart contract also enforces a timeout, so Alice is guaranteed to eventually recover her funds even if the recipient
refuses to close the channel. It is up to the participants in a payment channel to decide how long to keep it open. For
a short-lived transaction, such as paying an internet café for each minute of network access, the payment channel may
be kept open for a limited duration. On the other hand, for a recurring payment, such as paying an employee an hourly
wage, the payment channel may be kept open for several months or years.

Opening the Payment Channel

To open the payment channel, Alice deploys the smart contract, attaching the Ether to be escrowed and specifying the
intended recipient and a maximum duration for the channel to exist. This is the function SimplePaymentChannel in
the contract, at the end of this section.

Making Payments

Alice makes payments by sending signed messages to Bob. This step is performed entirely outside of the Ethereum
network. Messages are cryptographically signed by the sender and then transmitted directly to the recipient.

Each message includes the following information:
» The smart contract’s address, used to prevent cross-contract replay attacks.
= The total amount of Ether that is owed to the recipient so far.

A payment channel is closed just once, at the end of a series of transfers. Because of this, only one of the messages
sent is redeemed. This is why each message specifies a cumulative total amount of Ether owed, rather than the amount
of the individual micropayment. The recipient will naturally choose to redeem the most recent message because that is
the one with the highest total. The nonce per-message is not needed anymore, because the smart contract only honours
a single message. The address of the smart contract is still used to prevent a message intended for one payment channel
from being used for a different channel.

Here is the modified JavaScript code to cryptographically sign a message from the previous section:

function constructPaymentMessage(contractAddress, amount) {
return abi.soliditySHA3(
["address", "uint256"],
[contractAddress, amount]

);

function signMessage(message, callback) {
web3.eth.personal.sign(
"0x" + message.toString("hex"),
web3.eth.defaultAccount,
callback
Js

// contractAddress is used to prevent cross-contract replay attacks.
// amount, in wei, specifies how much Ether should be sent.

(continué en [a préxima pagina)
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function signPayment(contractAddress, amount, callback) {
var message = constructPaymentMessage(contractAddress, amount);
signMessage(message, callback);

Closing the Payment Channel

When Bob is ready to receive his funds, it is time to close the payment channel by calling a close function on the
smart contract. Closing the channel pays the recipient the Ether they are owed and destroys the contract, sending any
remaining Ether back to Alice. To close the channel, Bob needs to provide a message signed by Alice.

The smart contract must verify that the message contains a valid signature from the sender. The process for doing this ve-
rification is the same as the process the recipient uses. The Solidity functions isValidSignature and recoverSigner
work just like their JavaScript counterparts in the previous section, with the latter function borrowed from the
ReceiverPays contract.

Only the payment channel recipient can call the close function, who naturally passes the most recent payment message
because that message carries the highest total owed. If the sender were allowed to call this function, they could provide
a message with a lower amount and cheat the recipient out of what they are owed.

The function verifies the signed message matches the given parameters. If everything checks out, the recipient is sent
their portion of the Ether, and the sender is sent the rest via a selfdestruct. You can see the close function in the
full contract.

Channel Expiration

Bob can close the payment channel at any time, but if they fail to do so, Alice needs a way to recover her escrowed funds.
An expiration time was set at the time of contract deployment. Once that time is reached, Alice can call claimTimeout
to recover her funds. You can see the claimTimeout function in the full contract.

After this function is called, Bob can no longer receive any Ether, so it is important that Bob closes the channel before
the expiration is reached.

The full contract

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

// This will report a warning due to deprecated selfdestruct

contract SimplePaymentChannel {
address payable public sender; // The account sending payments.
address payable public recipient; // The account receiving the payments.
uint256 public expiration; // Timeout in case the recipient never closes.

constructor (address payable recipientAddress, uint256 duration)

payable
{

sender = payable(msg.sender);

recipient = recipientAddress;

expiration = block.timestamp + duration;
}

(continué en [a préxima pagina)
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/// the recipient can close the channel at any time by presenting a
/// signed amount from the sender. the recipient will be sent that amount,
/// and the remainder will go back to the sender
function close(uint256 amount, bytes memory signature) external {
require(msg.sender == recipient);
require(isValidSignature(amount, signature));

recipient.transfer (amount) ;
selfdestruct(sender);

}

/// the sender can extend the expiration at any time

function extend(uint256 newExpiration) external {
require(msg.sender == sender);
require(newExpiration > expiration);

expiration = newExpiration;

/// 1f the timeout is reached without the recipient closing the channel,
/// then the Ether is released back to the sender.
function claimTimeout() external {

require(block.timestamp >= expiration);

selfdestruct(sender);

}

function isValidSignature(uint256 amount, bytes memory signature)
internal
view
returns (bool)

{
bytes32 message = prefixed(keccak256(abi.encodePacked(this, amount)));
// check that the signature is from the payment sender
return recoverSigner(message, signature) == sender;

}

/// All functions below this are just taken from the chapter
/// 'creating and verifying signatures' chapter.

function splitSignature(bytes memory sig)
internal
pure
returns (uint8 v, bytes32 r, bytes32 s)

require(sig.length == 65);

assembly {
// first 32 bytes, after the length prefix
r := mload(add(sig, 32))
// second 32 bytes

(continué en la préxima pagina)
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s := mload(add(sig, 64))
// final byte (first byte of the next 32 bytes)
v := byte(0, mload(add(sig, 96)))

}
return (v, r, s);
}
function recoverSigner(bytes32 message, bytes memory sig)
internal
pure
returns (address)
{
(uint8 v, bytes32 r, bytes32 s) = splitSignature(sig);
return ecrecover(message, v, r, S);
1

/// builds a prefixed hash to mimic the behavior of eth_sign.
function prefixed(bytes32 hash) internal pure returns (bytes32) {

return keccak256(abi.encodePacked("\x19Ethereum Signed Message:\n32", hash));
1

Nota: The function splitSignature does not use all security checks. A real implementation should use a more
rigorously tested library, such as openzepplin’s version of this code.

Verifying Payments

Unlike in the previous section, messages in a payment channel aren’t redeemed right away. The recipient keeps track of
the latest message and redeems it when it’s time to close the payment channel. This means it’s critical that the recipient
perform their own verification of each message. Otherwise there is no guarantee that the recipient will be able to get
paid in the end.

The recipient should verify each message using the following process:
1. Verify that the contract address in the message matches the payment channel.
2. Verify that the new total is the expected amount.
3. Verify that the new total does not exceed the amount of Ether escrowed.
4. Verify that the signature is valid and comes from the payment channel sender.

We’ll use the ethereumjs-util library to write this verification. The final step can be done a number of ways, and we use
JavaScript. The following code borrows the constructPaymentMessage function from the signing JavaScript code
above:

// this mimics the prefixing behavior of the eth_sign JSON-RPC method.
function prefixed(hash) {
return ethereumjs.ABI.soliditySHA3(
["string", "bytes32"],

(continué en Ja préxima pagina)
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["\x19Ethereum Signed Message:\n32", hash]
);
}

function recoverSigner(message, signature) {
var split = ethereumjs.Util. fromRpcSig(signature);
var publicKey = ethereumjs.Util.ecrecover(message, split.v, split.r, split.s);
var signer = ethereumjs.Util.pubToAddress(publicKey).toString("hex");
return signer;

}

function isValidSignature(contractAddress, amount, signature, expectedSigner) {
var message = prefixed(constructPaymentMessage(contractAddress, amount));
var signer = recoverSigner(message, signature);
return signer.toLowerCase() ==
ethereumjs.Util.stripHexPrefix(expectedSigner).toLowerCase();

3.3.5 Modular Contracts

A modular approach to building your contracts helps you reduce the complexity and improve the readability which will
help to identify bugs and vulnerabilities during development and code review. If you specify and control the behaviour
of each module in isolation, the interactions you have to consider are only those between the module specifications and
not every other moving part of the contract. In the example below, the contract uses the move method of the Balances
library to check that balances sent between addresses match what you expect. In this way, the Balances library provides
an isolated component that properly tracks balances of accounts. It is easy to verify that the Balances library never
produces negative balances or overflows and the sum of all balances is an invariant across the lifetime of the contract.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

library Balances {
function move (mapping(address => uint256) storage balances, address from, address to,
< uint amount) internal {
require(balances[from] >= amount);
require(balances[to] + amount >= balances[to]);
balances[from] -= amount;
balances[to] += amount;

}

contract Token {
mapping(address => uint256) balances;
using Balances for *;
mapping(address => mapping(address => uint256)) allowed;

event Transfer(address from, address to, uint amount);
event Approval (address owner, address spender, uint amount);

function transfer(address to, uint amount) external returns (bool success) {
balances.move(msg.sender, to, amount);

(continué en [a préxima pagina)

3.3. Solidity con Ejemplos 45




Solidity Documentation, Version 0.8.20

(proviene de la pagina anterior)

emit Transfer(msg.sender, to, amount);
return true;

}

function transferFrom(address from, address to, uint amount) external returns (bool.
—success) {
require(allowed[from] [msg.sender] >= amount);
allowed[from] [msg.sender] -= amount;
balances.move(from, to, amount);
emit Transfer(from, to, amount);
return true;

}

function approve(address spender, uint tokens) external returns (bool success) {
require(allowed[msg.sender] [spender] == 0, "");
allowed[msg.sender] [spender] = tokens;
emit Approval (msg.sender, spender, tokens);
return true;

}

function balanceOf(address tokenOwner) external view returns (uint balance) {
return balances[tokenOwner];

}

3.4 Composicion de un archivo fuente en Solidity

Los archivos fuente pueden contener un nimero arbitrario de definiciones de contratos, sentencias import, pragma 'y
directrices using for y struct, enum, function, error y definiciones de constant variable.

3.4.1 Identificador de licencia SPDX

La confianza en los contratos inteligentes se puede establecer mejor si sus codigo fuente estd disponible. Debido a que
disponer del codigo fuente disponible siempre roza problemas legales con respecto a derechos de autor, el compilador
de Solidity fomenta el uso de identificadores de licencia SPDX legibles por maquinas. Cada archivo fuente deberia
comenzar con un comentario que indique su licencia:

// SPDX-License-Identifier: MIT

El compilador no valida que la licencia sea parte de la lista permitida por SPDX pero si incluye el string provisto en
los metadatos bytecode.

Si no quiere especificar una licencia o si el cédigo fuente no es de cédigo abierto, por favor use el valor especial
UNLICENSED. Note que UNLICENSED (uso no permitido, no presente en la lista de licencias de SPDX) es diferente de
UNLICENSE (concede todos los derechos). Solidity sigue la recomendacién de npm.

Proporcionar este comentario, por supuesto, no lo exime de otras obligaciones relacionadas con licencias como tener
que mencionar un encabezado especifico de licencias en cada archivo fuente o el titular de los derechos originales.

El comentario es reconocido por el compilador en cualquier parte del archivo al nivel de archivos, pero se recomienda
ponerlo en la parte superior del archivo.
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Mais informacién sobre como usar los identificadores de licencias SPDX puede ser encontrado en el sitio web de SPDX.

3.4.2 Pragmas

La palabra reservada pragma se usa para permitir ciertas caracteristicas del compilador o verificaciones. Una directriz
pragma siempre es local a un archivo fuente, de modo que tiene que agregar la directriz pragma a todos sus archivos si
quiere habilitarlo en el proyecto entero. Si usted import otro archivo, la directriz pragma desde ese archivo no se aplica
automadticamente al archivo de importacién.

Version Pragma

Los archivos fuente pueden (y deberian) ser anotados con una versién del pragma para rechazar la compilacién con
versiones futuras del compilador que podrian introducir cambios incompatibles. Nosotros intentamos mantenerlos al
minimo estrictamente necesario e introducirlos de una manera que los cambios en la semdntica también requieran
cambios en la sintaxis, pero esto no es siempre posible. Debido a ello, siempre es una buena idea leer el registro de
modificaciones al menos para los lanzamientos que contengan cambios de ruptura. Estos lanzamientos siempre tienen
versiones de la forma 0.x.0 0x.0.0.

La version del pragma se usa de la siguiente manera: pragma solidity #0.5.2;

Un archivo fuente con la linea de arriba no compila con un compilador anterior a la versién 0.5.2 y tampoco funciona
en un compilador que inicie con la versidn 0.6.0 (esta segunda condicion se agrega al usar #). Debido a que no habrd
cambios de ruptura hasta la versién 0.6.0, puede estar seguro que su cédigo compila de la forma que esperaba. La
version exacta del compilador no es fija, por lo tanto, las versiones de correccién aun son posibles.

Es posible especificar reglas mas complejas para la versién del compilador, estas siguen la misma sintaxis usaba por
npm.

Nota: El uso de la version del pragma no cambia la versién del compilador ni habilita o deshabilita caracteristicas del
compilador. Simplemente indica al compilador que verifique si su versién corresponde a la requerida por el pragma. Si
no corresponde, el compilador emite un error.

ABI Coder Pragma

Al usar pragma abicoder vl o pragma abicoder v2 puedes seleccionar entre las dos implementaciones del co-
dificador y decodificador ABI.

El nuevo codificador ABI (v2) es capaz de codificar y decodificar arrays y structs anidadas arbitrariamente. Ademas
de admitir mds tipos, implica una validacién y comprobaciones de seguridad mds amplias, lo que puede dar como
resultado mayores costes de gas, pero también una mayor seguridad. Se considera no experimental a partir de Solidity
0.6.0 y estd habilitado de forma predeterminada iniciando con Solidity 0.8.0. El antiguo codificador ABI todavia puede
ser seleccionado usando pragma abicoder vl1j;.

El conjunto de tipos soportados por el nuevo codificador es un superset de aquellos soportados por el viejo. Los contratos
que lo usan pueden interactuar con aquellos que no lo usan sin limitaciones. Lo opuesto es posible solo siempre y cuando
el contrato no-abicoder v2 no intente hacer llamadas que requerirfan decodificador tipos solamente soportados por
el nuevo codificador. El compilador puede detectar esto y emitird un error. Simplemente con activar abicoder v2
para su contrato es suficiente para hacer que estos errores desaparezcan.

Nota: Este pragma aplica a todo el cdigo definido en el archivo donde esta activado, sin reparar en donde ese c6digo
termina finalmente. Esto significa que un contrato cuyo archivo fuente estd seleccionado para compilar con ABI coder
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v1 aun puede contener c6digo que usa el nuevo codificador al heredarlo de otro contrato. Esto se permite si los nuevos
tipos son solamente usados internamente y no en signaturas de funciones externas.

Nota: Hasta Solidity 0.7.4 fue posible seleccionar el ABI coder v2 al usar pragma experimental ABIEncoderV2,
pero no era posible seleccionar el codificador v1 explicitamente porque estaba por defecto.

Pragma Experimental

El segundo pragma es el pragma experimental. Puede ser usado para habilitar caracteristicas del compilador o lenguaje
que todavia no estdn activadas por defecto. Los siguientes pragmas experimentales estdn actualmente soportados:

ABIEncoderV2

Debido a que el codificador ABI v2 ya no es considerado experimental, puede ser seleccionado por medio de pragma
abicoder v2 desde Solidity 0.7.4 (véase mas arriba).

SMTChecker

Este componente tiene que ser habilitado cuando el compilador de Solidity es construido y, por lo tanto, no esta dispo-
nible en todos los binarios Solidity. Las instrucciones de construccion explican cémo activar esta opcion. Estd activado
para todas los lanzamientos PPA de Ubuntu en la mayoria de las versiones, pero no para las imdgenes de Docker, los
binarios de Windows o los binarios de Linux construidos estaticamente. Se puede activar para solc-js a través de smt-
Callback si tiene un SMT solver instalado localmente y ejecute solc-js por medio de node (no a través del navegador).

Si usa pragma experimental SMTChecker;, entonces obtiene avisos de seguridad adicionales los cuales se ob-
tienen al consultar un SMT solver. El componente todavia no soporta todas las caracteristicas del lenguaje Solidity y
probablemente genera muchas advertencias. En caso de que sefiale caracteristicas no soportadas, el andlisis pudiese no
ser enteramente sélido.

3.4.3 Importacion de Otros Archivos Fuente

Sintaxis y Semantica

Solidity soporta sentencias import para ayudar a modularizar su cédigo, similar a aquellas disponibles en JavaScript (a
partir de ES6). Sin embargo, Solidity no soporta el concepto default export.

A un nivel global, puede usar sentencias import de la siguiente forma:

import "filename";

La parte filename se llama ruta de importacion. Esta sentencia importa todos los simbolos globales desde «filename»
(y simbolos importados allf) a el scope global actual (diferente de ES6 pero retrocompatible para Solidity). No se reco-
mienda usar esta forma porque corrompe de modo impredecible el espacio de nombres. Si agregas nuevos elementos
de alto nivel dentro de «filename», aparece autodticamente en todos los archivos que importan de esta manera desde
«filename». Es mejor importar simbolos especificos explicitamente.

El siguiente ejemplo crea un nuevo simbolo global symbolName cuyos miembros son todos los simbolos globaiies
desde «filename»:
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import * as symbolName from "filename";

lo cual resulta en todos los simbolos globales disponibles en el formato symbolName . symbol.

Una variante de esta sintaxis que no es parte de ES6, pero posiblemente util es:

import "filename" as symbolName;

*

lo cual es equivalente a import * as symbolName from "filename";.

Si hay una colisién de nombres, puede renombrar sfmbolos durante la importacion. Por ejemplo, el cédigo debajo crea
simbolos globales nuevos alias y symbol2 los cuales referencian symboll y symbol2 desde dentro de «filename»
respectivamente.

import {symboll as alias, symbol2} from "filename";

Rutas de Importacion

A fin de ser capaz de soportar construcciones reproducibles en todas las plataformas, el compilador de Solidity tiene
que abstraer los detalles del sistema de archivos en donde los archivos fuente estdn almacenados. Por esta razén las
rutas de importacidn no hacen referencia directamente a los archivos en el sistema de archivos host. En lugar de ello,
el compilador mantiene una base de datos interna (sistema de archivos virtual o VFS de forma resumida) donde cada
unidad fuente se asigna a un tnico nombre de unidad fuente el cual es un identificador opaco y desestructurado. La ruta
de importacion especificada en una sentencia import se traduce a un nombre de unidad fuente y usada para encontrar
la unidad de fuente correspondiente en esta base de datos.

Al usar la API Standard JSON es posible proveer directamente los nombres y contenido de todos los archivos fuentes
como parte de la entrada del compilador. En este caso, los nombres de unidad fuente son verdaderamente arbitrarios.
Si, de todas maneras, quiere que el compilador encuentre y cargue el cédigo fuente en el VFS automaticamente, sus
nombres de unidad fuente necesitan estar estructurados de una manera que permita a un import callback localizarlos.
Cuando se usa el compilador en la linea de comandos el import callback por defecto soporta solamente el codigo
fuente que se carga desde el sistema de archivos host, lo cual significa que sus nombres de unidad fuente deben ser
rutas. Algunos ambientes proveen custom callbacks que son mas versatiles. Por ejemplo, el Remix IDE provee una que
te permite importar archivos desde HTTP, IPFS y Swarm URLs o referir directamente a paquetes el el registro de NPM.

Para una descripcién completa del sistema de archivos virtuales y la 16gica de resolucion de rutas usadas por el com-
pilador véase Resolucion de Rutas.

3.4.4 Comentarios

Comentarios de una sola linea (//) y comentarios de multiples lineas (/*. . .*/) son posibles.

// Esto es un comentario de una sola linea.

/:’r
Esto es un
comentario de multiples lineas.

;':/

Nota: Un comentario de una sola linea finaliza por cualquier terminador de linea unicode (LF, VF, FF, CR, NEL, LS,
o PS) en codificacién UTF-8. El terminador es atn parte del cédigo fuente luego del comentario, asi que si no es un
simbolo ASCII (se trata de NEL, LS y PS), conducird a un parser error.
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Adicionalmente, hay otro tipo de comentario llamado comentario NatSpec, el cual se detalla en la guia de estilo. Son
escritos con una triple barra diagonal (///) o un bloque de asteriscos dobles (/** ... */)y deberian ser usados
directamente sobre las declaraciones de funciones o sentencias.

3.5 Estructura de un Contrato

Los contratos en Solidity son similares a las clases en los lenguajes orientados a objetos. Cada contrato puede contener
declaraciones de variables de estado, funciones, modificadores de funciones, eventos, errores, tipos struct y enum.
Ademas, los contratos pueden heredar de otros contratos.

También hay tipos de contratos especiales llamados libraries e interfaces.

La seccién sobre contratos contiene mds detalles que esta seccion, el cual sirve para proveer un rapido resumen.

3.5.1 Variables de Estado

Las variables de estado son variables cuyos valores se almacenan permanentemente en el almacenamiento del contrato.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract SimpleStorage {
uint storedData; // Variable de estado

VA

Véase la seccion de tipos para tipos validos de variables de estado y la seccién visibilidad-y-getters para posibles
opciones de visibilidad. See the Tipos section for valid state variable types and Visibility and Getters for possible
choices for visibility.

3.5.2 Funciones

Las funciones son las unidades de c6digo ejecutables. Las funciones estan definidas usualmente dentro de los contratos,
pero tambien pueden ser definidas fuera de los contratos.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1 <0.9.0;

contract SimpleAuction {
function bid() public payable { // Funcién
VA
}
}

// Funcioén auxiliar definida fuera de un contrato
function helper(uint x) pure returns (uint) {
return x * 2;

}

Las-llamadas-a-funciones pueden suceder interna o externamente y tienen diferentes niveles de visibilidad hacia otros
contratos. Las funciones aceptan pardmetros y retornan variables para pasar pardmetros y valores entre ellos.
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3.5.3 Modificadores de Funciones

Los modificadores de funciones se pueden usar para modificar la semdntica de las funciones de una forma declarativa
(véase modificadores en la seccién de contratos).

La sobrecarga, es decir, tener el mismo nombre del modificador con diferentes pardmetros, no es posible.

Como las funciones, los modificadores se pueden anular.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract Purchase {
address public seller;

modifier onlySeller() { // Modificador
require(
msg.sender == seller,
"Only seller can call this."
s

}

function abort() public view onlySeller { // Uso del modificador
/) ..
}

3.5.4 Eventos

Los eventos son interfaces convenientes con las facilidades de registro de la EVM.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.21 <0.9.0;

contract SimpleAuction {
event HighestBidIncreased(address bidder, uint amount); // Evento

function bid() public payable {
/) ...

emit HighestBidIncreased(msg.sender, msg.value); // Desencadenando un evento

}

Véase eventos en la seccion de contratos para informacion sobre como los eventos se declaran y pueden ser usados
desde dentro de una dapp.
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3.5.5 Errores

Los errores le permiten definir nombres y datos descriptivos para situaciones de falla. Los errores se pueden usar en
sentencias revert. En comparacifion a las descripciones de caradenas de caracteres, los errores son mucho mds baratos
y le permiten codificar datos adicionales. Puede usar NatSpec para describir el error al usuario.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;

/// Sin suficientes fondos para transferir. Solicitado ‘requested’,

/// pero solo disponible ‘available’.
error NotEnoughFunds(uint requested, uint available);

contract Token {
mapping(address => uint) balances;
function transfer(address to, uint amount) public {
uint balance = balances[msg.sender];
if (balance < amount)
revert NotEnoughFunds(amount, balance);

balances[msg.sender] -= amount;
balances[to] += amount;
/) ...

Véase errores en la seccién de contratos para mds informacion.

3.5.6 Tipos de Structs

Los structs son tipos personalizados que pueden agrupar varias variables (véase Structs en la seccion tipos).

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract Ballot {
struct Voter { // Struct
uint weight;

bool voted;
address delegate;
uint vote;
}
}
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3.5.7 Tipos Enum

Los enums pueden ser usados para crear tipos personalizados con un conjunto finito de “valores constantes” (véase
Enums en la seccién de tipos).

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract Purchase {
enum State { Created, Locked, Inactive } // Enum

}

3.6 Tipos

Solidity es estaticamente escrito, lo que significa que se debe especificar el tipo de cada variable (de estado y local).
Solidity proporciona varios tipos elementales que se pueden combinar para formar tipos complejos.

Adicionalmente, los tipos pueden interactuar entre si en expresiones que contienen operadores. Para obtener una refe-
rencia rapida de los distintos operadores, consulte orden.

El concepto de valores «indefinidos (undefined)» o «nulos (null)» no existe en Solidity, pero las variables recién de-
claradas siempre tienen un valor por defecto que depende de su tipo. Para cualquier valor inesperado, debe usar la
Jfuncion revert, para revertir toda la transaccion, o devolver una tupla con un segundo valor bool que indique el éxito
de la operacion.

3.6.1 Value Types

The following are called value types because their variables will always be passed by value, i.e. they are always copied
when they are used as function arguments or in assignments.

Booleans

bool: The possible values are constants true and false.

Operators:

! (logical negation)

= && (logical conjunction, «and»)
= || (logical disjunction, «or»)

= == (equality)

= |=(inequality)

The operators | | and & apply the common short-circuiting rules. This means that in the expression £(x) || g(y),
if £(x) evaluates to true, g(y) will not be evaluated even if it may have side-effects.
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Integers
int / uint: Signed and unsigned integers of various sizes. Keywords uint8 to uint256 in steps of 8 (unsigned of 8
up to 256 bits) and int8 to int256. uint and int are aliases for uint256 and int256, respectively.
Operators:
» Comparisons: <=, <, ==, I=, >=, > (evaluate to bool)
= Bit operators: &, |, # (bitwise exclusive or), ~ (bitwise negation)
= Shift operators: << (left shift), >> (right shift)
= Arithmetic operators: +, -, unary - (only for signed integers), *, /,% (modulo), ** (exponentiation)

For an integer type X, you can use type(X).min and type(X) .max to access the minimum and maximum value
representable by the type.

Advertencia: Integers in Solidity are restricted to a certain range. For example, with uint32, this is ® up to 2**32
- 1. There are two modes in which arithmetic is performed on these types: The «wrapping» or «unchecked» mode
and the «checked» mode. By default, arithmetic is always «checked», meaning that if an operation’s result falls
outside the value range of the type, the call is reverted through a failing assertion. You can switch to «unchecked»
mode using unchecked { ... }. More details can be found in the section about unchecked.

Comparisons

The value of a comparison is the one obtained by comparing the integer value.

Bit operations

Bit operations are performed on the two’s complement representation of the number. This means that, for example
~int256(0) == int256(-1).

Shifts

The result of a shift operation has the type of the left operand, truncating the result to match the type. The right operand
must be of unsigned type, trying to shift by a signed type will produce a compilation error.

Shifts can be «simulated» using multiplication by powers of two in the following way. Note that the truncation to the
type of the left operand is always performed at the end, but not mentioned explicitly.

= X << Yy isequivalent to the mathematical expression x * 2%**y.

= X >> yisequivalent to the mathematical expression x / 2**y, rounded towards negative infinity.

Advertencia: Before version 0.5.0 aright shift x >> y for negative x was equivalent to the mathematical expres-
sion x / 2**y rounded towards zero, i.e., right shifts used rounding up (towards zero) instead of rounding down
(towards negative infinity).

Nota: Overflow checks are never performed for shift operations as they are done for arithmetic operations. Instead, the
result is always truncated.
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Addition, Subtraction and Multiplication

Addition, subtraction and multiplication have the usual semantics, with two different modes in regard to over- and
underflow:

By default, all arithmetic is checked for under- or overflow, but this can be disabled using the unchecked block, resulting
in wrapping arithmetic. More details can be found in that section.

The expression -x is equivalent to (T(0) - x) where T is the type of x. It can only be applied to signed types. The
value of -x can be positive if x is negative. There is another caveat also resulting from two’s complement representation:

If you have int x = type(int).min;, then -x does not fit the positive range. This means that unchecked {
assert(-x == x); } works, and the expression -x when used in checked mode will result in a failing assertion.

Division
Since the type of the result of an operation is always the type of one of the operands, division on integers always results in

an integer. In Solidity, division rounds towards zero. This means that int256(-5) / int256(2) == int256(-2).

Note that in contrast, division on /iterals results in fractional values of arbitrary precision.

Nota: Division by zero causes a Panic error. This check can not be disabled through unchecked { ... }.

Nota: The expression type(int).min / (-1) is the only case where division causes an overflow. In checked arith-
metic mode, this will cause a failing assertion, while in wrapping mode, the value will be type(int) .min.

Modulo

The modulo operation a% n yields the remainder r after the division of the operand a by the operand n, where q =
int(a / n)andr = a - (n * q). This means that modulo results in the same sign as its left operand (or zero) and
a% n == -(-a% n) holds for negative a:

m int256(5) % int256(2) == int256(1)

= int256(5) % int256(-2) == int256(1)

= int256(-5) % int256(2) == int256(-1)
= int256(-5) % int256(-2) == int256(-1)

Nota: Modulo with zero causes a Panic error. This check can not be disabled through unchecked { ... }.
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Exponentiation

Exponentiation is only available for unsigned types in the exponent. The resulting type of an exponentiation is always
equal to the type of the base. Please take care that it is large enough to hold the result and prepare for potential assertion
failures or wrapping behaviour.

Nota: In checked mode, exponentiation only uses the comparatively cheap exp opcode for small bases. For the cases
of x**3, the expression x*x*x might be cheaper. In any case, gas cost tests and the use of the optimizer are advisable.

Nota: Note that 0**0 is defined by the EVM as 1.

Fixed Point Numbers

Advertencia: Fixed point numbers are not fully supported by Solidity yet. They can be declared, but cannot be
assigned to or from.

fixed / ufixed: Signed and unsigned fixed point number of various sizes. Keywords ufixedMxN and fixedMxN,
where M represents the number of bits taken by the type and N represents how many decimal points are available. M
must be divisible by 8 and goes from 8 to 256 bits. N must be between 0 and 80, inclusive. ufixed and fixed are
aliases for ufixed128x18 and fixed128x18, respectively.

Operators:
» Comparisons: <=, <, ==, |=, >=, > (evaluate to bool)

= Arithmetic operators: +, -, unary -, *, /,% (modulo)

Nota: The main difference between floating point (float and double in many languages, more precisely IEEE 754
numbers) and fixed point numbers is that the number of bits used for the integer and the fractional part (the part after
the decimal dot) is flexible in the former, while it is strictly defined in the latter. Generally, in floating point almost the
entire space is used to represent the number, while only a small number of bits define where the decimal point is.

Address

The address type comes in two largely identical flavors:
» address: Holds a 20 byte value (size of an Ethereum address).
» address payable: Same as address, but with the additional members transfer and send.

The idea behind this distinction is that address payable is an address you can send Ether to, while you are not
supposed to send Ether to a plain address, for example because it might be a smart contract that was not built to
accept Ether.

Type conversions:

Implicit conversions from address payable to address are allowed, whereas conversions from address to
address payable must be explicit via payable (<address>).

Explicit conversions to and from address are allowed for uint 160, integer literals, bytes20 and contract types.
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Only expressions of type address and contract-type can be converted to the type address payable via the explicit
conversion payable(. ..). For contract-type, this conversion is only allowed if the contract can receive Ether, i.e., the
contract either has a receive or a payable fallback function. Note that payable(0) is valid and is an exception to this
rule.

Nota: If you need a variable of type address and plan to send Ether to it, then declare its type as address payable
to make this requirement visible. Also, try to make this distinction or conversion as early as possible.

The distinction between address and address payable was introduced with version 0.5.0. Also starting from that
version, contracts are not implicitly convertible to the address type, but can still be explicitly converted to address
or to address payable, if they have a receive or payable fallback function.

Operators:

m <=, < ==, = >=and >

Advertencia: If you convert a type that uses a larger byte size to an address, for example bytes32,
then the address is truncated. To reduce conversion ambiguity, starting with version 0.4.24, the compi-
ler will force you to make the truncation explicit in the conversion. Take for example the 32-byte value
0x111122223333444455556666777788889999AAAABBBBCCCCDDDDEEEEFFFFCCCC.

You canuse address (uint160 (bytes20(b))), whichresultsin ®x11112222333344445555666677778888999%aAaa,
or you can use address (uint160 (uint256(b))), which results in 0x777788889999AaAAbBbbCcccddDdeeeEfFFfCcCc.

Nota: Mixed-case hexadecimal numbers conforming to EIP-55 are automatically treated as literals of the address
type. See Address Literals.

Members of Addresses

For a quick reference of all members of address, see Miembros de tipos de direcciones.
= balance and transfer

It is possible to query the balance of an address using the property balance and to send Ether (in units of wei) to a
payable address using the transfer function:

address payable x = payable(0x123);
address myAddress = address(this);
if (x.balance < 10 && myAddress.balance >= 10) x.transfer(10);

The transfer function fails if the balance of the current contract is not large enough or if the Ether transfer is rejected
by the receiving account. The transfer function reverts on failure.

Nota: If x is a contract address, its code (more specifically: its Receive Ether Function, if present, or otherwise its
Fallback Function, if present) will be executed together with the transfer call (this is a feature of the EVM and
cannot be prevented). If that execution runs out of gas or fails in any way, the Ether transfer will be reverted and the
current contract will stop with an exception.

= send
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Send is the low-level counterpart of transfer. If the execution fails, the current contract will not stop with an exception,
but send will return false.

Advertencia: There are some dangers in using send: The transfer fails if the call stack depth is at 1024 (this can
always be forced by the caller) and it also fails if the recipient runs out of gas. So in order to make safe Ether
transfers, always check the return value of send, use transfer or even better: use a pattern where the recipient
withdraws the money.

» call, delegatecall and staticcall

In order to interface with contracts that do not adhere to the ABI, or to get more direct control over the encoding,
the functions call, delegatecall and staticcall are provided. They all take a single bytes memory parame-
ter and return the success condition (as a bool) and the returned data (bytes memory). The functions abi.encode,
abi.encodePacked, abi.encodeWithSelector and abi.encodeWithSignature can be used to encode structu-
red data.

Example:

bytes memory payload = abi.encodeWithSignature('register(string)", "MyName");
(bool success, bytes memory returnData) = address(nameReg).call(payload);
require(success);

Advertencia: All these functions are low-level functions and should be used with care. Specifically, any unknown
contract might be malicious and if you call it, you hand over control to that contract which could in turn call back
into your contract, so be prepared for changes to your state variables when the call returns. The regular way to
interact with other contracts is to call a function on a contract object (x.£()).

Nota: Previous versions of Solidity allowed these functions to receive arbitrary arguments and would also handle a
first argument of type bytes4 differently. These edge cases were removed in version 0.5.0.

It is possible to adjust the supplied gas with the gas modifier:

address(nameReg) .call{gas: 1000000} (abi.encodeWithSignature('register(string)", "MyName
="));

Similarly, the supplied Ether value can be controlled too:

address(nameReg) .call{value: 1 ether}(abi.encodeWithSignature("register(string)", "MyName
~"));

Lastly, these modifiers can be combined. Their order does not matter:

address(nameReg) .call{gas: 1000000, value: 1 ether}(abi.encodeWithSignature(
—"register(string)", "MyName"));

In a similar way, the function delegatecall can be used: the difference is that only the code of the given address is
used, all other aspects (storage, balance, ...) are taken from the current contract. The purpose of delegatecall is to
use library code which is stored in another contract. The user has to ensure that the layout of storage in both contracts
is suitable for delegatecall to be used.
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Nota: Prior to homestead, only a limited variant called callcode was available that did not provide access to the
original msg.sender and msg.value values. This function was removed in version 0.5.0.

Since byzantium staticcall can be used as well. This is basically the same as call, but will revert if the called
function modifies the state in any way.

All three functions call, delegatecall and staticcall are very low-level functions and should only be used as a
last resort as they break the type-safety of Solidity.

The gas option is available on all three methods, while the value option is only available on call.

Nota: It is best to avoid relying on hardcoded gas values in your smart contract code, regardless of whether state is
read from or written to, as this can have many pitfalls. Also, access to gas might change in the future.

= code and codehash

You can query the deployed code for any smart contract. Use .code to get the EVM bytecode as a bytes memory,
which might be empty. Use .codehash to get the Keccak-256 hash of that code (as a bytes32). Note that addr.
codehash is cheaper than using keccak256 (addr. code).

Nota: All contracts can be converted to address type, so it is possible to query the balance of the current contract
using address(this) .balance.

Contract Types

Every contract defines its own type. You can implicitly convert contracts to contracts they inherit from. Contracts can
be explicitly converted to and from the address type.

Explicit conversion to and from the address payable type is only possible if the contract type has a receive or payable
fallback function. The conversion is still performed using address(x). If the contract type does not have a receive or
payable fallback function, the conversion to address payable can be done using payable(address(x)). You can
find more information in the section about the address type.

Nota: Before version 0.5.0, contracts directly derived from the address type and there was no distinction between
address and address payable.

If you declare a local variable of contract type (MyContract c), you can call functions on that contract. Take care to
assign it from somewhere that is the same contract type.

You can also instantiate contracts (which means they are newly created). You can find more details in the “Contracts
via new” section.

The data representation of a contract is identical to that of the address type and this type is also used in the ABI.
Contracts do not support any operators.
The members of contract types are the external functions of the contract including any state variables marked as public.

For a contract C you can use type (C) to access type information about the contract.
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Fixed-size byte arrays

The value types bytesl, bytes2, bytes3, ..., bytes32 hold a sequence of bytes from one to up to 32.
Operators:

= Comparisons: <=, <, ==, |=, >=, > (evaluate to bool)

= Bit operators: &, |, # (bitwise exclusive or), ~ (bitwise negation)

= Shift operators: << (left shift), >> (right shift)

= Index access: If x is of type bytesI, then x[k] for ® <= k < I returns the k th byte (read-only).

The shifting operator works with unsigned integer type as right operand (but returns the type of the left operand), which
denotes the number of bits to shift by. Shifting by a signed type will produce a compilation error.

Members:

= .length yields the fixed length of the byte array (read-only).

Nota: The type bytes1[] is an array of bytes, but due to padding rules, it wastes 31 bytes of space for each element
(except in storage). It is better to use the bytes type instead.

Nota: Prior to version 0.8.0, byte used to be an alias for bytes1.

Dynamically-sized byte array
bytes:
Dynamically-sized byte array, see Arrays. Not a value-type!

string:
Dynamically-sized UTF-8-encoded string, see Arrays. Not a value-type!

Address Literals

Hexadecimal literals that pass the address checksum test, for example ®xdCad3a6d3569DF655070DEd®6cb7A1b2Ccd1D3AF
are of address type. Hexadecimal literals that are between 39 and 41 digits long and do not pass the checksum test
produce an error. You can prepend (for integer types) or append (for bytesNN types) zeros to remove the error.

Nota: The mixed-case address checksum format is defined in EIP-55.

Rational and Integer Literals
Integer literals are formed from a sequence of digits in the range 0-9. They are interpreted as decimals. For example,
69 means sixty nine. Octal literals do not exist in Solidity and leading zeros are invalid.

Decimal fractional literals are formed by a . with at least one number after the decimal point. Examples include .1
and 1.3 (butnot 1.).

Scientific notation in the form of 2e10 is also supported, where the mantissa can be fractional but the exponent has to
be an integer. The literal MeE is equivalent to M * 10**E. Examples include 2e10, -2e10, 2e-10, 2. 5el.
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Underscores can be used to separate the digits of a numeric literal to aid readability. For example, decimal 123_000,
hexadecimal 0x2eff_abde, scientific decimal notation 1_2e345_678 are all valid. Underscores are only allowed bet-
ween two digits and only one consecutive underscore is allowed. There is no additional semantic meaning added to a
number literal containing underscores, the underscores are ignored.

Number literal expressions retain arbitrary precision until they are converted to a non-literal type (i.e. by using them
together with anything other than a number literal expression (like boolean literals) or by explicit conversion). This
means that computations do not overflow and divisions do not truncate in number literal expressions.

For example, (2%*800 + 1) - 2**800 results in the constant 1 (of type uint8) although intermediate results would
not even fit the machine word size. Furthermore, .5 * 8 results in the integer 4 (although non-integers were used in
between).

Advertencia: While most operators produce a literal expression when applied to literals, there are certain operators
that do not follow this pattern:

= Ternary operator (... ? ... : ...),
= Array subscript (<array>[<index>]).

You might expect expressions like 255 + (true ? 1 : 0) or 255 + [1, 2, 3][0] to be equivalent to using
the literal 256 directly, but in fact they are computed within the type uint8 and can overflow.

Any operator that can be applied to integers can also be applied to number literal expressions as long as the operands are
integers. If any of the two is fractional, bit operations are disallowed and exponentiation is disallowed if the exponent
is fractional (because that might result in a non-rational number).

Shifts and exponentiation with literal numbers as left (or base) operand and integer types as the right (exponent) operand
are always performed in the uint256 (for non-negative literals) or int256 (for a negative literals) type, regardless of
the type of the right (exponent) operand.

Advertencia: Division on integer literals used to truncate in Solidity prior to version 0.4.0, but it now converts into
arational number, i.e. 5 / 2 is not equal to 2, but to 2. 5.

Nota: Solidity has a number literal type for each rational number. Integer literals and rational number literals belong
to number literal types. Moreover, all number literal expressions (i.e. the expressions that contain only number literals
and operators) belong to number literal types. So the number literal expressions 1 + 2 and 2 + 1 both belong to the
same number literal type for the rational number three.

Nota: Number literal expressions are converted into a non-literal type as soon as they are used with non-literal expres-
sions. Disregarding types, the value of the expression assigned to b below evaluates to an integer. Because a is of type
uint128, the expression 2.5 + a has to have a proper type, though. Since there is no common type for the type of
2.5 and uint128, the Solidity compiler does not accept this code.

uint128 a
uint128 b

1;
2.5+ a+ 0.5;
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String Literals and Types

String literals are written with either double or single-quotes (" foo" or 'bar'), and they can also be split into multiple
consecutive parts ("foo" "bar" is equivalent to "foobar") which can be helpful when dealing with long strings.
They do not imply trailing zeroes as in C; "foo" represents three bytes, not four. As with integer literals, their type can
vary, but they are implicitly convertible to bytesl, ..., bytes32, if they fit, to bytes and to string.

For example, with bytes32 samevar = "stringliteral" the string literal is interpreted in its raw byte form when
assigned to a bytes32 type.

String literals can only contain printable ASCII characters, which means the characters between and including 0x20 ..
O0x7E.

Additionally, string literals also support the following escape characters:
= \<newline> (escapes an actual newline)
= \\ (backslash)
= \' (single quote)
= \" (double quote)
= \n (newline)
= \r (carriage return)
= \t (tab)
= \xNN (hex escape, see below)
= \UuNNNN (unicode escape, see below)

\xNN takes a hex value and inserts the appropriate byte, while \uNNNN takes a Unicode codepoint and inserts an UTF-8
sequence.

Nota: Until version 0.8.0 there were three additional escape sequences: \b, \f and \v. They are commonly available
in other languages but rarely needed in practice. If you do need them, they can still be inserted via hexadecimal escapes,
i.e. \x08, \x0c and \x0b, respectively, just as any other ASCII character.

The string in the following example has a length of ten bytes. It starts with a newline byte, followed by a double quote,
a single quote a backslash character and then (without separator) the character sequence abcdef.

dé% "N'NNabcl

Any Unicode line terminator which is not a newline (i.e. LF, VF, FF, CR, NEL, LS, PS) is considered to terminate the
string literal. Newline only terminates the string literal if it is not preceded by a \.
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Unicode Literals

While regular string literals can only contain ASCII, Unicode literals — prefixed with the keyword unicode — can
contain any valid UTF-8 sequence. They also support the very same escape sequences as regular string literals.

string memory a = unicode"Hello ";

Hexadecimal Literals

Hexadecimal literals are prefixed with the keyword hex and are enclosed in double or single-quotes (hex"001122FF",
hex'0011_22_FF"). Their content must be hexadecimal digits which can optionally use a single underscore as sepa-
rator between byte boundaries. The value of the literal will be the binary representation of the hexadecimal sequence.

Multiple hexadecimal literals separated by whitespace are concatenated into a single literal: hex"00112233"
hex"44556677" is equivalent to hex"0011223344556677"

Hexadecimal literals behave like string literals and have the same convertibility restrictions.

Enums

Enums are one way to create a user-defined type in Solidity. They are explicitly convertible to and from all integer types
but implicit conversion is not allowed. The explicit conversion from integer checks at runtime that the value lies inside
the range of the enum and causes a Panic error otherwise. Enums require at least one member, and its default value
when declared is the first member. Enums cannot have more than 256 members.

The data representation is the same as for enums in C: The options are represented by subsequent unsigned integer
values starting from 0.

Using type (NameOfEnum) .min and type (NameOfEnum) .max you can get the smallest and respectively largest value
of the given enum.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.8;

contract test {
enum ActionChoices { GoLeft, GoRight, GoStraight, SitStill }
ActionChoices choice;
ActionChoices constant defaultChoice = ActionChoices.GoStraight;

function setGoStraight() public {
choice = ActionChoices.GoStraight;

}

// Since enum types are not part of the ABI, the signature of "getChoice"
// will automatically be changed to "getChoice() returns (uint8)"
// for all matters external to Solidity.
function getChoice() public view returns (ActionChoices) {
return choice;

}

function getDefaultChoice() public pure returns (uint) {
return uint(defaultChoice);

}

(continué en [a préxima pagina)

3.6. Tipos 63




Solidity Documentation, Version 0.8.20

(proviene de la pagina anterior)

function getlLargestValue() public pure returns (ActionChoices) {
return type(ActionChoices) .max;

}

function getSmallestValue() public pure returns (ActionChoices) {
return type(ActionChoices).min;

}

Nota: Enums can also be declared on the file level, outside of contract or library definitions.

User-defined Value Types

A user-defined value type allows creating a zero cost abstraction over an elementary value type. This is similar to an
alias, but with stricter type requirements.

A user-defined value type is defined using type C is V, where C is the name of the newly introduced type and V has
to be a built-in value type (the «underlying type»). The function C.wrap is used to convert from the underlying type to
the custom type. Similarly, the function C.unwrap is used to convert from the custom type to the underlying type.

The type C does not have any operators or attached member functions. In particular, even the operator == is not defined.
Explicit and implicit conversions to and from other types are disallowed.

The data-representation of values of such types are inherited from the underlying type and the underlying type is also
used in the ABI.

The following example illustrates a custom type UFixed256x18 representing a decimal fixed point type with 18 deci-
mals and a minimal library to do arithmetic operations on the type.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.8;

// Represent a 18 decimal, 256 bit wide fixed point type using a user-defined value type.
type UFixed256x18 is uint256;

/// A minimal library to do fixed point operations on UFixed256x18.
library FixedMath {
uint constant multiplier = 10%%18;

/// Adds two UFixed256x18 numbers. Reverts on overflow, relying on checked

/// arithmetic on uint256.

function add(UFixed256x18 a, UFixed256x18 b) internal pure returns (UFixed256x18) {
return UFixed256x18.wrap(UFixed256x18.unwrap(a) + UFixed256x18.unwrap(b));

}

/// Multiplies UFixed256x18 and uint256. Reverts on overflow, relying on checked

/// arithmetic on uint256.

function mul (UFixed256x18 a, uint256 b) internal pure returns (UFixed256x18) {
return UFixed256x18.wrap(UFixed256x18.unwrap(a) * b);

}

/// Take the floor of a UFixed256x18 number.

/// @return the largest integer that does not exceed "a .

(continué en [a préxima pagina)
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function floor(UFixed256x18 a) internal pure returns (uint256) {
return UFixed256x18.unwrap(a) / multiplier;

}

/// Turns a uint256 into a UFixed256x18 of the same value.

/// Reverts if the integer is too large.

function toUFixed256x18(uint256 a) internal pure returns (UFixed256x18) {
return UFixed256x18.wrap(a * multiplier);

Notice how UFixed256x18.wrap and FixedMath.toUFixed256x18 have the same signature but perform two very
different operations: The UFixed256x18.wrap function returns a UFixed256x18 that has the same data representation
as the input, whereas toUFixed256x18 returns a UFixed256x18 that has the same numerical value.

Function Types

Function types are the types of functions. Variables of function type can be assigned from functions and function
parameters of function type can be used to pass functions to and return functions from function calls. Function types
come in two flavours - internal and external functions:

Internal functions can only be called inside the current contract (more specifically, inside the current code unit, which
also includes internal library functions and inherited functions) because they cannot be executed outside of the context
of the current contract. Calling an internal function is realized by jumping to its entry label, just like when calling a
function of the current contract internally.

External functions consist of an address and a function signature and they can be passed via and returned from external
function calls.

Function types are notated as follows:

function (<parameter types>) {internal|external} [pure|view|payable] [returns (<return.
—types>)]

In contrast to the parameter types, the return types cannot be empty - if the function type should not return anything,
the whole returns (<return types>) part has to be omitted.

By default, function types are internal, so the internal keyword can be omitted. Note that this only applies to function
types. Visibility has to be specified explicitly for functions defined in contracts, they do not have a default.

Conversions:

A function type A is implicitly convertible to a function type B if and only if their parameter types are identical, their
return types are identical, their internal/external property is identical and the state mutability of A is more restrictive
than the state mutability of B. In particular:

= pure functions can be converted to view and non-payable functions
= view functions can be converted to non-payable functions
= payable functions can be converted to non-payable functions

No other conversions between function types are possible.

The rule about payable and non-payable might be a little confusing, but in essence, if a function is payable, this
means that it also accepts a payment of zero Ether, so it also is non-payable. On the other hand, a non-payable
function will reject Ether sent to it, so non-payable functions cannot be converted to payable functions. To clarify,
rejecting ether is more restrictive than not rejecting ether. This means you can override a payable function with a
non-payable but not the other way around.
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Additionally, When you define a non-payable function pointer, the compiler does not enforce that the pointed function
will actually reject ether. Instead, it enforces that the function pointer is never used to send ether. Which makes it possible
to assign a payable function pointer to a non-payable function pointer ensuring both types behave the same way,
i.e, both cannot be used to send ether.

If a function type variable is not initialised, calling it results in a Panic error. The same happens if you call a function
after using delete on it.

If external function types are used outside of the context of Solidity, they are treated as the function type, which
encodes the address followed by the function identifier together in a single bytes24 type.

Note that public functions of the current contract can be used both as an internal and as an external function. To use £
as an internal function, just use £, if you want to use its external form, use this. f.

A function of an internal type can be assigned to a variable of an internal function type regardless of where it is defined.
This includes private, internal and public functions of both contracts and libraries as well as free functions. External
function types, on the other hand, are only compatible with public and external contract functions.

Nota: External functions with calldata parameters are incompatible with external function types with calldata
parameters. They are compatible with the corresponding types with memory parameters instead. For example, there is
no function that can be pointed at by a value of type function (string calldata) external while function
(string memory) external can point at both function f(string memory) external {} and function
g(string calldata) external {}. This is because for both locations the arguments are passed to the function
in the same way. The caller cannot pass its calldata directly to an external function and always ABI-encodes the argu-
ments into memory. Marking the parameters as calldata only affects the implementation of the external function and
is meaningless in a function pointer on the caller’s side.

Libraries are excluded because they require a delegatecall and use a different ABI convention for their selectors.
Functions declared in interfaces do not have definitions so pointing at them does not make sense either.

Members:
External (or public) functions have the following members:
= .address returns the address of the contract of the function.

= .selector returns the ABI function selector

Nota: External (or public) functions used to have the additional members .gas(uint) and .value(uint). These
were deprecated in Solidity 0.6.2 and removed in Solidity 0.7.0. Instead use {gas: ...} and {value: ...} to spe-
cify the amount of gas or the amount of wei sent to a function, respectively. See External Function Calls for more
information.

Example that shows how to use the members:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.4 <0.9.0;

contract Example {
function f() public payable returns (bytes4) {
assert(this. f.address == address(this));
return this.f.selector;

function g() public {

(continué en [a proxima pagina)
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this.f{gas: 10, value: 800}(Q);

Example that shows how to use internal function types:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

library ArrayUtils {
// internal functions can be used in internal library functions because
// they will be part of the same code context
function map(uint[] memory self, function (uint) pure returns (uint) f)
internal
pure
returns (uint[] memory r)

r = new uint[](self.length);
for (uint i = 0; i < self.length; i++) {
r[i] = f(self[i]);
}
}

function reduce(
uint[] memory self,
function (uint, uint) pure returns (uint) f

)
internal
pure
returns (uint r)
{
r = self[0];
for (uint i = 1; i < self.length; i++) {
r = f(r, self[i]);
}
}

function range(uint length) internal pure returns (uint[] memory r) {
r = new uint[](length);
for (uint i = 0; i < r.length; i++) {
rli] = i;

}

contract Pyramid {
using ArrayUtils for *;

function pyramid(uint 1) public pure returns (uint) {
return ArrayUtils.range(l) .map(square).reduce(sum) ;

}

(continué en la préxima pagina)
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function square(uint x) internal pure returns (uint) {
return x * Xx;

}

function sum(uint x, uint y) internal pure returns (uint) {
return x + y;

}

Another example that uses external function types:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract Oracle {
struct Request {
bytes data;
function(uint) external callback;

}

Request[] private requests;
event NewRequest(uint);

function query(bytes memory data, function(uint) external callback) public {
requests.push(Request(data, callback));
emit NewRequest(requests.length - 1);

}

function reply(uint requestID, uint response) public {
// Here goes the check that the reply comes from a trusted source
requests[requestID].callback(response);

contract OracleUser {
Oracle constant private ORACLE_CONST =,

—0racle(address (0x00000000219ab540356cBB839Che®5303d7705Fa)); // known contract
uint private exchangeRate;

function buySomething() public {
ORACLE_CONST.query("USD", this.oracleResponse);

}

function oracleResponse(uint response) public {
require(
msg.sender == address(ORACLE_CONST),
"Only oracle can call this."
DN

exchangeRate = response;

(continué en Ia proxima pagina)
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Nota: Lambda or inline functions are planned but not yet supported.

3.6.2 Tipos de Referencia

El valor de los «tipos de referencia» (reference type) puede ser modificado a través de distintos nombres. Esto contrasta
con los «tipos de valor» (value type) donde obtienes una copia independiente siempre que se usan estos tipos de valor.
Por esta razén, los tipos de referencia tienen que ser manejados con mas cuidado que los tipos de valor. Actualmente,
existen los siguientes tipos de referencia: structs, arrays y mappings. Si usas un tipo de referencia, siempre tienes que
indicar de forma explicita el lugar en el que estd almacenado el tipo: memory (cuyo tiempo de almacenamiento estd
limitado a una llamada externa que se hace a una funcioén), storage (el lugar en el cual se alojan las variables de
estado, y cuyo tiempo de almacenamiento estd limitado a la propia vida del contrato) or calldata (un lugar especial
para el guardado de datos que contiene los argumentos de una funcién).

Una asignacién o una conversién de un tipo, el cual implique un cambio en la localizacién de los datos, siempre incurrira
en una operacién de copia automadtica. Por otro lado, las asignaciones hechas sobre la misma localizacién de los datos,
tan solo se copiardn en algunos casos de tipos almacenados en el storage.

Data location

Every reference type has an additional annotation, the «data location», about where it is stored. There are three data lo-
cations: memory, storage and calldata. Calldata is a non-modifiable, non-persistent area where function arguments
are stored, and behaves mostly like memory.

Nota: If you can, try to use calldata as data location because it will avoid copies and also makes sure that the data
cannot be modified. Arrays and structs with calldata data location can also be returned from functions, but it is not
possible to allocate such types.

Nota: Prior to version 0.6.9 data location for reference-type arguments was limited to calldata in external functions,
memory in public functions and either memory or storage in internal and private ones. Now memory and calldata
are allowed in all functions regardless of their visibility.

Nota: Prior to version 0.5.0 the data location could be omitted, and would default to different locations depending on
the kind of variable, function type, etc., but all complex types must now give an explicit data location.
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Data location and assignment behaviour

Data locations are not only relevant for persistency of data, but also for the semantics of assignments:

Assignments between storage and memory (or from calldata) always create an independent copy.

Assignments from memory to memory only create references. This means that changes to one memory variable
are also visible in all other memory variables that refer to the same data.

Assignments from storage to a local storage variable also only assign a reference.

All other assignments to storage always copy. Examples for this case are assignments to state variables or to
members of local variables of storage struct type, even if the local variable itself is just a reference.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {

// The data location of x is storage.
// This is the only place where the
// data location can be omitted.
uint[] x;

—point

// The data location of memoryArray is memory.
function f(uint[] memory memoryArray) public {

}

X = memoryArray; // works, copies the whole array to storage

uint[] storage y = x; // works, assigns a pointer, data location of y is storage
y[7]; // fine, returns the 8th element

y.pop(); // fine, modifies x through y

delete x; // fine, clears the array, also modifies y

// The following does not work; it would need to create a new temporary /

// unnamed array in storage, but storage is "statically" allocated:

// y = memoryArray;

// Similarly, "delete y" is not valid, as assignments to local variables

// referencing storage objects can only be made from existing storage objects.
// It would "reset" the pointer, but there is no sensible location it could.
to.

// For more details see the documentation of the "delete" operator.

// delete y;

g(x); // calls g, handing over a reference to x

h(x); // calls h and creates an independent, temporary copy in memory

function g(uint[] storage) internal pure {}
function h(uint[] memory) public pure {}
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Arrays

Arrays can have a compile-time fixed size, or they can have a dynamic size.
The type of an array of fixed size k and element type T is written as T[k], and an array of dynamic size as T[].

For example, an array of 5 dynamic arrays of uint is written as uint[] [5]. The notation is reversed compared to
some other languages. In Solidity, X[3] is always an array containing three elements of type X, even if X is itself an
array. This is not the case in other languages such as C.

Indices are zero-based, and access is in the opposite direction of the declaration.

For example, if you have a variable uint[][5] memory x, you access the seventh uint in the third dynamic array
using x[2] [6], and to access the third dynamic array, use x[2]. Again, if you have an array T[5] a for a type T that
can also be an array, then a[2] always has type T.

Array elements can be of any type, including mapping or struct. The general restrictions for types apply, in that mappings
can only be stored in the storage data location and publicly-visible functions need parameters that are ABI types.

It is possible to mark state variable arrays public and have Solidity create a getter. The numeric index becomes a
required parameter for the getter.

Accessing an array past its end causes a failing assertion. Methods .push() and .push(value) can be used to append
a new element at the end of a dynamically-sized array, where .push() appends a zero-initialized element and returns
a reference to it.

Nota: Dynamically-sized arrays can only be resized in storage. In memory, such arrays can be of arbitrary size but the
size cannot be changed once an array is allocated.

bytes and string as Arrays

Variables of type bytes and string are special arrays. The bytes type is similar to bytes1[], but it is packed tightly
in calldata and memory. string is equal to bytes but does not allow length or index access.

Solidity does not have string manipulation functions, but there are third-party string libraries. You can also
compare two strings by their keccak256-hash using keccak256 (abi.encodePacked(s1)) == keccak256(abi.
encodePacked(s2)) and concatenate two strings using string.concat(sl, s2).

You should use bytes over bytes1[] because it is cheaper, since using bytes1[] in memory adds 31 padding bytes
between the elements. Note that in storage, the padding is absent due to tight packing, see bytes and string. As a
general rule, use bytes for arbitrary-length raw byte data and string for arbitrary-length string (UTF-8) data. If you
can limit the length to a certain number of bytes, always use one of the value types bytesl to bytes32 because they
are much cheaper.

Nota: If you want to access the byte-representation of a string s, use bytes(s).length / bytes(s)[7] = 'x';.
Keep in mind that you are accessing the low-level bytes of the UTF-8 representation, and not the individual characters.

3.6. Tipos 71



Solidity Documentation, Version 0.8.20

The functions bytes.concat and string.concat

You can concatenate an arbitrary number of string values using string.concat. The function returns a single
string memory array that contains the contents of the arguments without padding. If you want to use parameters of
other types that are not implicitly convertible to string, you need to convert them to string first.

Analogously, the bytes.concat function can concatenate an arbitrary number of bytes or bytesl ... bytes32
values. The function returns a single bytes memory array that contains the contents of the arguments without padding.
If you want to use string parameters or other types that are not implicitly convertible to bytes, you need to convert
them to bytes or bytesl/.../bytes32 first.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.12;

contract C {
string s = "Storage";
function f(bytes calldata bc, string memory sm, bytesl6 b) public view {
string memory concatString = string.concat(s, string(bc), "Literal"”, sm);
assert((bytes(s).length + bc.length + 7 + bytes(sm).length) ==.
—bytes(concatString) .length);

bytes memory concatBytes = bytes.concat(bytes(s), bc, bc[:2], "Literal",.
—bytes(sm), b);
assert((bytes(s).length + bc.length + 2 + 7 + bytes(sm).length + b.length) ==_
—concatBytes.length);
}
}

If you call string.concat or bytes.concat without arguments they return an empty array.

Allocating Memory Arrays

Memory arrays with dynamic length can be created using the new operator. As opposed to storage arrays, it is not
possible to resize memory arrays (e.g. the . push member functions are not available). You either have to calculate the
required size in advance or create a new memory array and copy every element.

As all variables in Solidity, the elements of newly allocated arrays are always initialized with the default value.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f(uint len) public pure {
uint[] memory a = new uint[](7);
bytes memory b = new bytes(len);
assert(a.length == 7);
assert(b.length == len);
a[6] = 8;
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Array Literals

An array literal is a comma-separated list of one or more expressions, enclosed in square brackets ([ . . . ]). For example
[1, a, £(3)]. The type of the array literal is determined as follows:

It is always a statically-sized memory array whose length is the number of expressions.

The base type of the array is the type of the first expression on the list such that all other expressions can be implicitly
converted to it. It is a type error if this is not possible.

It is not enough that there is a type all the elements can be converted to. One of the elements has to be of that type.

In the example below, the type of [1, 2, 3] is uint8[3] memory, because the type of each of these constants is
uint8. If you want the result to be a uint [3] memory type, you need to convert the first element to uint.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f() public pure {
g(fuint(1), 2, 31);

}

function g(uint[3] memory) public pure {
/) ..

}

}

The array literal [1, -17 is invalid because the type of the first expression is uint8 while the type of the second is
int8 and they cannot be implicitly converted to each other. To make it work, you can use [int8(1), -1], for example.

Since fixed-size memory arrays of different type cannot be converted into each other (even if the base types can), you
always have to specify a common base type explicitly if you want to use two-dimensional array literals:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f() public pure returns (uint24[2][4] memory) {
uint24[2][4] memory x = [[uint24(0x1), 1], [Oxffffff, 2], [uint24(0xff), 3],.
—[uint24 (0xffff), 41]1;
// The following does not work, because some of the inner arrays are not of the.
—right type.
// uint[2][4] memory x = [[0x1, 1], [Oxffffff, 2], [O0xff, 3], [Oxffff, 4]];
return x;

}

Fixed size memory arrays cannot be assigned to dynamically-sized memory arrays, i.e. the following is not possible:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

// This will not compile.
contract C {
function f() public {
// The next line creates a type error because uint[3] memory

(continué en [a préxima pagina)
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// cannot be converted to uint[] memory.
uint[] memory x = [uint(1), 3, 4];

It is planned to remove this restriction in the future, but it creates some complications because of how arrays are passed
in the ABL

If you want to initialize dynamically-sized arrays, you have to assign the individual elements:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f() public pure {
uint[] memory x = new uint[](3);

x[0] = 1;
x[1] = 3;
x[2] = 4;

Array Members

length:
Arrays have a 1length member that contains their number of elements. The length of memory arrays is fixed (but
dynamic, i.e. it can depend on runtime parameters) once they are created.

push():
Dynamic storage arrays and bytes (not string) have a member function called push() that you can use to
append a zero-initialised element at the end of the array. It returns a reference to the element, so that it can be
used like x.push() .t = 2 or x.push() = b.

push(x):
Dynamic storage arrays and bytes (not string) have a member function called push(x) that you can use to
append a given element at the end of the array. The function returns nothing.

pop():
Dynamic storage arrays and bytes (not string) have a member function called pop() that you can use to
remove an element from the end of the array. This also implicitly calls delete on the removed element. The
function returns nothing.

Nota: Increasing the length of a storage array by calling push() has constant gas costs because storage is zero-
initialised, while decreasing the length by calling pop () has a cost that depends on the «size» of the element being
removed. If that element is an array, it can be very costly, because it includes explicitly clearing the removed elements
similar to calling delete on them.

Nota: To use arrays of arrays in external (instead of public) functions, you need to activate ABI coder v2.

Nota: In EVM versions before Byzantium, it was not possible to access dynamic arrays return from function calls. If
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you call functions that return dynamic arrays, make sure to use an EVM that is set to Byzantium mode.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract ArrayContract {
uint[2%%20] aLotOfIntegers;
// Note that the following is not a pair of dynamic arrays but a
// dynamic array of pairs (i.e. of fixed size arrays of length two).
// In Solidity, T[k] and T[] are always arrays with elements of type T,
// even if T itself is an array.
// Because of that, bool[2][] is a dynamic array of elements
// that are bool[2]. This is different from other languages, like C.
// Data location for all state variables is storage.
bool[2][] pairsOfFlags;

// newPairs is stored in memory - the only possibility

// for public contract function arguments

function setAllFlagPairs(bool[2][] memory newPairs) public {
// assignment to a storage array performs a copy of “newPairs" and
// replaces the complete array “pairsOfFlags .
pairsOfFlags = newPairs;

}

struct StructType {
uint[] contents;
uint moreInfo;

}

StructType s;

function f(uint[] memory c) public {
// stores a reference to “'s* in g
StructType storage g = s;
// also changes “‘s.moreInfo .
g.moreInfo = 2;
// assigns a copy because “‘g.contents"
// 1s not a local variable, but a member of
// a local variable.
g.contents = c;

}

function setFlagPair(uint index, bool flagA, bool flagB) public {
// access to a non-existing index will throw an exception
pairsOfFlags[index] [0] = flagA;
pairsOfFlags[index][1] = flagB;

}

function changeFlagArraySize(uint newSize) public {
// using push and pop is the only way to change the
// length of an array
if (newSize < pairsOfFlags.length) {
while (pairsOfFlags.length > newSize)

(continué en Ia proxima pagina)
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pairsOfFlags.pop(Q);
} else if (newSize > pairsOfFlags.length) {
while (pairsOfFlags.length < newSize)
pairsOfFlags.push(Q);

}

function clear() public {
// these clear the arrays completely
delete pairsOfFlags;
delete alLotOfIntegers;
// identical effect here
pairsOfFlags = new bool[2][](0);

}

bytes byteData;

function byteArrays(bytes memory data) public {
// byte arrays ("bytes") are different as they are stored without padding,
// but can be treated identical to "uint8[]"
byteData = data;
for (uint i = 0; i < 7; i++)
byteData.push();
byteData[3] = 0x08;
delete byteDatal[2];
}

function addFlag(bool[2] memory flag) public returns (uint) {
pairsOfFlags.push(flag);
return pairsOfFlags.length;

}

function createMemoryArray(uint size) public pure returns (bytes memory) {
// Dynamic memory arrays are created using ‘new:
uint[2][] memory arrayOfPairs = new uint[2][](size);

// Inline arrays are always statically-sized and if you only
// use literals, you have to provide at least one type.
arrayOfPairs[0] = [uint(l), 2];

// Create a dynamic byte array:

bytes memory b = new bytes(200);

for (uint i = 0; i < b.length; i++)
b[i] = bytesl(uint8(i));

return b;
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Dangling References to Storage Array Elements

When working with storage arrays, you need to take care to avoid dangling references. A dangling reference is a re-
ference that points to something that no longer exists or has been moved without updating the reference. A dangling
reference can for example occur, if you store a reference to an array element in a local variable and then .pop() from
the containing array:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0 <0.9.0;

contract C {
uint[1[] s;

function f() public {
// Stores a pointer to the last array element of s.
uint[] storage ptr = s[s.length - 1];
// Removes the last array element of s.
s.popQ);
// Writes to the array element that is no longer within the array.
ptr.push(0x42);
// Adding a new element to “'s’ now will not add an empty array, but
// will result in an array of length 1 with “0x42"" as element.
s.push(Q);
assert(s[s.length - 1][0] == 0x42);

The write in ptr.push(0x42) will not revert, despite the fact that ptr no longer refers to a valid element of s. Since
the compiler assumes that unused storage is always zeroed, a subsequent s.push() will not explicitly write zeroes to
storage, so the last element of s after that push() will have length 1 and contain 0x42 as its first element.

Note that Solidity does not allow to declare references to value types in storage. These kinds of explicit dangling
references are restricted to nested reference types. However, dangling references can also occur temporarily when using
complex expressions in tuple assignments:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0 <0.9.0;

contract C {
uint[] s;
uint[] t;
constructor() {
// Push some initial values to the storage arrays.
s.push(0x07);
t.push(0x03);

}

function g() internal returns (uint[] storage) {
s.popQ);
return t;

}

function f() public returns (uint[] memory) {
// The following will first evaluate “‘s.push()"" to a reference to a new element

(continué en [a préxima pagina)
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// at index 1. Afterwards, the call to g pops this new element, resulting in
// the left-most tuple element to become a dangling reference. The assignment.,

—still
// takes place and will write outside the data area of s’ .
(s.push(), gOI[0]) = (0x42, 0x17);
// A subsequent push to s will reveal the value written by the previous
// statement, i.e. the last element of 's’ at the end of this function will have
// the value 0x42".
s.push(Q);
return s;

}
}

It is always safer to only assign to storage once per statement and to avoid complex expressions on the left-hand-side
of an assignment.

You need to take particular care when dealing with references to elements of bytes arrays, since a . push() on a bytes
array may switch from short to long layout in storage.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0 <0.9.0;

// This will report a warning
contract C {
bytes x = "012345678901234567890123456789";

function test() external returns(uint) {
(x.push(), x.push()) = (0x01, 0x02);
return x.length;

Here, when the first x.push() is evaluated, x is still stored in short layout, thereby x.push() returns a reference to an
element in the first storage slot of x. However, the second x.push() switches the bytes array to large layout. Now the
element that x.push () referred to is in the data area of the array while the reference still points at its original location,
which is now a part of the length field and the assignment will effectively garble the length of x. To be safe, only enlarge
bytes arrays by at most one element during a single assignment and do not simultaneously index-access the array in the
same statement.

While the above describes the behaviour of dangling storage references in the current version of the compiler, any code
with dangling references should be considered to have undefined behaviour. In particular, this means that any future
version of the compiler may change the behaviour of code that involves dangling references.

Be sure to avoid dangling references in your code!
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Array Slices

Array slices are a view on a contiguous portion of an array. They are written as x[start:end], where start and end
are expressions resulting in a uint256 type (or implicitly convertible to it). The first element of the slice is x[start]
and the last element is x[end - 1].

If start is greater than end or if end is greater than the length of the array, an exception is thrown.
Both start and end are optional: start defaults to ® and end defaults to the length of the array.

Array slices do not have any members. They are implicitly convertible to arrays of their underlying type and support
index access. Index access is not absolute in the underlying array, but relative to the start of the slice.

Array slices do not have a type name which means no variable can have an array slices as type, they only exist in
intermediate expressions.

Nota: As of now, array slices are only implemented for calldata arrays.

Array slices are useful to ABI-decode secondary data passed in function parameters:

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.8.5 <0.9.0;

contract Proxy {
/// @dev Address of the client contract managed by proxy i.e., this contract
address client;

constructor(address client_) {
client = client_;

}

/// Forward call to "setOwner(address)" that is implemented by client
/// after doing basic validation on the address argument.
function forward(bytes calldata payload) external {
bytes4 sig = bytes4(payload[:4]);
// Due to truncating behaviour, bytes4(payload) performs identically.
// bytes4 sig = bytes4(payload);
if (sig == bytes4(keccak256("setOwner(address)"))) {
address owner = abi.decode(payload[4:], (address));
require(owner != address(0), "Address of owner cannot be zero.");
}
(bool status,) = client.delegatecall(payload);
require(status, "Forwarded call failed.");
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Structs

Solidity provides a way to define new types in the form of structs, which is shown in the following example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

// Defines a new type with two fields.
// Declaring a struct outside of a contract allows
// it to be shared by multiple contracts.
// Here, this is not really needed.
struct Funder {
address addr;
uint amount;

}

contract CrowdFunding {
// Structs can also be defined inside contracts, which makes them
// visible only there and in derived contracts.
struct Campaign {
address payable beneficiary;
uint fundingGoal;
uint numFunders;
uint amount;
mapping(uint => Funder) funders;

}

uint numCampaigns;
mapping(uint => Campaign) campaigns;

function newCampaign(address payable beneficiary, uint goal) public returns (uint.

—campaignID) {

campaignID = numCampaigns++; // campaignID is return variable

// We cannot use "campaigns[campaignID] = Campaign(beneficiary, goal, 0, 0)"

// because the right hand side creates a memory-struct "Campaign' that contains.
<»a mapping.

Campaign storage c = campaigns[campaignID];

c.beneficiary = beneficiary;

c.fundingGoal = goal;

}

function contribute(uint campaignID) public payable {
Campaign storage c¢ = campaigns[campaignID];
// Creates a new temporary memory struct, initialised with the given values
// and copies it over to storage.
// Note that you can also use Funder(msg.sender, msg.value) to initialise.
c.funders[c.numFunders++] = Funder({addr: msg.sender, amount: msg.value});
c.amount += msg.value;

}

function checkGoalReached(uint campaignID) public returns (bool reached) {
Campaign storage ¢ = campaigns[campaignID];
if (c.amount < c.fundingGoal)

(continué en la préxima pagina)
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return false;
uint amount = c.amount;
c.amount = 0;
c.beneficiary.transfer(amount);
return true;

The contract does not provide the full functionality of a crowdfunding contract, but it contains the basic concepts
necessary to understand structs. Struct types can be used inside mappings and arrays and they can themselves contain
mappings and arrays.

It is not possible for a struct to contain a member of its own type, although the struct itself can be the value type of a
mapping member or it can contain a dynamically-sized array of its type. This restriction is necessary, as the size of the
struct has to be finite.

Note how in all the functions, a struct type is assigned to a local variable with data location storage. This does not
copy the struct but only stores a reference so that assignments to members of the local variable actually write to the
state.

Of course, you can also directly access the members of the struct without assigning it to a local variable, as in
campaigns[campaignID].amount = 0.

Nota: Until Solidity 0.7.0, memory-structs containing members of storage-only types (e.g. mappings) were allowed
and assignments like campaigns[campaignID] = Campaign(beneficiary, goal, 0, 0) inthe example above
would work and just silently skip those members.

3.6.3 Tipos Mapping

Los tipos mapping usan la sintaxis mapping (KeyType KeyName? => ValueType ValueName?) y las variables
del tipo mapping son declaradas usando la sintaxis mapping (KeyType KeyName? => ValueType ValueName?)
VariableName. Donde KeyType puede ser cualquier tipo estdndar, bytes, string, cualquier contrato o un tipo enum.
Sin embargo, tipos definidos por el propio usuario o tipos complejos, como mappings, structs o arrays no estin permi-
tidos para KeyType. Por otro lado, para ValueType, puede ser cualquier tipo, incluyendo mappings, arrays o structs.
KeyName y ValueName son opcionales (por lo que mapping (KeyType => ValueType) también funciona) y pueden
ser cualquier identificador valido que no sea un tipo.

Puede pensar en los mappings como tablas hash, las cuales se inicializan virtualmente, asumiendo que ya existen todas
las posibles claves, y donde se mapea cada clave a un valor cuya representacion byte estd formada por todo ceros,
equivalente al valor por defecto de un tipo. Aunque la similitud termina aqui, dado que las claves no se almacenan
realmente en el mapping, sino tan solo su hash keccak256, el cual se usa para buscar su valor.

Por esto mismo, los mappings no tienen una longitud (Ilength), ni tampoco son exactamente una tabla la cual relacio-
na claves con valores. Por tanto, no puede eliminarse informacién respecto a cada clave asociada. (ver Limpieza de
Mappings).

Los mappings solo pueden almacenar informacion en el storage, por lo que solo estdn permitidos para variables
de estado, como tipos que referencian al storage en funciones, o como pardmetros de funciones de librerias. Pero no
se pueden usar como pardmetros o como retorno de funciones publicamente visibles de un contrato. Y estas mismas
restricciones también se aplican para arrays y structs los cuales contengan mappings.

Puede marcar variables de estado de tipo mapping como public y asi Solidity creard una funcion get (getter) por ti. El
KeyType se convertird en un parametro de la funcién get. Si ValueType es un tipo de valor o un struct, la funcién get
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retornard ValueType. Si ValueType es un array o un mapping, la funcién get tendrd un pardmetro por cada KeyType,
recursivamente.

En el siguiente ejemplo, el contrato MappingExample define un mapping ptblico balances, donde el tipo de clave
es un tipo address, y el tipo de valor es un tipo uint, mapeando asi una direccién Ethereum a un nimero entero sin
signo. Como uint es un tipo de valor, la funcién get devolvera un valor que encajard con este tipo, tal como puede ver
aqui en el contrato MappingUser, el cual retorna el valor para la address especificada.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract MappingExample {
mapping(address => uint) public balances;

function update(uint newBalance) public {
balances[msg.sender] = newBalance;
}
}

contract MappingUser {
function f() public returns (uint) {
MappingExample m = new MappingExample();
m.update(100);
return m.balances(address(this));

El siguiente ejemplo es una version simplificada de un ERC20 token.
_allowances es un ejemplo de un tipo de asignacién dentro de otro tipo de asignacion.

En el siguiente ejemplo, los campos opcionales KeyName y ValueName son proporcionados para el mapeo. No afecta
a ninguna funcionalidad del contrato ni al bytecode, s6lo establece el campo name para las entradas y salidas en la ABI
para el getter de la asignacion.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.18;

contract MappingExampleWithNames {
mapping(address user => uint balance) public balances;

function update(uint newBalance) public {
balances[msg.sender] = newBalance;

}

El siguiente ejemplo utiliza _allowances para registrar la cantidad que otra persona puede retirar de su cuenta.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract MappingExample {

mapping(address => uint256) private _balances;
mapping(address => mapping(address => uint256)) private _allowances;

(continué en [a préxima pagina)
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event Transfer(address indexed from, address indexed to, uint256 value);
event Approval (address indexed owner, address indexed spender, uint256 value);

function allowance(address owner, address spender) public view returns (uint256) {
return _allowances[owner] [spender];

}

function transferFrom(address sender, address recipient, uint256 amount) public.
—returns (bool) {
require(_allowances[sender] [msg.sender] >= amount, "ERC20: Allowance not high.
—enough.");
_allowances[sender] [msg.sender] -= amount;
_transfer(sender, recipient, amount);
return true;

}

function approve(address spender, uint256 amount) public returns (bool) {
require(spender !'= address(®), "ERC20: approve to the zero address");

_allowances[msg.sender] [spender] = amount;
emit Approval(msg.sender, spender, amount);
return true;

}

function _transfer(address sender, address recipient, uint256 amount) internal {
require(sender != address(0), "ERC20: transfer from the zero address");
require(recipient != address(0), "ERC20: transfer to the zero address");

require(_balances[sender] >= amount, "ERC20: Not enough funds.");

_balances[sender] -= amount;
_balances[recipient] += amount;
emit Transfer(sender, recipient, amount);

Mappings iterables

No se puede iterar un mapping. Es decir, no se puede numerar las claves. Sin embargo, si es posible implementar
una estructura de datos por encima para poder iterar esta estructura contenedora. Por ejemplo, el siguiente cédigo
implementa una libreria IterableMapping donde luego el contrato User afiade informacion, y la funcién sum puede
iterar sobre la suma de todos los valores.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.8;

struct IndexValue { uint keyIndex; uint value; }
struct KeyFlag { uint key; bool deleted; }

struct itmap {
mapping(uint => IndexValue) data;

(continué en Ta préxima pagina)
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KeyFlag[] keys;
uint size;

}
type Iterator is uint;

library IterableMapping {
function insert(itmap storage self, uint key, uint value) internal returns (bool.
—replaced) {
uint keyIndex = self.data[key].keyIndex;
self.data[key].value = value;
if (keyIndex > 0)
return true;
else {
keyIndex = self.keys.length;
self.keys.push(Q);
self.data[key].keyIndex keyIndex + 1;
self.keys[keyIndex].key = key;
self.size++;
return false;

}

function remove(itmap storage self, uint key) internal returns (bool success) {
uint keyIndex = self.data[key].keyIndex;
if (keyIndex == 0)
return false;
delete self.datalkey];
self.keys[keyIndex - 1].deleted = true;
self.size --;

}

function contains(itmap storage self, uint key) internal view returns (bool) {
return self.datalkey].keyIndex > 0;
}

function iterateStart(itmap storage self) internal view returns (Iterator) {
return iteratorSkipDeleted(self, 0);

}

function iterateValid(itmap storage self, Iterator iterator) internal view returns.
— (bool) {
return Iterator.unwrap(iterator) < self.keys.length;

}

function iterateNext(itmap storage self, Iterator iterator) internal view returns.
— (Iterator) {
return iteratorSkipDeleted(self, Iterator.unwrap(iterator) + 1);

}

function iterateGet(itmap storage self, Iterator iterator) internal view returns.
—(uint key, uint value) {

(continué en [a préxima pagina)
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uint keyIndex = Iterator.unwrap(iterator);
key = self.keys[keyIndex].key;
value = self.datalkey].value;

}

function iteratorSkipDeleted(itmap storage self, uint keyIndex) private view returns.
— (Iterator) {
while (keyIndex < self.keys.length && self.keys[keyIndex].deleted)
keyIndex++;
return Iterator.wrap(keyIndex);

}

// Modo de funcionamiento
contract User {
// Un simple struct mantiene nuestros datos
itmap data;
// Se aplican las funciones de la libreria para este tipo de datos
using IterableMapping for itmap;

// Afiadimos algo
function insert(uint k, uint v) public returns (uint size) {
// Esto llama a IterableMapping.insert(data, k, v)
data.insert(k, v);
// Todavia podemos acceder a las partes del struct
// pero debemos hacerlo con cuidado para no desorganizar la ldégica
return data.size;

}

// Se calcula la suma de todos los datos almacenados
function sum() public view returns (uint s) {
for (
Iterator i = data.iterateStart();
data.iterateValid(i);
i = data.iterateNext(i)
) {
(, uint value) = data.iterateGet(i);
s += value;
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3.6.4 Operators

Arithmetic and bit operators can be applied even if the two operands do not have the same type. For example, you can
compute y = X + z, where x is a uint8 and z has the type uint32. In these cases, the following mechanism will be
used to determine the type in which the operation is computed (this is important in case of overflow) and the type of
the operator’s result:

1. If the type of the right operand can be implicitly converted to the type of the left operand, use the type of the left
operand,

2. if the type of the left operand can be implicitly converted to the type of the right operand, use the type of the
right operand,

3. otherwise, the operation is not allowed.

In case one of the operands is a literal number it is first converted to its «mobile type», which is the smallest type that
can hold the value (unsigned types of the same bit-width are considered «smaller» than the signed types). If both are
literal numbers, the operation is computed with effectively unlimited precision in that the expression is evaluated to
whatever precision is necessary so that none is lost when the result is used with a non-literal type.

The operator’s result type is the same as the type the operation is performed in, except for comparison operators where
the result is always bool.

The operators ** (exponentiation), << and >> use the type of the left operand for the operation and the result.

Ternary Operator

The ternary operator is used in expressions of the form <expression> ? <trueExpression> :
<falseExpression>. It evaluates one of the latter two given expressions depending upon the result of the
evaluation of the main <expression>. If <expression> evaluates to true, then <trueExpression> will be
evaluated, otherwise <falseExpression> is evaluated.

The result of the ternary operator does not have a rational number type, even if all of its operands are rational number
literals. The result type is determined from the types of the two operands in the same way as above, converting to their
mobile type first if required.

As a consequence, 255 + (true ? 1 : 0) will revert due to arithmetic overflow. The reason is that (true ? 1
®) is of uint8 type, which forces the addition to be performed in uint8 as well, and 256 exceeds the range allowed
for this type.

Another consequence is that an expression like 1.5 + 1.5isvalidbut 1.5 + (true ? 1.5 : 2.5) is not. This is
because the former is a rational expression evaluated in unlimited precision and only its final value matters. The latter
involves a conversion of a fractional rational number to an integer, which is currently disallowed.

Compound and Increment/Decrement Operators

If a is an LValue (i.e. a variable or something that can be assigned to), the following operators are available as short-
hands:

a += eisequivalentto a = a + e. The operators -=, *=, /=,%=, |=, &=, A=, <<= and >>= are defined accordingly.
a++ and a-- are equivalenttoa += 1/a -= 1 but the expression itself still has the previous value of a. In contrast,
--a and ++a have the same effect on a but return the value after the change.
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delete

delete a assigns the initial value for the type to a. L.e. for integers it is equivalent to a = 0, but it can also be used
on arrays, where it assigns a dynamic array of length zero or a static array of the same length with all elements set to
their initial value. delete a[x] deletes the item at index x of the array and leaves all other elements and the length of
the array untouched. This especially means that it leaves a gap in the array. If you plan to remove items, a mapping is
probably a better choice.

For structs, it assigns a struct with all members reset. In other words, the value of a after delete a is the same as if a
would be declared without assignment, with the following caveat:

delete has no effect on mappings (as the keys of mappings may be arbitrary and are generally unknown). So if you
delete a struct, it will reset all members that are not mappings and also recurse into the members unless they are
mappings. However, individual keys and what they map to can be deleted: If a is a mapping, then delete a[x] will
delete the value stored at x.

It is important to note that delete a really behaves like an assignment to a, i.e. it stores a new object in a. This
distinction is visible when a is reference variable: It will only reset a itself, not the value it referred to previously.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract DeleteExample {
uint data;
uint[] dataArray;

function f() public {
uint x = data;
delete x; // sets x to 0, does not affect data
delete data; // sets data to 0, does not affect x
uint[] storage y = dataArray;
delete dataArray; // this sets dataArray.length to zero, but as uint[] is a.
—complex object, also
// v is affected which is an alias to the storage object
// On the other hand: "delete y" is not valid, as assignments to local variables
// referencing storage objects can only be made from existing storage objects.
assert(y.length == 0);
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Order of Precedence of Operators

The following is the order of precedence for operators, listed in order of evaluation.

Precedence | Description Operator

1 Postfix increment and decrement ++, —-
New expression new <typename>
Array subscripting <array>[<index>]
Member access <object>.<member>
Function-like call <func>(<args...>)
Parentheses (<statement>)

2 Prefix increment and decrement ++, ——
Unary minus -
Unary operations delete
Logical NOT !
Bitwise NOT ~

3 Exponentiation %

4 Multiplication, division and modulo | *, /,%

5 Addition and subtraction +, -

6 Bitwise shift operators <<, >>

7 Bitwise AND &

8 Bitwise XOR A

9 Bitwise OR |

10 Inequality operators <, >, <=, >=

11 Equality operators ==, 1=

12 Logical AND &&

13 Logical OR |

14 Ternary operator <conditional> ? <if-true> : <if-false>
Assignment operators =, | =, A=, &=, <<=, >>=, +=, -=, ¥=, /=, %=

15 Comma operator ,

3.6.5 Conversions between Elementary Types
Implicit Conversions

An implicit type conversion is automatically applied by the compiler in some cases during assignments, when passing
arguments to functions and when applying operators. In general, an implicit conversion between value-types is possible
if it makes sense semantically and no information is lost.

For example, uint8 is convertible to uint16 and int128 to int256, but int8 is not convertible to uint256, because
uint256 cannot hold values such as -1.

If an operator is applied to different types, the compiler tries to implicitly convert one of the operands to the type of
the other (the same is true for assignments). This means that operations are always performed in the type of one of the
operands.

For more details about which implicit conversions are possible, please consult the sections about the types themselves.

In the example below, y and z, the operands of the addition, do not have the same type, but uint8 can be implicitly
converted to uint 16 and not vice-versa. Because of that, y is converted to the type of z before the addition is performed
in the uint 16 type. The resulting type of the expression y + z is uint16. Because it is assigned to a variable of type
uint32 another implicit conversion is performed after the addition.
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uint8 vy;
uintl6 z;
uint32 x = y + z;

Explicit Conversions

If the compiler does not allow implicit conversion but you are confident a conversion will work, an explicit type conver-
sion is sometimes possible. This may result in unexpected behaviour and allows you to bypass some security features
of the compiler, so be sure to test that the result is what you want and expect!

Take the following example that converts a negative int to a uint:

int vy -3;
uint x = uint(y);

At the end of this code snippet, x will have the value Oxfffff..fd (64 hex characters), which is -3 in the two’s
complement representation of 256 bits.

If an integer is explicitly converted to a smaller type, higher-order bits are cut off:

uint32 a
uintl6 b

0x12345678;
uintl6(a); // b will be 0x5678 now

If an integer is explicitly converted to a larger type, it is padded on the left (i.e., at the higher order end). The result of
the conversion will compare equal to the original integer:

uintl6e a = 0x1234;
uint32 b = uint32(a); // b will be 0x00001234 now
assert(a == b);

Fixed-size bytes types behave differently during conversions. They can be thought of as sequences of individual bytes
and converting to a smaller type will cut off the sequence:

bytes2 a = 0x1234;
bytesl b = bytesl(a); // b will be 0x12

If a fixed-size bytes type is explicitly converted to a larger type, it is padded on the right. Accessing the byte at a fixed
index will result in the same value before and after the conversion (if the index is still in range):

bytes2 a = 0x1234;

bytes4 b = bytes4(a); // b will be 0x12340000
assert(a[0] == b[0]);

assert(a[l] == b[1]);

Since integers and fixed-size byte arrays behave differently when truncating or padding, explicit conversions between
integers and fixed-size byte arrays are only allowed, if both have the same size. If you want to convert between integers
and fixed-size byte arrays of different size, you have to use intermediate conversions that make the desired truncation
and padding rules explicit:

bytes2 a = 0x1234;

uint32 b = uintl6(a); // b will be 0x00001234

uint32 ¢ = uint32(bytes4(a)); // c will be 0x12340000
uint8 d = uint8(uintl6(a)); // d will be 0x34

uint8 e = uint8(bytesl(a)); // e will be 0x12
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bytes arrays and bytes calldata slices can be converted explicitly to fixed bytes types (bytesl/.../bytes32). In case
the array is longer than the target fixed bytes type, truncation at the end will happen. If the array is shorter than the
target type, it will be padded with zeros at the end.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.5;

contract C {
bytes s = "abcdefgh";
function f(bytes calldata c, bytes memory m) public view returns (bytesl6, bytes3) {
require(c.length == 16, "");
bytesl6 b = bytesl6é(m); // if length of m is greater than 16, truncation will,,
—happen
b = bytesl6(s); // padded on the right, so result is "abcdefgh\0\0\0O\0O\0O\O\O\0O"
bytes3 bl = bytes3(s); // truncated, bl equals to "abc"
b = bytes16(c[:8]); // also padded with zeros
return (b, bl);

3.6.6 Conversions between Literals and Elementary Types

Integer Types

Decimal and hexadecimal number literals can be implicitly converted to any integer type that is large enough to represent
it without truncation:

uint8 a = 12; // fine
uint32 b 1234; // fine
uintl6 c 0x123456; // fails, since it would have to truncate to 0x3456

Nota: Prior to version 0.8.0, any decimal or hexadecimal number literals could be explicitly converted to an integer
type. From 0.8.0, such explicit conversions are as strict as implicit conversions, i.e., they are only allowed if the literal
fits in the resulting range.

Fixed-Size Byte Arrays

Decimal number literals cannot be implicitly converted to fixed-size byte arrays. Hexadecimal number literals can be,
but only if the number of hex digits exactly fits the size of the bytes type. As an exception both decimal and hexadecimal
literals which have a value of zero can be converted to any fixed-size bytes type:

bytes2 a = 54321; // not allowed
bytes2 b = 0x12; // not allowed
bytes2 ¢ = 0x123; // not allowed
bytes2 d = 0x1234; // fine
bytes2 e = 0x0012; // fine
bytes4 £ = 0; // fine

bytes4 g = 0x0; // fine

String literals and hex string literals can be implicitly converted to fixed-size byte arrays, if their number of characters
matches the size of the bytes type:
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bytes2 a = hex"1234"; // fine
bytes2 b = "xy"; // fine

bytes2 c = hex"12"; // not allowed
bytes2 d = hex"123"; // not allowed
bytes2 e = "x"; // not allowed
bytes2 f = "xyz"; // not allowed
Addresses

As described in Address Literals, hex literals of the correct size that pass the checksum test are of address type. No
other literals can be implicitly converted to the address type.

Explicit conversions to address are allowed only from bytes20 and uint160.

An address a can be converted explicitly to address payable via payable(a).

Nota: Prior to version 0.8.0, it was possible to explicitly convert from any integer type (of any size, signed or unsigned)
to address or address payable. Starting with in 0.8.0 only conversion from uint160 is allowed.

3.7 Unidades y variables disponibles globalmente

3.7.1 Unidades de Ether

Un ndmero literal puede tomar un sufijo de wei, gwei o ether para especificar una subdenominacién de Ether, donde
nimeros de Ether sin un postfix se supone que son Wei.

assert(l wei == 1);
assert(l gwei == [1e9);
assert(l ether == [le18);

El dnico efecto del sufijo subdenominacién es una multiplicacién por una potencia de diez.

Nota: Las denominaciones finney y szabo se han eliminado en la versién 0.7.0.

3.7.2 Unidades de tiempo

Sufijos como seconds, minutes, hours, days y weeks después de nimeros literales se pueden utilizar para especificar
unidades de tiempo donde segundos son la unidad base y las unidades se consideran ingenuamente de la siguiente
manera:

= 1 == 1 seconds
= 1 minutes == 60 seconds
= 1 hours == 60 minutes

= 1 days == 24 hours

= 1 weeks == 7 days
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Tenga cuidado si realiza cédlculos de calendario utilizando estas unidades, porque no todos los afios equivalen a 365
dias y ni siquiera todos los dias tienen 24 horas debido a segundos bisiestos. Debido a que los segundos bisiestos no se
pueden predecir, una libreria de calendario exacta tiene que ser actualizado por un ordculo externo.

Nota: El sufijo years se ha quitado en la versién 0.5.0 debido a las razones anteriores.

Estos sufijos no se pueden aplicar a las variables. Por ejemplo, si quieres interpretar un parametro de funcién en dias,
puede hacerlo de las siguientes maneras:

function f(uint start, uint daysAfter) public {
if (block.timestamp >= start + daysAfter * 1 days) {
/) ..
}

3.7.3 Variables y funciones especiales

Hay variables y funciones especiales que siempre existen en el espacio de nombres global y se utilizan principalmente
para proporcionar informacién sobre el blockchain o son funciones de utilidad de uso general.

Propiedades de bloques y transacciones

= blockhash(uint blockNumber) returns (bytes32): hash del bloque dado cuando blocknumber es uno
de los 256 bloques mads recientes; de lo contrario devuelve cero

= block.basefee (uint): tarifa base del bloque actual (EIP-3198 y EIP-1559)
» block.chainid (uint): ID de cadena actual
= block.coinbase (address payable): direccion actual del minero del bloque

» block.difficulty (uint): dificultad del bloque actual. Para otras versiones de EVM se comporta como un
alias obsoleto de

block.prevrandao (EIP-4399 ) - block.gaslimit (uint): limite de gas del bloque actual - block.number (uint):
ndmero de bloque actual - block. timestamp (uint): marca de tiempo de bloque actual como segundos desde la época
unix - gasleft() returns (uint256): gas restante - msg.data (bytes calldata): calldata completo - msg.
sender (address): remitente del mensaje (llamada actual) - msg.sig (bytes4): primeros cuatro bytes de calldata
(i.e. identificador de funcién) - msg.value (uint): nimero de wei enviado con el mensaje - tx.gasprice (uint):
precio del gas de la transaccion - tx.origin (address): remitente de la transaccion (cadena de llamadas completa)

Nota: Los valores de todos los miembros de msg, incluyendo msg. sender y msg.value pueden cambiar para cada
llamada a una funcién externa. Esto incluye llamadas a funciones de libreria.

Nota: Cuando se evalian los contratos fuera de la cadena en lugar de en contexto de una transaccion incluido en un
bloque, no deberia asumir que block.* y tx.* se refieren a valores de cualquier bloque o transaccién especifica. Estos
valores son proporcionados por la implementacién de EVM que ejecuta el contrato y pueden ser arbitrarios.

Nota: No conffe en block. timestamp o blockhash como fuente de aleatoriedad, a menos que sepas lo que estds
haciendo.

92 Capitulo 3. Contenidos



https://en.wikipedia.org/wiki/Leap_second
https://eips.ethereum.org/EIPS/eip-3198
https://eips.ethereum.org/EIPS/eip-1559
https://eips.ethereum.org/EIPS/eip-4399

Solidity Documentation, Versién 0.8.20

Tanto la marca de tiempo y el hash de bloque pueden ser influenciados por los mineros hasta cierto punto. Malos actores
en la comunidad minera pueden, por ejemplo, ejecutar una funcién de pago de casino en un hash elegido y simplemente
reintentar un hash diferente si no recibieron dinero.

La marca de fecha del bloque actual debe ser estrictamente mds grande que la marca de fecha del dltimo bloque, pero
la dnica garantia es que estard entre las marcas de fecha de dos bloques consecutivos en la cadena candnica.

Nota: Los hashes de bloque no estdn disponibles para todos los bloques por razones de escalabilidad. Solo puede
acceder a los hashes de los 256 bloques mads recientes, todos los demds valores seran cero.

Nota: La funcién blockhash se conocia anteriormente como block.blockhash, que quedé en desuso en la version
0.4.22 y eliminado en la versién 0.5.0.

Nota: La funcién gasleft se conocia anteriormente como msg.gas, que quedd en desuso en la versién 0.4.21 y
eliminado en la versién 0.5.0.

Nota: En version 0.7.0, el alias now (para block. timestamp) se quitd.

Funciones de codificacion y decodificacion ABI

» abi.decode(bytes memory encodedData, (...)) returns (...): ABI-decodifica los datos dados,
mientras que los tipos se dan entre paréntesis como segundo argumento. Ejemplo: (uint a, uint[2] memory
b, bytes memory c) = abi.decode(data, (uint, uint[2], bytes))

= abi.encode(...) returns (bytes memory): ABI codifica los argumentos dados

= abi.encodePacked(...) returns (bytes memory): Realiza packed encoding de los argumentos dados.
iTenga en cuenta que la codificacién empaquetada puede ser ambigua!

= abi.encodeWithSelector(bytes4 selector, ...) returns (bytes memory): ABI codifica los argu-
mentos dados a partir del segundo y antepone el selector de cuatro bytes dado

= abi.encodeWithSignature(string memory signature, ...) returns (bytes memory): Equiva-
lente a abi.encodeWithSelector (bytes4(keccak256(bytes(signature))), ...)

= abi.encodeCall(function functionPointer, (...)) returns (bytes memory): ABI codifica una
llamada a functionPointer con los argumentos encontrados en la tupla. Realiza una comprobacion de
tipo completa, garantizar que los tipos coincidan la firma de la funcién. El resultado es igual a abi.
encodelWithSelector (functionPointer.selector, (...))

Nota: Estas funciones de codificacion se pueden utilizar para crear datos para llamadas a funciones externas sin llamar
realmente a una funcidén externa. Ademads, keccak256(abi.encodePacked(a, b)) esuna forma de calcular el hash
de los datos estructurados (aunque tenga en cuenta que es posible crear una «colisién de hash» usando diferentes tipos
de parametros de funcién).

Consulte la documentacién sobre la ABI y la codificacion tightly packed para obtener mds informacion sobre la codi-
ficacion.
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Miembros de bytes

= bytes.concat(...) returns (bytes memory): Concatena el niimero de variable de bytes y bytesl, ...,
argumentos de bytes32 para una matriz de bytes

Miembros de cadena

» string.concat(...) returns (string memory): Concatena el niimero variable de argumentos de cade-
na en una matriz de cadenas

Manejo de errores

Consulte la seccién dedicada a assert y require para obtener mas informacién sobre el control de errores y cudndo usar
qué funcion.

assert(bool condition)
provoca un error de panico y, por lo tanto, cambiar el estado de reversién si no se cumple la condicién - para ser
utilizado para errores internos.

require(bool condition)
se revierte si no se cumple la condicion - para ser utilizado para errores en componentes internos o externos.

require(bool condition, string memory message)
se revierte si no se cumple la condicién - para ser utilizado para errores en componentes internos o externos.
También proporciona un mensaje de error.

revert()
anular la ejecucion y revertir los cambios de estado

revert(string memory reason)
anular la ejecucién y revertir los cambios de estado, proporcionar una cadena explicativa

Funciones matematicas y criptograficas

addmod(uint x, uint y, uint k) returns (uint)
calcular (x + y) % k donde se realiza la adicién con precisioén arbitraria y no se envuelve en 2**256. Afirman
que k !'= 0 a partir de la version 0.5.0.

mulmod(uint x, uint y, uint k) returns (uint)
calcular (x * y) % k donde se realiza la multiplicacién con precisién arbitraria y no se envuelve en 2**256.
Afirman que k != 0 a partir de la versién 0.5.0.

keccak256(bytes memory) returns (bytes32)
computadora el hash Keccak-256 de la entrada

Nota: Solia haber un alias para keccak256 llamado sha3, que se eliminé en la versién 0.5.0.

sha256(bytes memory) returns (bytes32)
computa el hash SHA-256 de la entrada

ripemd160(bytes memory) returns (bytes20)
computa el hash RIPEMD-160 de la entrada
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ecrecover (bytes32 hash, uint8 v, bytes32 r, bytes32 s) returns (address)
recupera la direccion asociada con la clave publica de la firma de curva eliptica o devuelva cero en el error. Los
pardmetros de la funcioén corresponden a los valores de ECDSA de la firma:

= r = primeros 32 bytes de firma
= s =segundo 32 bytes of signature
= v = | byte final de firma

ecrecover devuelve una address, y no una address payable. Ver direccion payable para la conversion, en
caso de que necesite transferir fondos a la direccién recuperada.

Para mds detalles, lea ejemplo de uso.

Advertencia: Si utiliza ecrecover, tenga en cuenta que una firma vélida se puede convertir en una firma vélida
diferente sin requerir el conocimiento de la clave privada correspondiente. En la bifurcacion dura de Homestead,
este problema se ha corregido para las firmas de _transaction_ (see EIP-2), pero la funcién ecrecover permanecié
sin cambios.

Por lo general, esto no es un problema a menos que requiera que las firmas sean tnicas o utilicelos para identificar
elementos. OpenZeppelin tiene una biblioteca auxiliar de ECDSA que puede usar como envoltorio para ecrecover
sin este problema.

Nota: Al ejecutar sha256, ripemd160 o ecrecover en un blockchain privado, es posible que se encuentre sin gas.
Esto se debe a que estas funciones se implementan como «contratos precompilados» y solo existen realmente después
de recibir el primer mensaje (aunque su cédigo de contrato estd codificado). Los mensajes a contratos inexistentes son
mds caros y, por lo tanto, la ejecucidn podria encontrarse con un error de falta de gas. Una solucion para este problema
es enviar primero Wei (1 por ejemplo) a cada uno de los contratos antes de utilizarlos en sus contratos reales. Esto no
es un problema en la red principal o de prueba.

Miembros de tipos de direcciones

<address>.balance (uint256)
balance de la direccion en Wei

<address>.code (bytes memory)
codigo en la direccion (puede estar vacio)

<address>.codehash (bytes32)
el codehash de la direccion

<address payable>.transfer(uint256 amount)
envia la cantidad dada de Wei a direccion, revierte en caso de error, adelanta 2300 estipendios de gas, no ajustable

<address payable>.send(uint256 amount) returns (bool)
envia la cantidad dada de Wei a direccion, devuelve false en caso de error, adelanta 2300 estipendios de gas,
no ajustable

<address>.call(bytes memory) returns (bool, bytes memory)
emite CALL de bajo nivel con la carga util dada, devuelve la condicion de éxito y devuelve datos, reenvia todo el
gas disponible, ajustable

<address>.delegatecall (bytes memory) returns (bool, bytes memory)
emite DELEGATECALL de bajo nivel con la carga ttil dada, devuelve la condicién de éxito y devuelve datos,
reenvia todo el gas disponible, ajustable
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<address>.staticcall(bytes memory) returns (bool, bytes memory)
emite STATICCALL de bajo nivel con la carga ttil dada, devuelve la condicion de éxito y devuelve datos, reenvia
todo el gas disponible, ajustable

Para obtener mds informacion, consulte la seccion sobre direccion.

Advertencia: Debe evitar usar . call() siempre que sea posible al ejecutar otra funcién de contrato, ya que omite
la comprobacién de tipo, comprobacién de existencia de funciones y empaquetado de argumentos.

Advertencia: Hay algunos peligros en el uso de send: La transferencia falla si la profundidad de la pila de llamadas
estd en 1024 (esto siempre puede ser forzado por el autor de la llamada) y también falla si el receptor se queda sin
gasolina. Entonces, para hacer transferencias seguras de Ether, compruebe siempre el valor devuelto de send, usar
transfer o incluso mejor: Use un patrén en el que el destinatario retire el dinero.

Advertencia: Debido a que la EVM considera que una llamada a un contrato inexistente siempre tiene éxito,
Solidity incluye una comprobacién adicional utilizando el opcode extcodesize al realizar llamadas externas.
Esto asegura que el contrato que estd a punto de ser llamado realmente existe (contiene c6digo) o se genera una
excepcion.

Las llamadas de bajo nivel que operan en direcciones en lugar de instancias de contrato (i.e. .call(), .
delegatecall(), .staticcall(), .send() y .transfer()) no incluya esta comprobacion, lo que los hace
mads baratos en términos de gas, pero también menos seguros.

Nota: Antes de la versién 0.5.0, Solidity permitié que se accediera a los miembros de la direccién mediante una
instancia de contrato, por ejemplo this.balance. Esto ahora estd prohibido y se debe hacer una conversién explicita
a la direccion: address(this) .balance.

Nota: Sise accede alas variables de estado a través de una delegatecall de bajo nivel, el disefio de almacenamiento de los
dos contratos debe alinearse para que el contrato llamado tenga acceso correctamente a las variables de almacenamiento
del contrato de llamada por su nombre. Por supuesto, este no es el caso si los punteros de almacenamiento se pasan
como argumentos de funcién como en el caso de las bibliotecas de alto nivel.

Nota: Antes de la versién 0.5.0, .call, .delegatecall y .staticcall solo devolvieron la condicién de éxito y no
los datos de devolucion.

Nota: Antes de la version 0.5.0, habfa un miembro llamado callcode con una semdntica similar pero ligeramente
diferente a la de delegatecall.
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Relacionados con el contrato
this (tipo de contrato actual)
el contrato actual, explicitamente convertible en direccién

selfdestruct(address payable recipient)
Destruir el contrato actual, enviando sus fondos a la direccién dada y finalizar la ejecucién. Tenga en cuenta que
selfdestruct tiene algunas peculiaridades heredadas del EVM:

= ]a funcién de recepcién del contrato receptor no se ejecuta.
= el contrato solo se destruye realmente al final de la transaccién y revert podria «deshacer» la destruccion.

Ademas, todas las funciones del contrato actual son llamables directamente, incluida la funcién actual.

Advertencia: A partir de la version 0.8.18, el uso de selfdestruct tanto en Solidity como en Yul provocard una
advertencia de obsoleto, ya que el opcode SELFDESTRUCT sufrird eventualmente cambios en su comportamiento.
deprecation warning, ya que el opcode SELFDESTRUCT sufrird eventualmente cambios en su comportamiento como
se indica en EIP-6049.

Nota: Antes de la version 0.5.0, habia una funcién llamada suicide con la misma semdntica que selfdestruct.

Informacion de tipo

La expresion type(X) se puede utilizar para recuperar informacién sobre el tipo X. Actualmente, la compatibilidad
con esta caracteristica es limitada (X puede ser un contrato o un tipo entero) pero podria ampliarse en el futuro.

Las siguientes propiedades estdn disponibles para un tipo de contrato C:

type(C) .name
El nombre del contrato.

type(C) .creationCode
Matriz de bytes de memoria que contiene el cédigo de bytes de creacién del contrato. Esto se puede utilizar en
el ensamblaje en linea para crear rutinas de creacion personalizadas, especialmente mediante el uso del opcode
create2. No se puede acceder a esta propiedad en el propio contrato o en cualquier contrato derivado. Hace que
el bytecode se incluya en el bytecode del sitio de la llamada y, por lo tanto, las referencias circulares como esa
no son posibles.

type(C) .runtimeCode
Matriz de bytes de memoria que contiene el cédigo de bytes en tiempo de ejecucién del contrato. Este es el
c6digo que suele implementar el constructor de C. Si C tiene un constructor que utiliza un conjunto en linea, esto
podria ser diferente del bytecode realmente implementado. Tenga en cuenta también que las librerias modifican
su bytecode en tiempo de ejecucién en el momento de la implementacion para protegerse contra las llamadas
regulares. Las mismas restricciones que con .creationCode también se aplican a esta propiedad.

Ademads de las propiedades anteriores, las siguientes propiedades estdn disponibles para un tipo de interfaz I:

type(I) .interfaceld:
Un valor bytes4 que contiene el EIP-165 identificador de interfaz de la interfaz dada I. Este identificador se
define como el XOR de todos los selectores de funciones definidos dentro de la propia interfaz - excluyendo todas
las funciones heredadas.

Las siguientes propiedades estdn disponibles para un tipo entero T:
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type(T) .min
El valor mds pequeio representable por el tipo T.

type(T) .max
El valor mds grande representable por el tipo T.

3.7.4 Palabras clave reservadas

Estas palabras clave estdn reservadas en Solidity. Podrian formar parte de la sintaxis en el futuro:

after, alias, apply, auto, byte, case, copyof, default, define, final, implements, in, inline, let, macro,
match, mutable, null, of, partial, promise, reference, relocatable, sealed, sizeof, static, supports,
switch, typedef, typeof, var.

3.8 Expresiones y Estructuras de Control

3.8.1 Estructuras de Control

La mayoria de estructuras de control conocidas de los lenguages que usan corchetes estd disponsible en Solidity:
Existen: if, else, while, do, for, break, continue, return, con la semantica habitual conocida de C o JavaScript.

Solidity tambien admite control de excepciones en la forma de instrucciones try/catch, pero solo para llamadas a
Jfunciones externas y las llamadas de la creacidn de contratos. Errores se pueden crear usando la sentencia revert.

Los paréntesis no se pueden omitir para condicionales, pero si los corchetes alrededor de los cuerpos de las declara-
ciones sencillas.

Hay que tener en cuenta que no hay conversién de tipos no boolean a boolean como hay en C y JavaScript, por lo que
if (1) { ... }noesvilido en Solidity.

3.8.2 Llamadas a funciones

Llamadas a funciones internas

Las funciones del contrato actual pueden ser llamadas directamente («internamente») y, también, recursivamente como
se puede ver en este ejemplo sin sentido funcional:

. code-block:: solidity

/I SPDX-License-Identifier: GPL-3.0 pragma solidity >=0.4.22 <0.9.0;
// Esto reportard un aviso contract C {

function g(uint a) public pure returns (uint ret) { return a + f(); } function f() internal pure
returns (uint ret) { return g(7) + £(); }

}

Estas llamadas a funciones son traducidas en simples saltos dentro de la maquina virtual de Ethereum (EVM). Esto
tiene como consecuencia que la memoria actual no se limpia, asi que pasar referencias de memoria a las funciones
Ilamadas internamente es muy eficiente. Solo las funciones del mismo contrato pueden ser llamadas internamente.

Todavia hay que evitar recursion excesiva, como todos las llamadas de funciones internas usan al menos una ranura de
pila y solo hay 1024 ranuras disponible.
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Llamadas a funciones externas

Las funciones también pueden llamadas usando la notacion this.g(8); and c.g(2); donde c es la instancia de un contrato
y g es la funcion que pertenece c. Llamando la funcion g de cualquier manera resulta en una llamada externa, usando
una llamada de mensaje y no por saltos directamente. Hay que tener cuenta que las llamadas de funciones en this no
se puede usar en el constructor, ya que el contrato actual atin no se ha creado todavia.

Funciones de otros contratos tienen que ser llamado externamente. Para una llamada externa, todos los arguments de
funcién deben copiarse a la memoria.

Nota: Una llamada de la funcién de un contrato a otro no crea su propia transaccion, es una llamada de mensaje como
parte de la transaccién completa.

Cuando se llama a funciones de otros contratos, la cantidad de Wei enviada con la llamada y el gas pueden especificarse
con las opciones especiales {value: 10, gas: 10000}. Hay que tener cuenta que se desaconseja especifar valores
de gas explicitamente, ya que los costos de gas de opcodes pueden cambiar en el futuro. Cualquier Wei que envie se
agrega al saldo total de ese contrato.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

contract InfoFeed {
function info() public payable returns (uint ret) { return 42; }

contract Consumer {
InfoFeed feed;
function setFeed(InfoFeed addr) public { feed = addr; }
function callFeed() public { feed.info{value: 10, gas: 800}(); }

Debe utilizar el modificador payable con la funcién info porque de lo contrario la opcién valor no estaria disponible.

Advertencia: Hay que tener cuidado que feed.info{value: 10, gas: 800} solo establezca localmente el
value y la cantidad de gas enviado con la llamada de la funcidn, y los paréntesis al final realizan la llamda actual.
Por lo tanto, feed.info{value: 10, gas: 800} no ejecuta la funcion y se pierden los ajustes del value y gas,
solo feed.info{value: 10, gas: 800} () realiza la llamada de la funcién.

Debido al hecho que el EVM considera una llamada a un contrato inexistente siempre tenga éxito, Solitiy utiliza el
extcodesize opcode para comprobar que el contrato que estd a punto de ser llamado existe realmente (contiene
codigo) y causa excepcion si no lo hace. Esta comprobacién se omite si los datos devueltos se descodifican después de
la llamada y, por tanto, el descodificador ABI detectara el caso de un contrato no existente.

Hay que tener cuenta que esta comprobacion no se realiza en caso de llamadas de bajo nivel que operan en las direc-
ciones en lugar de instancias de contrato.

Nota: Hay que tener cuidado al utilizar llamadas de alto nivel para contratos precompilados, dado que el compilador
los considera no existentes segtin la 16gica de arriba aunque ejecuten cddigo y puedan devolver datos.

Las llamadas a funciones también causan excepciones si el propio contrato llamado arroja una excepcién o se queda
sin gas.
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Advertencia: Cualquier interaccién con otro contrato supone un peligro potencial, especialmente si el cédigo
fuente del contrato no se conoce por adelantado. El contrato actual entrega el control al contrato llamado y eso
puede potencialmente hacer casi cualquier cosa. Incluso si el contrato llamado hereda de un contrato principal
conocido, el contrato de herencia solo es necesario para tener una interfaz correcta. Sin embargo, la ejecucion del
contrato puede ser completamente arbitraria y, por lo tanto, plantea un peligro. Ademds, esté preparado en caso de
que convoque otros contratos de su sistema o incluso volver al contrato de llamada antes de que retorne la primera
llamada. Esto significa que el contrato llamado puede cambiar las variables de estado del contrato de llamada a
través de sus funciones. Escriba sus funciones de forma que, por ejemplo, las llamadas a las funciones externas se
produzcan después de cualquier cambio en las variables de estado en su contrato, por lo tanto, su contrato no es
vulnerable a una explotacién de reentrada.

Nota: Antes de Solidity 0.6.2, la forma recomendada de especificar el valor y el gas era use £.value(x).gas(g) .
Esto se volvié obsoleto en Solidity 0.6.2 y ya no es posible desde Solidity 0.7.0.

Llamadas a funciones con parametros con hombre

Los argumentos de llamada a funciones pueden darse por nombre, en cualquier orden, si estdn encerrados entre {
}, como se puede ver en el siguiente ejemplo. La lista de argumentos tiene que coincidir por nombre con la lista de
pardmetros de la declaracion de funcion, pero puede estar en orden arbitrario.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract C {
mapping(uint => uint) data;

function f() public {
set({value: 2, key: 3});

function set(uint key, uint value) public {
datalkey] = value;

Nombres omitidos en definiciones de funciones

Se pueden omitir los nombres de los pardmetros y los valores retornos en la declaracién de la funcién. Los elementos
con nombres omitidos seguirdn presentes en la pila, pero no se puede acceder a ellos por su nombre. Un nombre de
valor retorno omitido todavia puede devolver un valor al llamador mediante la instruccién “return”.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract C {
// nombre omitido para parametro
function func(uint k, uint) public pure returns(uint) {

(continué en [a préxima pagina)
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(proviene de la pagina anterior)

return Kk;

3.8.3 Creando contratos mediante new

Un contrato puede crear otros contratos usando la palabra reservada new. El c6digo completo del contrato que se estd
creando tiene que ser conocido de antemano, por lo que no son posibles las dependencias de creacién recursivas.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
contract D {
uint public x;
constructor(uint a) payable {
X = aj;

contract C {
D d=new D(4); // Se ejecutard como parte del constructor de C

function createD(uint arg) public {
D newD = new D(arg);
newD.x();

function createAndEndowD(uint arg, uint amount) public payable {
// Envia Ether junto con la creacién
D newD = new D{value: amount}(arg);
newD.x();

Como se ve en el ejemplo, es posible traspasar Ether a la creacién usando la opcién .value(), pero no es posible
limitar la cantidad de gas. Si la creacion falla (debido al desbordamiento de la pila, falta de balance o cualquier otro
problema), se dispara una excepcion.

Creaciones de contratos salted / create2

Al crear un contrato, la direccién del contrato se calcula a partir de la direccién del contrato de creacién y un contador
que se incrementa con cada creacién de contrato.

Si especifica la opcion salt (un valor bytes32), la creacion de contratos utilizard un mecanismo diferente para encontrar
la direccién del nuevo contrato:

Calculard la direccién a partir de la direccién del contrato de creacién, el valor de salt dado, el cédigo de bytes (de
creacion) del contrato creado y los argumentos del constructor.

En particular, no se utiliza el contador (“nonce”). Esto permite una mayor flexibilidad en la creacién de contratos: Puede
derivar la direccién del nuevo contrato antes de crearlo. Ademads, puede confiar en esta direccion también en caso de
que la creacién de contratos cree otros contratos mientras tanto.
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El principal caso de uso aqui son los contratos que actian como jueces para las interacciones fuera de la cadena, que
solo deben crearse si hay una disputa.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
contract D {

uint public x;

constructor(uint a) {

X = a;

}

}

contract C {
function createDSalted(bytes32 salt, uint arg) public {
// Esta complicada expresién solo te dice cémo la direccion
// se puede precalcular. Solo estd ahi para ilustrar.
// En realidad, solo necesita “‘new D{salt: salt}(arg) .
address predictedAddress = address(uint160(uint(keccak256(abi.encodePacked(
bytes1(0x£ff),
address(this),
salt,
keccak256(abi.encodePacked(
type(D) .creationCode,
abi.encode(arg)
)
))I));

D d = new D{salt: salt}(arg);
require(address(d) == predictedAddress);

Advertencia: Hay algunas peculiaridades en relacién con la creacidn salted. Un contrato puede ser recreado en la
misma direccién después de haber sido destruido. Sin embargo, es posible que ese contrato recién creado tuviera
un c6digo de bytes diferente incluso aunque el cédigo de byte de creacién ha sido el mismo (lo que es un requisito
porque de lo contrario, la direccién cambiaria). Esto se debe al hecho de que el constructor puede consultar el estado
externo que podria haber cambiado entre las dos creaciones e incorporarlo al c6digo de bytes implementado antes
de que se almacene.
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3.8.4 Orden de la evaluacion de expresiones

El orden de evaluacién de expresiones no se especifica (mds formalmente, el orden en el que los hijos de un nodo en
el arbol de la expresion son evaluados no es especificado. Eso si, son evaluados antes que el propio nodo). Solo se
garantiza que las sentencias se ejecutan en orden y que se hace un cortocircuito para las expresiones booleanas. Ver
Order of Precedence of Operators para mas informacién.

3.8.5 Asignacion
Asignaciones para desestructurar y retornar multiples valores
Solidity internamente permite tipos tupla, i.e.: una lista de objetos de, potencialmente, diferentes tipos cuyo tamafio es

constante en tiempo de compilacion. Esas tuplas pueden ser usadas para retornar multiples valores al mismo tiempo.
Pueden asignarse a variables recién declaradas o variables preexistentes ( o LValues en general).

Las tuplas no son tipos propios en Solidity, Se pueden usar para formar agrupaciones sintcticas de expresiones.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {
uint index;

function f() public pure returns (uint, bool, uint) {
return (7, true, 2);

function g() public {

// Variables declaradas con tipo y asignadas desde la tupla devuelta,

// no es necesario especificar todos los elementos (pero el niimero debe.
—coincidir).

(uint x, , uint y) = £Q;

// Truco comun para intercambiar valores: no funciona para tipos de.
—almacenamiento que no son de valor.

&, =, 0;

// Los componentes se pueden omitir (también para declaraciones de variables).

(index, , ) = £O; // Sets the index to 7

No es posible mezclar declaraciones de variables y asignaciones sin declaracion, i.e., lo siguiente no es valido: (x,
uint y) = (1, 2);

Nota: Antes de la version 0.5.0 era posible asignar a tuplas de menor tamafio, ya sea llenando a la izquierda o en el
lado derecho (que alguna vez estaba vacio). Esto ahora no estd permitido, por lo que ambas partes tienen que tener el
mismo nimero de componentes.

Advertencia: Hay que tener cuidado al asignar a varias variables al mismo tiempo cuando se involucran tipos de
referencia, ya que podria provocar un comportamiento de copia inesperado.
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Complicaciones en Arrays y Structs

La sintaxis de asignacién es algo mds complicada para tipos sin valor como arrays y structs, incluyendo bytes y
string, mira localizacion de datos y comportamiento de asignaciones para detalles.

En el siguiente ejemplo la llamada a g (x) no tiene ningtin efecto en x porque crea una copia independiente del valor
de almacenamiento en la memoria. Sin embargo, h(x) modifica con éxito x porque solo se pasa una referencia y no
una copia.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract C {
uint[20] x;

function f() public {

9(x);
h(x);

function g(uint[20] memory y) internal pure {
y[2] = 3;

function h(uint[20] storage y) internal {
y[3] = 4;
}

3.8.6 Scoping y declaraciones

Una variable cuando se declara tendrd un valor inicial por defecto que, representado en bytes, serd todo ceros. Los
valores por defecto de las variables son los tipicos «estado-cero» cualquiera que sea el tipo. Por ejemplo, el valor por
defecto para un bool es false. El valor por defecto para un uint o int es 0. Para arrays de tamaiio estdtico y bytes1
hasta bytes32, cada elemento individual serd inicializado a un valor por defecto segin sea su tipo. Para arrays de
tamafio dindmico, bytes "y " string, el valor por defecto es un array o string vacio. Para el tipo enum, el valor por
defecto es su primer miembro.

El alcance en Solidity sigue las reglas de alcance generalizadas de C99 (y muchos otros lenguajes): Las variables son
visibles desde el punto justo después de su declaracién hasta el final del bloque mas pequeiio { } que contiene la
declaracion. Como excepcion a esta regla, las variables declaradas en la parte de inicializacion de un for-loop solo son
visibles hasta el final del for-loop.

Las variables que son similares a los pardmetros (pardmetros de funcién, pardmetros modificadores, parametros de
captura, ...) son visibles dentro del bloque de c6digo que sigue - el cuerpo de la funcién/modificador para una funcién
y pardmetro modificador y el bloque de captura para un pardmetro de captura.

Las variables y otros elementos declarados fuera de un bloque de cédigo, por ejemplo, funciones, contratos, tipos
definidos por el usuario, etc., son visibles incluso antes de que se declararan. Esto significa que puede usar variables
de estado antes de que se declaren y llamar a funciones de forma recursiva.

Como consecuencia, los siguientes ejemplos se compilardn sin advertencias, ya que las dos variables tienen el mismo
nombre pero dmbitos disjuntos.
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
contract C {
function minimalScoping() pure public {

{
uint same;
same = 1;
}
{
uint same;
same = 3;
}

Como ejemplo especial de las reglas de alcance de C99, tenga en cuenta que en lo siguiente, la primera asignacién a
x en realidad asignard la variable externa y no la interna. En cualquier caso, recibird una advertencia sobre la variable
externa que se sombrea.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
// Esto informara de una advertencia
contract C {
function f() pure public returns (uint) {
uint x = 1;
{
X = 2; // esto se asignard a la variable externa
uint x;
}

return x; // x tiene valor 2

Advertencia: Antes de la version 0.5.0, Solidity seguia las mismas reglas de 4mbito que JavaScript, es decir, una
variable declarada en cualquier lugar dentro de una funcién estarfa en el &mbito para toda la funcién, independien-
temente de donde se haya declarado. En el ejemplo siguiente se muestra un fragmento de c6digo que solia compilar
pero conduce a un error a partir de la versién 0.5.0.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
// Esto no se compilara
contract C {
function f() pure public returns (uint) {
X = 2;
uint x;
return x;
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3.8.7 Aritmética comprobada o no comprobada
Un desbordamiento o subflujo es la situacién en la que el valor resultante de una operacion aritmética, cuando se ejecuta
en un entero sin restricciones, cae fuera del rango del tipo de resultado.

Antes de Solidity 0.8.0, las operaciones aritméticas siempre se envolvian en caso de desbordamiento o desbordamiento,
lo que llevaria a un uso generalizado de bibliotecas que introducen comprobaciones adicionales.

Desde Solidity 0.8.0, todas las operaciones aritméticas se revierten por defecto en el subdesbordamiento o desborda-
miento, lo que hace innecesario el uso de estas bibliotecas.

Para obtener el comportamiento anterior, se puede utilizar un bloque unchecked:

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.0;
contract C {
function f(uint a, uint b) pure public returns (uint) {
// Esta resta se envolverd en el desbordamiento.
unchecked { return a - b; }
}
function g(uint a, uint b) pure public returns (uint) {
// Esta resta se revertird en caso de subdesbordamiento.
return a - b;

Lallamada a £(2, 3) devolverd 2**256-1, mientras que g(2, 3) causard una asercion fallida.

El bloque unchecked se puede usar en todas partes dentro de un bloque, pero no como reemplazo de un bloque.
Tampoco se puede anidar.

La configuracién solo afecta a las instrucciones que se encuentran sinticticamente dentro del bloque. Las funciones
llamadas desde un bloque unchecked no heredan la propiedad.

Nota: Para evitar la ambigiiedad, no puede usar _; dentro de un bloque unchecked.

Los siguientes operadores provocardn un error de asercion en el desbordamiento o subdesbordamiento y se ajustardn
sin error si se utilizan dentro de un bloque descomprobada:

++, —--, +, binario -, unario -, *, /,%, **

+:7 _:7 7"—:’ /:7 %:

Advertencia: No es posible desactivar la comprobacion de division por cero o médulo por cero utilizando el bloque
unchecked.

Nota: Los operadores Bitwise no realizan comprobaciones de desbordamiento o subdesbordamiento. Esto es particu-
larmente visible cuando se usan desplazamientos bitwise (<<, >>, <<=, >>=) en lugar de la divisién entera y la multipli-
cacion por una potencia de 2. Por ejemplo, type(uint256) .max << 3 no se revierte aunque type(uint256) .max
* 8 lo harfa.

Nota: La segunda instruccién en int x = type(int).min; -x; dard lugar a un desbordamiento porque el rango
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negativo puede contener un valor mas que el rango positivo.

Las conversiones de tipos explicitos siempre se truncardn y nunca causardn una asercion errénea con la excepcion de
una conversion de un entero a un tipo enum.

3.8.8 Manejo de errores: Afirmar, Requerir, Revertir y Excepciones

Solidity utiliza excepciones de reversién de estado para controlar los errores. Tal excepcién deshace todos los cambios
realizados en el estado de la llamada actual (y todas sus subllamadas) y marca un error al autor de la llamada.

Cuando las excepciones ocurren en una subllamada, «burbujean» (i.e., las excepciones se vuelven a lanzar) autométi-
camente a menos que se detecten en una instruccion try/catch. Las excepciones a esta regla son send y las funciones
de bajo nivel call, delegatecall y staticcall: devuelven false como su primer valor devuelto en caso de una
excepcion en lugar de «burbujear».

Advertencia: Las funciones de bajo nivel call, delegatecall y staticcall devuelve true como su primer
valor de retorno si la cuenta llamada no existe, como parte del disefio del EVM. Debe comprobarse la existencia de
la cuenta antes de llamar.

Las excepciones pueden contener datos de error que se devuelven al autor de la llamada en forma de error instances. Los
errores incorporados Error (string) y Panic(uint256) son utilizados por funciones especiales, como se explica
a continuacién. Error se usa para condiciones de error «regular», mientras que Panic se usa para errores que no
deberian estar presentes en el cddigo libre de errores.

Panic a través de assert y Error a través de require
Las funciones de conveniencia assert y require se pueden usar para verificar las condiciones y lanzar una excepcion
si no se cumple la condicién.

La funcién assert crea un error del tipo Panic(uint256). El compilador crea el mismo error en ciertas situaciones
que se enumeran a continuacion.

Assert solo debe usarse para detectar errores internos y para verificar invariantes. El correcto funcionamiento del c6digo
nunca debe crear un panico, ni siquiera en una entrada externa no vdlida. Si esto sucede, entonces hay un error en su
contrato que debe corregir. Las herramientas de andlisis de lenguaje pueden evaluar su contrato para identificar las
condiciones y las llamadas a funciones que causardn pénico.

Se genera una excepcion de panico en las siguientes situaciones. El cédigo de error proporcionado con los datos de
error indica el tipo de panico.

1. 0x00: Se utiliza para panicos insertados en el compilador genérico.

2. 0x01: Si llama a assert con un argumento que se evalia como false.

W

. Ox11: Si una operacién aritmética resulta en subdesbordamiento o desbordamiento fuera de un bloque
unchecked { ... }.

. 0x12; Si divide o modulo por cero (por ejemplo 5 / 0 0 23% 0).
. 0x21: Si convierte un valor demasiado grande o negativo en un tipo de enumeracién.
0x22: Si accede a una matriz de bytes de almacenamiento que estd codificada incorrectamente.

. 0x31: Sillama a .pop() en un array vacio.

© N o w»n A~

. 0x32: Si accede a una matriz, bytesN™ o a un segmento de matriz en un indice negativo o fuera de los limites
(i.e.x[i] donde i >= x.lengthoi < O).
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9. 0x41: Si asigna demasiada memoria o crea una matriz que es demasiado grande.

10. 0x51: Si llama a una variable inicializada en cero de tipo de funcién interna.

Y

La funcién™ ’require™ crea un error sin ningtin dato o un error del tipo Error (string). Debe utilizarse para garan-
tizar condiciones validas que no se puedan detectar hasta el momento de la ejecucion. Esto incluye condiciones sobre
entradas o valores devueltos de llamadas a contratos externos.

Nota: Actualmente no es posible utilizar errores personalizados en combinacién con require . Utilice if (!
condition) revert CustomError(); en su lugar.

El compilador genera una excepcién Error (string) (o una excepcion sin datos) en las siguientes situaciones:
1. Llamar a require(x) donde x se evalia como false.
2. Si se utiliza revert() o revert("description").
3. Si se realiza una llamada de funcién externa apuntando a un contrato que no contiene c6digo.
4

. Si un contrato recibe Ether mediante una funcién sin el modificador payable (incluyendo el constructor y la
funcion de fallback).

5. Si un contrato recibe Ether mediante una funcién getter puiblica.

Para los siguientes casos, se reenvian los datos de error de la llamada externa (si se proporcionan). Esto significa que
puede causar un Error o un Pdnico (o cualquier otra cosa que se haya dado):

1. Siun .transfer() falla.

2. Sillama a una funcién a través de una llamada de mensaje pero no termina correctamente (i.e., se queda sin gas,
no tiene una funcién coincidente, o lanza una excepcion en si misma), excepto cuando se utiliza una operacién de
bajo nivel call, send, delegatecall, callcode or staticcall. Las operaciones de bajo nivel nunca arrojan
excepciones, sino que indican errores devolviendo false.

3. Si crea un contrato utilizando la palabra clave new pero la creacién del contrato no finaliza propiamente.

Opcionalmente, puede proporcionar una cadena de mensaje para require, pero no para assert.

Nota: Sino proporciona un argumento de cadena a require, se revertird con datos de error vacios, sin siquiera incluir
el selector de errores.

En el ejemplo siguiente se muestra cémo puede utilizar require para comprobar las condiciones de las entradas y
assert para la comprobacién interna de errores.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract Sharer {

function sendHalf(address payable addr) public payable returns (uint balance) {
require(msg.value % 2 == 0, "Even value required.");
uint balanceBeforeTransfer = address(this).balance;
addr.transfer(msg.value / 2);
// Dado que la transferencia arroja una excepcioén en caso de fallo y
// no puedo volver a llamar aqui, no deberia haber forma de que lo hagamos
// todavia tienen la mitad del dinero.
assert(address(this) .balance == balanceBeforeTransfer - msg.value / 2);
return address(this).balance;

(continué en [a proxima pagina)
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Internamente, Solidity realiza una operacién de reversion (instruccién 0x£d). Esto hace que el EVM revierta todos los
cambios realizados en el estado. La razén para revertir es que no hay una forma segura de continuar la ejecucion, porque
no se produjo un efecto esperado. Debido a que queremos mantener la atomicidad de las transacciones, la accién mas
segura es revertir todos los cambios y dejar (o al menos llamar) sin efecto toda la transaccion.

En ambos casos, quien llama puede reaccionar ante tales fallos usando try/catch, pero los cambios en quien estd
siendo llamado siempre se revertirdn.

Nota: Las excepciones de panico solian usar el cédigo de operacién invalid antes de Solidity 0.8.0, que consumia
todo el gas disponible para la llamada. Las excepciones que usan require solian consumir todo el gas hasta antes del
lanzamiento de Metropolis.

revert

Se puede activar una reversion directa utilizando la instruccién revert y la funcién revert.
La instruccién revert accepta un error personalizado como argumento directo sin paréntesis:
revert CustomError(argl, arg2);

Por razones de compatibilidad con versiones anteriores, también existe la funcién revert (), que utiliza paréntesis y
acepta una cadena:

revert(); revert(«description»);

Los datos de error se devolverdn a la persona que llama y se pueden capturar alli. El uso de revert() causa una
reversion sin ningtin dato de error, mientras que revert("description™) creard un error Error(string).

El uso de una instancia de error personalizada generalmente serd mucho mds barato que una descripcién de cadena, por
que puede usar el nombre del error para describirlo, que estd codificado en solo cuatro bytes. Se puede proporcionar
una descripcion mds larga a través de NatSpec que no incurre en ningin costo.

En el ejemplo siguiente se muestra como utilizar una cadena de error y una instancia de error personalizada junto con
revert y el equivalente require:

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;

contract VendingMachine {
address owner;
error Unauthorized();
function buy(uint amount) public payable {
if (amount > msg.value / 2 ether)
revert("Not enough Ether provided.");
// Forma alternativa de hacerlo:
require(
amount <= msg.value / 2 ether,
"Not enough Ether provided."
DN

// Realice la compra.

(continué en Ta préxima pagina)
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function withdraw() public {
if (msg.sender != owner)
revert Unauthorized();

payable(msg.sender) . transfer (address(this) .balance);

Las dos formas if (!condition) revert(...); y require(condition, ...); son equivalentes siempre y
cuando los argumentos para revert y require no tengan efectos secundarios, por ejemplo, si son solo cadenas.

Nota: La funcién require se evaliia como cualquier otra funcién. Esto significa que todos los argumentos se evalian
antes de ejecutar la funcién en si. En particular, en require(condition, £()) la funcién £ se ejecuta incluso si
condition es true.

La cadena proporcionada es abi-encoded como si fuera una llamada a una funcién Error (string). En el ejemplo
anterior, "~ revertir(«No se proporciona suficiente éter.»); ** devuelve el siguiente hexadecimal como datos de retorno
de error:

0x08c379a0 // Selector de.
—funciones para Error(string)
0x0000000000000000000000000000000000000000000000000000000000000020 // Desplazamiento de.
—datos

0x000000000000000000000000000000000000000000000000000000000000001a // Longitud de la.
—cadena

0x4e6f7420656e6£7567682045746865722070726£76696465642e000000000000 // Dato de cadena

El mensaje proporcionado puede ser recuperado por la persona que llama usando try/catch como se muestra a con-
tinuacion.

Nota: Solia haber una palabra clave llamada throw con la misma semdntica que revert() que estaba en desuso en
la version 0.4.13 y eliminada en la versién 0.5.0.

try/catch

Un error en una llamada externa se puede detectar mediante una instruccién try/catch, de la siguiente manera:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;

interface DataFeed { function getData(address token) external returns (uint value); }

contract FeedConsumer {
DataFeed feed;
uint errorCount;
function rate(address token) public returns (uint value, bool success) {
// Desactivar permanentemente el mecanismo si hay
// mas de 10 errores.
require(errorCount < 10);

(continué en Ta proxima pagina)
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try feed.getData(token) returns (uint v) {
return (v, true);
} catch Error(string memory /*reason®/) {
// Esto se ejecuta en caso de que
// se llamé un revert dentro de getData
// y se proporcioné una cuerda de razon.
errorCount++;
return (0, false);
} catch Panic(uint /*errorCode*/) {
// Esto se ejecuta en caso de pdnico,
// i.e. un error grave como la divisidén por cero
// o desbordamiento. Se puede utilizar el cédigo de error
// para determinar el tipo de error.
errorCount++;
return (0, false);
} catch (bytes memory /*lowLevelData®*/) {
// Esto se ejecuta en caso de que se haya utilizado revert().
errorCount++;
return (0, false);

La palabra clave try "tiene que ser seguida de una expresién que represente una llamada a una
funcién externa o una creacién de contrato (" new ContractName()). Los errores dentro de la expre-
sién no se detectan (por ejemplo, si se trata de una expresiéon compleja que también implica llamadas a funciones
internas), solo una reversion dentro de la propia llamada externa. La parte returns (que es opcional) que sigue decla-
ra variables de retorno que coinciden con los tipos devueltos por la llamada externa. En caso de que no hubiera error,
se asignan estas variables y la ejecucién del contrato continta dentro del primer bloque de éxito. Si se llega al final del
bloque de éxito, la ejecucion continda después de los bloques de «captura.

Solidity admite diferentes tipos de bloques de captura dependiendo del tipo de error:

= catch Error(string memory reason) { ... }:Esta clausula catch se ejecuta si el error fue causado

por revert("reasonString") o
require(false, "reasonString") (o un error interno que causa tal excepcion).

= catch Panic(uint errorCode) { ... }:Siel error fue causado por un panico, i.e, por un error
assert, division por cero,
acceso a matriz no vélido, desbordamiento aritmético y otros, se ejecutard esta cldusula catch.
= catch (bytes memory lowLevelData) { ... }: Esta clausula se ejecuta si la firma de error
no coincide con ninguna otra cldusula, si hubo un error al decodificar el mensaje de error, o si ningunos
datos de error se proveyeran de la excepcion. La variable declarada proporciona acceso a los datos de error
de bajo nivel en ese caso.

= catch { ... }:Sinoestdinteresado en los datos de error, puede usar catch { ... } (incluso como la tinica
cldusula de captura) en lugar de la cldusula anterior.

Esta planeado para soportar otros tipos de datos de error en el futuro. Las cadenas Error y Panico se analizan actual-
mente tal cual y no se tratan como identificadores.

Para detectar todos los casos de errores, debe tener al menos las clausas catch { ...} o catch (bytes memory
lowLevelData) { ... }.

Los variables declarado en en la cldusula returns y catch solo estdn en el ambito en el bloque que sigue.
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Nota: Si se produce un error durante la decodificacion de los datos devueltos dentro de una sentencia try/catch, esto
provoca una excepcion en el actual ejecucion de contrato y por eso, no se captura en la cldusula catch. Si hay un error
durante la decodificacion de catch Error(string memory reason) y hay una cldusula catch de bajo nivel, este
error se detecta alli.

Nota: Si la ejecucion alcanza un bloque catch, entonces los efectos de cambio de estado de la llamada externa han sido
revertidos. Si la ejecucion alcanza el bloque de éxito, los efectos no se revertieron. Si los efectos se han revertido, la
ejecucion continuard en un bloque catch o la ejecucion de la propia sentencia try/catch se revierte (por ejemplo, debido
a errores de descodificacién como se ha indicado anteriormente o debido a que no se proporciona una cldusula catch
de bajo nivel).

Nota: El motivo de una llamada fallida puede ser multiple. No asuma que el mensaje de error procede directamente
del contrato llamado: El error podria haberse producido en una fase mds profunda de la cadena de llamadas y el
contrato llamado acaba de reenviarlo. Ademads, podria deberse a un situacioén de falta de gas y no una condicién de
error deliberada: La persona que llama siempre retiene al menos 1/64th del gas en una llamada y, por lo tanto, incluso
si el contrato llamado se queda sin gas, la persona que llama atin le queda algo de gas.

3.9 Contractos

Los contratos en Solidity son similares a las clases en lenguajes orientados a objetos. Contienen datos persistentes en
variables de estado y funciones que pueden modificar estas variables. Llamar a una funcién en un contrato diferente
(una instancia) realizard una llamada a una funcién en el EVM y, por lo tanto, cambiard el contexto, de modo que las
variables de estado en el contrato llamado se vuelven inaccesibles. Un contrato y sus funciones deben ser llamados para
que algo suceda. No existe un concepto «cron» en Ethereum para llamar automaticamente a una funcién en un evento
en particular.

3.9.1 Creating Contracts

Contracts can be created «from outside» via Ethereum transactions or from within Solidity contracts.
IDEs, such as Remix, make the creation process seamless using UI elements.

One way to create contracts programmatically on Ethereum is via the JavaScript API web3.js. It has a function called
web3.eth.Contract to facilitate contract creation.

When a contract is created, its constructor (a function declared with the constructor keyword) is executed once.
A constructor is optional. Only one constructor is allowed, which means overloading is not supported.

After the constructor has executed, the final code of the contract is stored on the blockchain. This code includes all
public and external functions and all functions that are reachable from there through function calls. The deployed code
does not include the constructor code or internal functions only called from the constructor.

Internally, constructor arguments are passed ABI encoded after the code of the contract itself, but you do not have to
care about this if you use web3. js.

If a contract wants to create another contract, the source code (and the binary) of the created contract has to be known
to the creator. This means that cyclic creation dependencies are impossible.
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract OwnedToken {
// ‘TokenCreator® is a contract type that is defined below.
// It is fine to reference it as long as it is not used
// to create a new contract.
TokenCreator creator;
address owner;
bytes32 name;

// This is the constructor which registers the
// creator and the assigned name.
constructor(bytes32 name_) {

// State variables are accessed via their name

// and not via e.g. ‘this.owner . Functions can

// be accessed directly or through ‘this.f,

// but the latter provides an external view

// to the function. Especially in the constructor,
// you should not access functions externally,

// because the function does not exist yet.

// See the next section for details.

owner = msg.sender;

// We perform an explicit type conversion from ‘address’
// to ‘TokenCreator' and assume that the type of

// the calling contract is ‘TokenCreator', there is

// no real way to verify that.

// This does not create a new contract.

creator = TokenCreator(msg.sender);

name = name_;

function changeName(bytes32 newName) public {

// Only the creator can alter the name.

// We compare the contract based on its

// address which can be retrieved by

// explicit conversion to address.

if (msg.sender == address(creator))
name = newName;

function transfer(address newOwner) public {

// Only the current owner can transfer the token.
if (msg.sender != owner) return;

// We ask the creator contract if the transfer
// should proceed by using a function of the
// ‘TokenCreator® contract defined below. If

// the call fails (e.g. due to out-of-gas),

// the execution also fails here.

if (creator.isTokenTransferOK(owner, newOwner))

(continué en la préxima pagina)
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owner = newOwner;

contract TokenCreator {
function createToken(bytes32 name)
public
returns (OwnedToken tokenAddress)

{
// Create a new ‘Token contract and return its address.
// From the JavaScript side, the return type
// of this function is ‘address’, as this is
// the closest type available in the ABI.
return new OwnedToken(name) ;
}

function changeName (OwnedToken tokenAddress, bytes32 name) public {
// Again, the external type of ‘tokenAddress® is
// simply ‘address’.
tokenAddress.changeName (name) ;

}

// Perform checks to determine if transferring a token to the
// “OwnedToken" contract should proceed
function isTokenTransferOK(address currentOwner, address newOwner)

public
pure
returns (bool ok)
{
// Check an arbitrary condition to see if transfer should proceed
return keccak256(abi.encodePacked(currentOwner, newOwner))[0] == 0x7f;
1

3.9.2 Visibility and Getters

State Variable Visibility

public
Public state variables differ from internal ones only in that the compiler automatically generates getter functions
for them, which allows other contracts to read their values. When used within the same contract, the external
access (e.g. this.x) invokes the getter while internal access (e.g. x) gets the variable value directly from storage.
Setter functions are not generated so other contracts cannot directly modify their values.

internal
Internal state variables can only be accessed from within the contract they are defined in and in derived contracts.
They cannot be accessed externally. This is the default visibility level for state variables.

private
Private state variables are like internal ones but they are not visible in derived contracts.
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Advertencia: Making something private or internal only prevents other contracts from reading or modifying
the information, but it will still be visible to the whole world outside of the blockchain.

Function Visibility

Solidity knows two kinds of function calls: external ones that do create an actual EVM message call and internal ones
that do not. Furthermore, internal functions can be made inaccessible to derived contracts. This gives rise to four types
of visibility for functions.

external
External functions are part of the contract interface, which means they can be called from other contracts and via
transactions. An external function f cannot be called internally (i.e. £() does not work, but this.f() works).

public
Public functions are part of the contract interface and can be either called internally or via message calls.

internal
Internal functions can only be accessed from within the current contract or contracts deriving from it. They
cannot be accessed externally. Since they are not exposed to the outside through the contract’s ABI, they can take
parameters of internal types like mappings or storage references.

private
Private functions are like internal ones but they are not visible in derived contracts.

Advertencia: Making something private or internal only prevents other contracts from reading or modifying
the information, but it will still be visible to the whole world outside of the blockchain.

The visibility specifier is given after the type for state variables and between parameter list and return parameter list
for functions.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f(uint a) private pure returns (uint b) { return a + 1; }
function setData(uint a) internal { data = a; }
uint public data;

In the following example, D, can call c.getData() to retrieve the value of data in state storage, but is not able to call
f. Contract E is derived from C and, thus, can call compute.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
uint private data;

function f(uint a) private pure returns(uint b) { return a + 1; }

function setData(uint a) public { data = a; }

function getData() public view returns(uint) { return data; }

function compute(uint a, uint b) internal pure returns (uint) { return a + b; }

(continué en [a préxima pagina)
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}

// This will not compile
contract D {
function readData() public {
Cc =new CQO;
uint local = c.f(7); // error: member ‘f 1is not visible
c.setData(3);
local = c.getData(Q);
local = c.compute(3, 5); // error: member ‘compute  is not visible

}

contract E is C {
function g() public {
C c = new CQ;
uint val = compute(3, 5); // access to internal member (from derived to parent.
—contract)
}
}

Getter Functions

The compiler automatically creates getter functions for all public state variables. For the contract given below, the
compiler will generate a function called data that does not take any arguments and returns a uint, the value of the
state variable data. State variables can be initialized when they are declared.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
uint public data = 42;
}

contract Caller {
C c = new CQ;
function f() public view returns (uint) {
return c.dataQ;

}

The getter functions have external visibility. If the symbol is accessed internally (i.e. without this.), it evaluates to a
state variable. If it is accessed externally (i.e. with this.), it evaluates to a function.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract C {
uint public data;
function x() public returns (uint) {
data = 3; // internal access

(continué en Ta proxima pagina)
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return this.data(); // external access

If you have a public state variable of array type, then you can only retrieve single elements of the array via the generated
getter function. This mechanism exists to avoid high gas costs when returning an entire array. You can use arguments
to specify which individual element to return, for example myArray (8). If you want to return an entire array in one
call, then you need to write a function, for example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract arrayExample {
// public state variable
uint[] public myArray;

// Getter function generated by the compiler

Vi

function myArray(uint i) public view returns (uint) {
return myArray[i];

}

7':/

// function that returns entire array
function getArray() public view returns (uint[] memory) {
return myArray;

}

Now you can use getArray () to retrieve the entire array, instead of myArray (i), which returns a single element per
call.

The next example is more complex:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract Complex {

struct Data {
uint a;
bytes3 b;
mapping(uint => uint) map;
uint[3] c;
uint[] d;
bytes e;

}

mapping(uint => mapping(bool => Data[])) public data;

It generates a function of the following form. The mapping and arrays (with the exception of byte arrays) in the struct
are omitted because there is no good way to select individual struct members or provide a key for the mapping:
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function dataCuint argl, bool arg2, uint arg3)
public
returns (uint a, bytes3 b, bytes memory e)

{
a = data[argl][arg2][arg3].a;
b = data[argl][arg2][arg3].b;
e = data[argl][arg2][arg3].e;
}

3.9.3 Function Modifiers

Modifiers can be used to change the behaviour of functions in a declarative way. For example, you can use a modifier
to automatically check a condition prior to executing the function.

Modifiers are inheritable properties of contracts and may be overridden by derived contracts, but only if they are marked
virtual. For details, please see Modifier Overriding.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1 <0.9.0;
// This will report a warning due to deprecated selfdestruct

contract owned {
constructor() { owner = payable(msg.sender); }
address payable owner;

// This contract only defines a modifier but does not use
// it: it will be used in derived contracts.
// The function body is inserted where the special symbol
// "_;° in the definition of a modifier appears.
// This means that if the owner calls this function, the
// function is executed and otherwise, an exception is
// thrown.
modifier onlyOwner {
require(
msg.sender == owner,
"Only owner can call this function."

contract destructible is owned {
// This contract inherits the ‘onlyOwner® modifier from
// ‘owned" and applies it to the ‘destroy’ function, which
// causes that calls to ‘destroy’ only have an effect if
// they are made by the stored owner.
function destroy() public onlyOwner {

selfdestruct(owner);

}

}

contract priced {

(continué en la préxima pagina)
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// Modifiers can receive arguments:
modifier costs(uint price) {
if (msg.value >= price) {

}
}

contract Register is priced, destructible {
mapping(address => bool) registeredAddresses;
uint price;

constructor(uint initialPrice) { price = initialPrice; }

// It is important to also provide the

// ‘payable’ keyword here, otherwise the function will

// automatically reject all Ether sent to it.

function register() public payable costs(price) {
registeredAddresses[msg.sender] = true;

}

function changePrice(uint price_) public onlyOwner {
price = price_;

}

contract Mutex {
bool locked;
modifier noReentrancy() {
require(
Ilocked,
"Reentrant call."
s
locked = true;
locked = false;
}

/// This function is protected by a mutex, which means that
/// reentrant calls from within ‘msg.sender.call’ cannot call 'f again.
/// The ‘return 7° statement assigns 7 to the return value but still
/// executes the statement ‘locked = false' in the modifier.
function f() public noReentrancy returns (uint) {

(bool success,) = msg.sender.call("");

require(success);

return 7;

If you want to access a modifier m defined in a contract C, you can use C.m to reference it without virtual lookup. It
is only possible to use modifiers defined in the current contract or its base contracts. Modifiers can also be defined in
libraries but their use is limited to functions of the same library.
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Multiple modifiers are applied to a function by specifying them in a whitespace-separated list and are evaluated in the
order presented.

Modifiers cannot implicitly access or change the arguments and return values of functions they modify. Their values
can only be passed to them explicitly at the point of invocation.

In function modifiers, it is necessary to specify when you want the function to which the modifier is applied to be run.
The placeholder statement (denoted by a single underscore character _) is used to denote where the body of the function
being modified should be inserted. Note that the placeholder operator is different from using underscores as leading or
trailing characters in variable names, which is a stylistic choice.

Explicit returns from a modifier or function body only leave the current modifier or function body. Return variables are
assigned and control flow continues after the _ in the preceding modifier.

Advertencia: In an earlier version of Solidity, return statements in functions having modifiers behaved differently.

An explicit return from a modifier with return; does not affect the values returned by the function. The modifier can,
however, choose not to execute the function body at all and in that case the return variables are set to their default values
just as if the function had an empty body.

The _ symbol can appear in the modifier multiple times. Each occurrence is replaced with the function body.

Arbitrary expressions are allowed for modifier arguments and in this context, all symbols visible from the function are
visible in the modifier. Symbols introduced in the modifier are not visible in the function (as they might change by
overriding).

3.9.4 Variables de estado constantes e inmutables

Las variables de estado pueden ser declaradas como constant o immutable. En ambos casos, estas variables ya no
podran ser modificadas una vez se haya creado el contrato.

Las variables constant fijardn su valor ya directamente en el propio proceso de compilacién, mientras que las variables
immutable, podrdn hacerlo cuando el contrato sea construido.

También se pueden definir variables constant a nivel de archivo.

El compilador no reservard un espacio de almacenamiento (storage slot) para estas variables. En su lugar, cada una de
estas variables serd reemplazada por su respectivo valor.

En comparacién con las variables de estado convencionales, el coste de gas de las variables constantes e inmutables es
mucho mds bajo. Una variable declarada como constante tiene un valor fijo, el cual es copiado directamente en todos los
lugares que aparece o es accedido. Y gracias a esto, se obtiene una mayor optimizacién de los recursos computacionales
a nivel local. En el caso de las variables declaradas como inmutables, dichas variables se evaluaran tan solo una tunica
vez, justo cuando se realice la construccion del contrato. Serd en ese momento, cuando se copiardn todos los respectivos
valores, en todos aquellos lugares del c6digo que existan referencias a estas variables. Para estos valores inmutables, se
reservan siempre 32 bytes, incluso cuando no sea necesaria toda esta capacidad. Por este motivo, a veces, las variables
constantes resultan mas econdmicas que las variables inmutables.

Por ahora, no se soportan todos los tipos de datos para estas variables constantes e inmutables. Unicamente se soportan
los tipos strings (solo para constantes) y value types.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.4;

uint constant X = 32%%*22 + 8;

(continué en [a préxima pagina)
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contract C {
string constant TEXT = "abc";
bytes32 constant MY_HASH = keccak256("abc");
uint immutable decimals;
uint immutable maxBalance;
address immutable owner = msg.sender;

constructor(uint decimals_, address ref) {
decimals = decimals_;
// Las asignaciones a variables inmutables también pueden tener acceso a datos.
—de su entorno.
maxBalance = ref.balance;

function isBalanceTooHigh(address other) public view returns (bool) {
return other.balance > maxBalance;

Constantes

En el caso de las variables constant, el valor tiene que ser una constante en tiempo de compilacién, y tiene que
ser asignado en cada lugar donde las variables sean declaradas. Cualquier expresién que acceda al almacenamiento,
informacién de la blockchain (por ejemplo, block. timestamp, address(this) .balance o block.number) o datos
de ejecucion (msg.value o gasleft()) o llamadas hechas a contratos externos, son expresiones no permitidas. Las
expresiones con efectos secundarios en las asignaciones de memoria estdn permitidas, pero las que tengan efectos
secundarios sobre los objetos de la memoria no. Las funciones integradas (built-in functions) keccak256, sha256,
ripemd160, ecrecover, addmod y mulmod estdn permitidas (e incluso, a excepcién de keccak256, aunque hagan
llamadas a contratos externos).

El motivo por el cual se permiten efectos secundarios sobre las asignaciones de memoria, es que sea posible construir
objetos complejos como, por ejemplo, lookup-tables. Aunque esta caracteristica todavia no estd totalmente disponible
para ser usada.

Inmutables

Las variables declaradas como immutable son un poco menos restrictivas que las declaradas como constant: Las
variables inmutables pueden tener un valor arbitrario en el constructor del contracto o en el lugar de su declaracion.
Eso si, su valor solo puede ser asignado una vez. Pero a partir de ahi, ese valor puede leerse incluso durante el proceso
de construccién.

El cédigo de creacion del contrato el cual es generado por el compilador, serd modificado en tiempo de ejecucion,
y reemplazard todas las referencias a variables inmutables por sus correspondientes valores asignados en cada caso.
Esto es importante a la hora de comparar el cddigo que se usa en tiempo de ejecucion, y el cual estd generado por el
compilador, respecto del c6digo que finalmente permanece alojado en la blockchain.

Nota: Las variables inmutables que sean asignadas al ser declaradas solo se considerardn inicializadas una vez sea
ejecutado el constructor del contrato. Esto implica que no puedes inicializar inmutables en linea con un valor el cual
dependa de otra variable inmutable. Sin embargo, si que puedes hacerlo dentro del constructor del contrato.
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Esto evita que existan diferentes interpretaciones del cédigo, en relacion al orden de inicializacién de las variables de
estado y la ejecucién del constructor, especialmente cuando hay casos de herencia de valores.

3.9.5 Functions

Functions can be defined inside and outside of contracts.

Functions outside of a contract, also called «free functions», always have implicit internal visibility. Their code is
included in all contracts that call them, similar to internal library functions.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1 <0.9.0;

function sum(uint[] memory arr) pure returns (uint s) {
for (uint i = 0; i < arr.length; i++)
s += arr[i];

contract ArrayExample {

bool found;

function f(uint[] memory arr) public {
// This calls the free function internally.
// The compiler will add its code to the contract.
uint s = sum(arr);
require(s >= 10);
found = true;

Nota: Functions defined outside a contract are still always executed in the context of a contract. They still can call
other contracts, send them Ether and destroy the contract that called them, among other things. The main difference to
functions defined inside a contract is that free functions do not have direct access to the variable this, storage variables
and functions not in their scope.

Function Parameters and Return Variables

Functions take typed parameters as input and may, unlike in many other languages, also return an arbitrary number of
values as output.

Function Parameters

Function parameters are declared the same way as variables, and the name of unused parameters can be omitted.

For example, if you want your contract to accept one kind of external call with two integers, you would use something
like the following:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

(continué en [a préxima pagina)

122 Capitulo 3. Contenidos




Solidity Documentation, Versién 0.8.20

(proviene de la pagina anterior)

contract Simple {
uint sum;
function taker(uint a, uint b) public {
sum = a + b;

Function parameters can be used as any other local variable and they can also be assigned to.

Return Variables

Function return variables are declared with the same syntax after the returns keyword.

For example, suppose you want to return two results: the sum and the product of two integers passed as function
parameters, then you use something like:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract Simple {
function arithmetic(uint a, uint b)

public

pure

returns (uint sum, uint product)
{

sum = a + b;

product = a * b;
}

The names of return variables can be omitted. Return variables can be used as any other local variable and they are
initialized with their default value and have that value until they are (re-)assigned.

You can either explicitly assign to return variables and then leave the function as above, or you can provide return values
(either a single or multiple ones) directly with the return statement:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract Simple {
function arithmetic(uint a, uint b)

public

pure

returns (uint sum, uint product)
{

return (a + b, a * b);
1

If you use an early return to leave a function that has return variables, you must provide return values together with
the return statement.
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Nota: You cannot return some types from non-internal functions. This includes the types listed below and any com-
posite types that recursively contain them:

= mappings,

= internal function types,

= reference types with location set to storage,

» multi-dimensional arrays (applies only to ABI coder vl),
= structs (applies only to ABI coder v1).

This restriction does not apply to library functions because of their different internal ABI.

Returning Multiple Values

When a function has multiple return types, the statement return (v®, v1, ..., vn) canbe used to return multiple
values. The number of components must be the same as the number of return variables and their types have to match,
potentially after an implicit conversion.

State Mutability

View Functions

Functions can be declared view in which case they promise not to modify the state.

Nota: If the compiler’s EVM target is Byzantium or newer (default) the opcode STATICCALL is used when view
functions are called, which enforces the state to stay unmodified as part of the EVM execution. For library view
functions DELEGATECALL is used, because there is no combined DELEGATECALL and STATICCALL. This means library
view functions do not have run-time checks that prevent state modifications. This should not impact security negatively
because library code is usually known at compile-time and the static checker performs compile-time checks.

The following statements are considered modifying the state:
1. Writing to state variables.

Emitting events.

Creating other contracts.

Using selfdestruct.

Sending Ether via calls.

Calling any function not marked view or pure.

Using low-level calls.

® Nk » N

Using inline assembly that contains certain opcodes.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {

(continué en [a préxima pagina)
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function f(uint a, uint b) public view returns (uint) {
return a * (b + 42) + block.timestamp;
}

Nota: constant on functions used to be an alias to view, but this was dropped in version 0.5.0.

Nota: Getter methods are automatically marked view.

Nota: Prior to version 0.5.0, the compiler did not use the STATICCALL opcode for view functions. This enabled state
modifications in view functions through the use of invalid explicit type conversions. By using STATICCALL for view
functions, modifications to the state are prevented on the level of the EVM.

Pure Functions

Functions can be declared pure in which case they promise not to read from or modify the state. In particular, it should
be possible to evaluate a pure function at compile-time given only its inputs and msg . data, but without any knowledge
of the current blockchain state. This means that reading from immutable variables can be a non-pure operation.

Nota: If the compiler’s EVM target is Byzantium or newer (default) the opcode STATICCALL is used, which does not
guarantee that the state is not read, but at least that it is not modified.

In addition to the list of state modifying statements explained above, the following are considered reading from the
state:

1. Reading from state variables.
Accessing address(this).balance or <address>.balance.
Accessing any of the members of block, tx, msg (with the exception of msg.sig and msg.data).

Calling any function not marked pure.

A

Using inline assembly that contains certain opcodes.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {
function f(uint a, uint b) public pure returns (uint) {
return a * (b + 42);

}

Pure functions are able to use the revert () and require () functions to revert potential state changes when an error
OCCUrs.
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Reverting a state change is not considered a «state modification», as only changes to the state made previously in code
that did not have the view or pure restriction are reverted and that code has the option to catch the revert and not
pass it on.

This behaviour is also in line with the STATICCALL opcode.

Advertencia: It is not possible to prevent functions from reading the state at the level of the EVM, it is only possible
to prevent them from writing to the state (i.e. only view can be enforced at the EVM level, pure can not).

Nota: Prior to version 0.5.0, the compiler did not use the STATICCALL opcode for pure functions. This enabled state
modifications in pure functions through the use of invalid explicit type conversions. By using STATICCALL for pure
functions, modifications to the state are prevented on the level of the EVM.

Nota: Prior to version 0.4.17 the compiler did not enforce that pure is not reading the state. It is a compile-time type
check, which can be circumvented doing invalid explicit conversions between contract types, because the compiler can
verify that the type of the contract does not do state-changing operations, but it cannot check that the contract that will
be called at runtime is actually of that type.

Special Functions

Receive Ether Function

A contract can have at most one receive function, declared using receive() external payable { ... } (wit-
hout the function keyword). This function cannot have arguments, cannot return anything and must have external
visibility and payable state mutability. It can be virtual, can override and can have modifiers.

The receive function is executed on a call to the contract with empty calldata. This is the function that is executed on
plain Ether transfers (e.g. via .send() or .transfer()). If no such function exists, but a payable fallback function
exists, the fallback function will be called on a plain Ether transfer. If neither a receive Ether nor a payable fallback
function is present, the contract cannot receive Ether through a transaction that does not represent a payable function
call and throws an exception.

In the worst case, the receive function can only rely on 2300 gas being available (for example when send or transfer
is used), leaving little room to perform other operations except basic logging. The following operations will consume
more gas than the 2300 gas stipend:

= Writing to storage
= Creating a contract

= Calling an external function which consumes a large amount of gas

Sending Ether

Advertencia: When Ether is sent directly to a contract (without a function call, i.e. sender uses send or transfer)
but the receiving contract does not define a receive Ether function or a payable fallback function, an exception will
be thrown, sending back the Ether (this was different before Solidity v0.4.0). If you want your contract to receive
Ether, you have to implement a receive Ether function (using payable fallback functions for receiving Ether is not
recommended, since the fallback is invoked and would not fail for interface confusions on the part of the sender).
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Advertencia: A contract without a receive Ether function can receive Ether as a recipient of a coinbase transaction
(aka miner block reward) or as a destination of a sel fdestruct.

A contract cannot react to such Ether transfers and thus also cannot reject them. This is a design choice of the EVM
and Solidity cannot work around it.

It also means that address (this) .balance can be higher than the sum of some manual accounting implemented
in a contract (i.e. having a counter updated in the receive Ether function).

Below you can see an example of a Sink contract that uses function receive.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

// This contract keeps all Ether sent to it with no way
// to get it back.
contract Sink {
event Received(address, uint);
receive() external payable {
emit Received(msg.sender, msg.value);

}

Fallback Function

A contract can have at most one fallback function, declared using either fallback () external [payable] or
fallback (bytes calldata input) external [payable] returns (bytes memory output) (both wit-
hout the function keyword). This function must have external visibility. A fallback function can be virtual, can
override and can have modifiers.

The fallback function is executed on a call to the contract if none of the other functions match the given function
signature, or if no data was supplied at all and there is no receive Ether function. The fallback function always receives
data, but in order to also receive Ether it must be marked payable.

If the version with parameters is used, input will contain the full data sent to the contract (equal to msg.data) and can
return data in output. The returned data will not be ABI-encoded. Instead it will be returned without modifications
(not even padding).

In the worst case, if a payable fallback function is also used in place of a receive function, it can only rely on 2300 gas
being available (see receive Ether function for a brief description of the implications of this).

Like any function, the fallback function can execute complex operations as long as there is enough gas passed on to it.

Advertencia: A payable fallback function is also executed for plain Ether transfers, if no receive Ether function
is present. It is recommended to always define a receive Ether function as well, if you define a payable fallback
function to distinguish Ether transfers from interface confusions.

Nota: If you want to decode the input data, you can check the first four bytes for the function selector and
then you can use abi.decode together with the array slice syntax to decode ABI-encoded data: (c, d) = abi.
decode(input[4:], (uint256, uint256)); Note that this should only be used as a last resort and proper fun-
ctions should be used instead.
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

contract Test {
uint x;
// This function is called for all messages sent to
// this contract (there is no other function).
// Sending Ether to this contract will cause an exception,
// because the fallback function does not have the ‘payable’
// modifier.
fallback() external { x = 1; }

}

contract TestPayable {
uint x;
uint v;

// This function is called for all messages sent to

// this contract, except plain Ether transfers

// (there is no other function except the receive function).

// Any call with non-empty calldata to this contract will execute

// the fallback function (even if Ether is sent along with the call).
fallback() external payable { x = 1; y = msg.value; }

// This function is called for plain Ether transfers, 1i.e.
// for every call with empty calldata.
receive() external payable { x = 2; y = msg.value; }

¥

contract Caller {
function callTest(Test test) public returns (bool) {
(bool success,) = address(test).call(abi.encodeWithSignature(
—"nonExistingFunction()"));
require(success);
// results in test.x becoming == 1.

// address(test) will not allow to call “‘send™ directly, since ““test’ has no.
—payable

// fallback function.

// It has to be converted to the “‘address payable™ type to even allow calling.,
— 'send™ on it.

address payable testPayable = payable(address(test));

// If someone sends Ether to that contract,
// the transfer will fail, i.e. this returns false here.
return testPayable.send(2 ether);

}

function callTestPayable(TestPayable test) public returns (bool) {
(bool success,) = address(test).call(abi.encodeWithSignature(
—"nonExistingFunction()"));
require(success);
// results in test.x becoming == 1 and test.y becoming 0.
(success,) = address(test).call{value: 1}(abi.encodeWithSignature(

(continué en la préxima pagina)
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—"nonExistingFunction()"));
require(success);
// results in test.x becoming == 1 and test.y becoming 1.

// If someone sends Ether to that contract, the receive function in TestPayable.

~will be called.
// Since that function writes to storage, it takes more gas than is available.

~with a
// simple “‘send or “‘transfer' . Because of that, we have to use a low-level,

—call.
(success,) = address(test).call{value: 2 ether}("");
require(success);
// results in test.x becoming == 2 and test.y becoming 2 ether.
return true;
}
}

Function Overloading

A contract can have multiple functions of the same name but with different parameter types. This process is called
«overloading» and also applies to inherited functions. The following example shows overloading of the function f in

the scope of contract A.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract A {
function f(uint value) public pure returns (uint out) {
out = value;

}

function f(uint value, bool really) public pure returns (uint out) {
if (really)
out = value;

Overloaded functions are also present in the external interface. It is an error if two externally visible functions differ by
their Solidity types but not by their external types.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

// This will not compile
contract A {
function f(B value) public pure returns (B out) {
out = value;

}

function f(address value) public pure returns (address out) {

(continu€ en Ia proxima pagina)
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out = value;

}

contract B {

}

Both f function overloads above end up accepting the address type for the ABI although they are considered different
inside Solidity.

Overload resolution and Argument matching

Overloaded functions are selected by matching the function declarations in the current scope to the arguments supplied
in the function call. Functions are selected as overload candidates if all arguments can be implicitly converted to the
expected types. If there is not exactly one candidate, resolution fails.

Nota: Return parameters are not taken into account for overload resolution.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract A {
function f(uint8 val) public pure returns (uint8 out) {
out = val;

}

function f(uint256 val) public pure returns (uint256 out) {
out = val;

}

Calling £(50) would create a type error since 50 can be implicitly converted both to uint8 and uint256 types. On
another hand £(256) would resolve to £(uint256) overload as 256 cannot be implicitly converted to uints8.

3.9.6 Events

Solidity events give an abstraction on top of the EVM’s logging functionality. Applications can subscribe and listen to
these events through the RPC interface of an Ethereum client.

Events are inheritable members of contracts. When you call them, they cause the arguments to be stored in the transac-
tion’s log - a special data structure in the blockchain. These logs are associated with the address of the contract, are
incorporated into the blockchain, and stay there as long as a block is accessible (forever as of now, but this might chan-
ge with Serenity). The Log and its event data is not accessible from within contracts (not even from the contract that
created them).

It is possible to request a Merkle proof for logs, so if an external entity supplies a contract with such a proof, it can
check that the log actually exists inside the blockchain. You have to supply block headers because the contract can only
see the last 256 block hashes.

You can add the attribute indexed to up to three parameters which adds them to a special data structure known as
«topics» instead of the data part of the log. A topic can only hold a single word (32 bytes) so if you use a reference type
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for an indexed argument, the Keccak-256 hash of the value is stored as a topic instead.
All parameters without the indexed attribute are ABI-encoded into the data part of the log.

Topics allow you to search for events, for example when filtering a sequence of blocks for certain events. You can also
filter events by the address of the contract that emitted the event.

For example, the code below uses the web3.js subscribe("logs") method to filter logs that match a topic with a
certain address value:

var options = {

fromBlock: 0,

address: web3.eth.defaultAccount,

topics: ["0x0000000000000000000000000000000000000000000000000000000000000000", null,..
—null]
};
web3.eth.subscribe('logs', options, function (error, result) {

if (lerror)

console.log(result);

9]
.on("data", function (log) {
console.log(log);
b
.on("changed", function (log) {
s

The hash of the signature of the event is one of the topics, except if you declared the event with the anonymous specifier.
This means that it is not possible to filter for specific anonymous events by name, you can only filter by the contract
address. The advantage of anonymous events is that they are cheaper to deploy and call. It also allows you to declare
four indexed arguments rather than three.

Nota: Since the transaction log only stores the event data and not the type, you have to know the type of the event,
including which parameter is indexed and if the event is anonymous in order to correctly interpret the data. In particular,
it is possible to «fake» the signature of another event using an anonymous event.

Members of Events

= event.selector: For non-anonymous events, this is a bytes32 value containing the keccak256 hash of the
event signature, as used in the default topic.

Example

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.21 <0.9.0;

contract ClientReceipt {
event Deposit(
address indexed from,
bytes32 indexed id,
uint value

)H

(continué en [a proxima pagina)
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function deposit(bytes32 id) public payable {
// Events are emitted using ‘emit’, followed by
// the name of the event and the arguments
// (if any) in parentheses. Any such invocation
// (even deeply nested) can be detected from
// the JavaScript API by filtering for ‘Deposit’.
emit Deposit(msg.sender, id, msg.value);

The use in the JavaScript API is as follows:

var abi = /* abi as generated by the compiler */;
var ClientReceipt = web3.eth.contract(abi);
var clientReceipt = ClientReceipt.at("0x1234...ab67" /* address */);

var depositEvent = clientReceipt.Deposit();

// watch for changes
depositEvent.watch(function(error, result){
// result contains non-indexed arguments and topics
// given to the ‘Deposit” call.
if (lerror)
console.log(result);
9K

// Or pass a callback to start watching immediately
var depositEvent = clientReceipt.Deposit(function(error, result) {
if (lerror)
console.log(result);

b;

The output of the above looks like the following (trimmed):

{
"returnValues": {
"from": "Ox1111...FFFFCCCC",
"id": "0x50...sd5adb20",
"value": "0x420042"
1,
"raw": {
"data": "Ox7f...91385",
"topics": ["Oxfd4...bdead7", "0x7f...1a91385"]
}
}
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Additional Resources for Understanding Events

= Javascript documentation
= Example usage of events

= How to access them in js

3.9.7 Errores e Instruccion Revert
Los errores en Solidity proporcionan una forma conveniente y eficiente en gas de explicar al usuario por qué ha fallado
una operacién. Se pueden definir dentro y fuera de los contratos (incluidas las interfaces y bibliotecas).

Deben utilizarse junto con la instruccion revert statement que hace que se reviertan todos los cambios en la llamada
actual y que los datos de error se devuelvan al llamador.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.4;

/// Insufficient balance for transfer. Needed ‘required’ but only
/// “available® available.

/// @param available balance available.

/// @param required requested amount to transfer.

error InsufficientBalance(uint256 available, uint256 required);

contract TestToken {
mapping(address => uint) balance;
function transfer(address to, uint256 amount) public {
if (amount > balance[msg.sender])
revert InsufficientBalance({
available: balance[msg.sender],
required: amount

b
balance[msg.sender] -= amount;
balance[to] += amount;
}
/) ...

Los errores no se pueden sobrecargar ni anular, pero se heredan. El mismo error se puede definir en varios lugares,
siempre y cuando los dmbitos sean distintos. Las instancias de errores solo se pueden crear utilizando instrucciones
revert.

El error crea datos que luego se pasan al llamador con la operacién de reversion para volver al componente fuera de la
cadena o capturarlo en una instruccion #ry/catch. Tenga en cuenta que un error solo se puede detectar cuando proviene
de una llamada externa, las reversiones que ocurren en llamadas internas o dentro de la misma funcién no se pueden
capturar.

Si no proporciona ningiin pardmetro, el error solo necesita cuatro bytes de datos y puede utilizar NazSpec como se
indica anteriormente para explicar mds a fondo las razones del error, que no se almacena en la cadena. Esto hace que
esta sea una funcién de informe de errores muy barata y conveniente al mismo tiempo.

Mais especificamente, una instancia de error estd codificada en ABI de la misma manera que seria una llamada a una
funcién del mismo nombre y tipos y luego utilizada como los datos devueltos en el opcode revert. Esto significa que
los datos consisten en un selector de 4 bytes seguido por datos de ABI-encoded. El selector consiste en los primeros 4
bytes del hash keccak256 de la firma del tipo de error.
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Nota: Es posible que un contrato se revierta con diferentes errores del mismo nombre o incluso con errores definidos
en diferentes lugares que no son identificables por el llamante. Para el exterior, es decir, el ABI, sélo el nombre del
error es relevante, no el contrato o el archivo donde esta definido.

La sentencia require(condition, "description"); seria equivalente a if (!condition) revert
Error("description™) si pudiera definir error Error(string). Tenga en cuenta, sin embargo, que Error es
un tipo integrado y no se puede definir en c6digo proporcionado por el usuario.

De manera similar, un assert o condiciones similares se revertirdn con un error del tipo integrado Panic (uint256)

Nota: Los datos de error sélo se deben utilizar para indicar un fallo, pero no como un medio para el control de flujo.
El motivo es que los datos de reversion de llamadas internas se propaga de vuelta a través de la cadena de llamadas
externas de forma predeterminada. Esto significa que una llamada interna puede “forjar” datos de reversion que parecen
haber venido del contrato que lo llamé.

Miembros de Errores

= error.selector: Un valor de bytes4 que contiene el selector de errores.

3.9.8 Inheritance

Solidity supports multiple inheritance including polymorphism.

Polymorphism means that a function call (internal and external) always executes the function of the same name (and
parameter types) in the most derived contract in the inheritance hierarchy. This has to be explicitly enabled on each
function in the hierarchy using the virtual and override keywords. See Function Overriding for more details.

It is possible to call functions further up in the inheritance hierarchy internally by explicitly specifying the contract
using ContractName. functionName () or using super. functionName () if you want to call the function one level
higher up in the flattened inheritance hierarchy (see below).

When a contract inherits from other contracts, only a single contract is created on the blockchain, and the code from all
the base contracts is compiled into the created contract. This means that all internal calls to functions of base contracts
also just use internal function calls (super. £(..) will use JUMP and not a message call).

State variable shadowing is considered as an error. A derived contract can only declare a state variable x, if there is no
visible state variable with the same name in any of its bases.

The general inheritance system is very similar to Python’s, especially concerning multiple inheritance, but there are
also some differences.

Details are given in the following example.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
// This will report a warning due to deprecated selfdestruct

contract Owned {
constructor() { owner = payable(msg.sender); }
address payable owner;

(continué en [a préxima pagina)
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// Use “is’ to derive from another contract. Derived

// contracts can access all non-private members including

// internal functions and state variables. These cannot be

// accessed externally via “this’, though.

contract Destructible is Owned {
// The keyword ‘virtual® means that the function can change
// its behaviour in derived classes ("overriding").
function destroy() virtual public {

if (msg.sender == owner) selfdestruct(owner);

}

// These abstract contracts are only provided to make the
// interface known to the compiler. Note the function
// without body. If a contract does not implement all
// functions it can only be used as an interface.
abstract contract Config {
function lookup(uint id) public virtual returns (address adr);

}

abstract contract NameReg {
function register(bytes32 name) public virtual;
function unregister() public virtual;

// Multiple inheritance is possible. Note that ‘Owned 1is
// also a base class of Destructible’, yet there is only a single
// instance of ‘Owned’ (as for virtual inheritance in C++).
contract Named is Owned, Destructible {
constructor(bytes32 name) {
Config config = Config(0xD5f9D8D94886E70b06E474c3fB14Fd43E2£23970);
NameReg(config.lookup(1)).register(name);

}

// Functions can be overridden by another function with the same name and
// the same number/types of inputs. If the overriding function has different
// types of output parameters, that causes an error.
// Both local and message-based function calls take these overrides
// into account.
// If you want the function to override, you need to use the
// ‘override® keyword. You need to specify the ‘virtual® keyword again
// if you want this function to be overridden again.
function destroy() public virtual override {
if (msg.sender == owner) {
Config config = Config(0xD5f9D8D94886E70b0O6E474c3fB14Fd43E2£23970);
NameReg(config.lookup(1)) .unregister();
// It is still possible to call a specific
// overridden function.

(continué en la préxima pagina)
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Destructible.destroy(Q);

// If a constructor takes an argument, it needs to be
// provided in the header or modifier-invocation-style at
// the constructor of the derived contract (see below).
contract PriceFeed is Owned, Destructible, Named("GoldFeed") {
function updateInfo(uint newInfo) public {
if (msg.sender == owner) info = newlInfo;

}

// Here, we only specify ‘override' and not ‘virtual'.

// This means that contracts deriving from ‘PriceFeed"

// cannot change the behaviour of ‘destroy’ anymore.

function destroy() public override(Destructible, Named) { Named.destroy(); }
function get() public view returns(uint r) { return info; }

uint info;

Note that above, we call Destructible.destroy() to «forward» the destruction request. The way this is done is
problematic, as seen in the following example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
// This will report a warning due to deprecated selfdestruct

contract owned {
constructor() { owner = payable(msg.sender); }
address payable owner;

}

contract Destructible is owned {
function destroy() public virtual {
if (msg.sender == owner) selfdestruct(owner);
}
}

contract Basel is Destructible {

function destroy() public virtual override { /* do cleanup 1 */ Destructible.
—destroy(Q; }
}

contract Base2 is Destructible {

function destroy() public virtual override { /* do cleanup 2 */ Destructible.
—destroy(); }
}

contract Final is Basel, Base2 {

(continué en Ia proxima pagina)
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function destroy() public override(Basel, Base2) { Base2.destroy(); }

A call to Final.destroy() will call Base2.destroy because we specify it explicitly in the final override, but this
function will bypass Basel.destroy. The way around this is to use super:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
// This will report a warning due to deprecated selfdestruct

contract owned {
constructor() { owner = payable(msg.sender); }
address payable owner;

}

contract Destructible is owned {
function destroy() virtual public {
if (msg.sender == owner) selfdestruct(owner);
}
}

contract Basel is Destructible {
function destroy() public virtual override { /* do cleanup 1 */ super.destroy(); }
}

contract Base2 is Destructible {
function destroy() public virtual override { /* do cleanup 2 */ super.destroy(); }
}

contract Final is Basel, Base2 {
function destroy() public override(Basel, Base2) { super.destroy(); }

}

If Base2 calls a function of super, it does not simply call this function on one of its base contracts. Rather, it calls
this function on the next base contract in the final inheritance graph, so it will call Basel.destroy() (note that the
final inheritance sequence is — starting with the most derived contract: Final, Base2, Basel, Destructible, owned). The
actual function that is called when using super is not known in the context of the class where it is used, although its
type is known. This is similar for ordinary virtual method lookup.

Function Overriding

Base functions can be overridden by inheriting contracts to change their behavior if they are marked as virtual. The
overriding function must then use the override keyword in the function header. The overriding function may only
change the visibility of the overridden function from external to public. The mutability may be changed to a more
strict one following the order: nonpayable can be overridden by view and pure. view can be overridden by pure.
payable is an exception and cannot be changed to any other mutability.

The following example demonstrates changing mutability and visibility:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

(continué en Ta proxima pagina)
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contract Base

{

function foo() virtual external view {}

}
contract Middle is Base {}

contract Inherited is Middle
{

function foo() override public pure {}

}

For multiple inheritance, the most derived base contracts that define the same function must be specified explicitly
after the override keyword. In other words, you have to specify all base contracts that define the same function and
have not yet been overridden by another base contract (on some path through the inheritance graph). Additionally, if a
contract inherits the same function from multiple (unrelated) bases, it has to explicitly override it:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract Basel

{
function foo() virtual public {}
}
contract Base2
{
function foo() virtual public {}
}
contract Inherited is Basel, Base2
{
// Derives from multiple bases defining foo(), so we must explicitly
// override it
function foo() public override(Basel, Base2) {}
}

An explicit override specifier is not required if the function is defined in a common base contract or if there is a unique
function in a common base contract that already overrides all other functions.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract A { function f() public pure{} }
contract B is A {}

contract C is A {}

// No explicit override required
contract D is B, C {}

More formally, it is not required to override a function (directly or indirectly) inherited from multiple bases if there is a
base contract that is part of all override paths for the signature, and (1) that base implements the function and no paths
from the current contract to the base mentions a function with that signature or (2) that base does not implement the
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function and there is at most one mention of the function in all paths from the current contract to that base.

In this sense, an override path for a signature is a path through the inheritance graph that starts at the contract under
consideration and ends at a contract mentioning a function with that signature that does not override.

If you do not mark a function that overrides as virtual, derived contracts can no longer change the behaviour of that
function.

Nota: Functions with the private visibility cannot be virtual.

Nota: Functions without implementation have to be marked virtual outside of interfaces. In interfaces, all functions
are automatically considered virtual.

Nota: Starting from Solidity 0.8.8, the override keyword is not required when overriding an interface function,
except for the case where the function is defined in multiple bases.

Public state variables can override external functions if the parameter and return types of the function matches the
getter function of the variable:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract A
{
function f() external view virtual returns(uint) { return 5; }
}
contract B is A
{
uint public override f;
}

Nota: While public state variables can override external functions, they themselves cannot be overridden.

Modifier Overriding

Function modifiers can override each other. This works in the same way as function overriding (except that there is no
overloading for modifiers). The virtual keyword must be used on the overridden modifier and the override keyword
must be used in the overriding modifier:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract Base

{

modifier foo() virtual {_;}

(continué en [a préxima pagina)
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contract Inherited is Base

{

modifier foo() override {_;}

In case of multiple inheritance, all direct base contracts must be specified explicitly:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract Basel

{
modifier foo() virtual {_;}
}
contract Base2
{
modifier foo() virtual {_;}
}
contract Inherited is Basel, Base2
{
modifier foo() override(Basel, Base2) {_;}
}
Constructors

A constructor is an optional function declared with the constructor keyword which is executed upon contract crea-
tion, and where you can run contract initialisation code.

Before the constructor code is executed, state variables are initialised to their specified value if you initialise them
inline, or their default value if you do not.

After the constructor has run, the final code of the contract is deployed to the blockchain. The deployment of the code
costs additional gas linear to the length of the code. This code includes all functions that are part of the public interface
and all functions that are reachable from there through function calls. It does not include the constructor code or internal
functions that are only called from the constructor.

If there is no constructor, the contract will assume the default constructor, which is equivalent to constructor() {}.
For example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

abstract contract A {
uint public a;

constructor(uint a_ ) {
a=a_;

contract B is A(1) {

(continué en [a préxima pagina)
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constructor() {}

You can use internal parameters in a constructor (for example storage pointers). In this case, the contract has to be mar-
ked abstract, because these parameters cannot be assigned valid values from outside but only through the constructors
of derived contracts.

Advertencia: Prior to version 0.4.22, constructors were defined as functions with the same name as the contract.
This syntax was deprecated and is not allowed anymore in version 0.5.0.

Advertencia: Prior to version 0.7.0, you had to specify the visibility of constructors as either internal or public.

Arguments for Base Constructors

The constructors of all the base contracts will be called following the linearization rules explained below. If the base
constructors have arguments, derived contracts need to specify all of them. This can be done in two ways:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract Base {
uint x;
constructor(uint x ) { x = x_; }

// Either directly specify in the inheritance list...
contract Derivedl is Base(7) {
constructor() {}

// or through a "modifier" of the derived constructor...
contract Derived2 is Base {
constructor(uint y) Base(y * y) {}

// or declare abstract...
abstract contract Derived3 is Base {

}

// and have the next concrete derived contract initialize it.
contract DerivedFromDerived is Derived3 {
constructor() Base(10 + 10) {}

One way is directly in the inheritance list (is Base(7)). The other is in the way a modifier is invoked as part of the
derived constructor (Base(y * y)). The first way to do it is more convenient if the constructor argument is a constant
and defines the behaviour of the contract or describes it. The second way has to be used if the constructor arguments
of the base depend on those of the derived contract. Arguments have to be given either in the inheritance list or in
modifier-style in the derived constructor. Specifying arguments in both places is an error.
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If aderived contract does not specify the arguments to all of its base contracts” constructors, it must be declared abstract.
In that case, when another contract derives from it, that other contract’s inheritance list or constructor must provide
the necessary parameters for all base classes that haven’t had their parameters specified (otherwise, that other contract
must be declared abstract as well). For example, in the above code snippet, see Derived3 and DerivedFromDerived.

Multiple Inheritance and Linearization

Languages that allow multiple inheritance have to deal with several problems. One is the Diamond Problem. Solidity
is similar to Python in that it uses «C3 Linearization» to force a specific order in the directed acyclic graph (DAG) of
base classes. This results in the desirable property of monotonicity but disallows some inheritance graphs. Especially,
the order in which the base classes are given in the is directive is important: You have to list the direct base contracts
in the order from «most base-like» to «most derived». Note that this order is the reverse of the one used in Python.

Another simplifying way to explain this is that when a function is called that is defined multiple times in different
contracts, the given bases are searched from right to left (left to right in Python) in a depth-first manner, stopping at the
first match. If a base contract has already been searched, it is skipped.

In the following code, Solidity will give the error «Linearization of inheritance graph impossible».

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract X {}

contract A is X {}

// This will not compile
contract C is A, X {}

The reason for this is that C requests X to override A (by specifying A, X in this order), but A itself requests to override
X, which is a contradiction that cannot be resolved.

Due to the fact that you have to explicitly override a function that is inherited from multiple bases without a unique
override, C3 linearization is not too important in practice.

One area where inheritance linearization is especially important and perhaps not as clear is when there are multiple
constructors in the inheritance hierarchy. The constructors will always be executed in the linearized order, regardless
of the order in which their arguments are provided in the inheriting contract’s constructor. For example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract Basel {
constructor() {}

contract Base2 {
constructor() {}

// Constructors are executed in the following order:
// 1 - Basel
// 2 - Base2
// 3 - Derivedl
contract Derivedl is Basel, Base2 {
constructor() Basel() Base2() {}

(continué en [a préxima pagina)
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// Constructors are executed in the following order:
// 1 - Base2
// 2 - Basel
// 3 - Derived2
contract Derived2 is Base2, Basel {
constructor() Base2() Basel() {}

// Constructors are still executed in the following order:
// 1 - Base2
// 2 - Basel
// 3 - Derived3
contract Derived3 is Base2, Basel {
constructor() Basel() Base2() {}

Inheriting Different Kinds of Members of the Same Name

It is an error when any of the following pairs in a contract have the same name due to inheritance:
= a function and a modifier
= a function and an event
= an event and a modifier

As an exception, a state variable getter can override an external function.

3.9.9 Contratos Abstractos

Los contratos deben marcarse como abstractos cuando al menos una de sus funciones no estd implementada o cuando no
proporcionan argumentos para todos los constructores en los contratos base. Incluso si este no es el caso, un contrato atin
puede marcarse como abstracto cuando no tiene la intencién de que ser creado directamente. Los contratos abstractos
son similares a las Inferfaces, sin embargo, una interfaz estd mds limitada en lo que puede declarar.

Un contrato abstracto se declara utilizando la palabra clave abstract, como se muestra en el siguiente ejemplo. Se
debe tener en cuenta que este contrato debe definirse como abstracto, porque se declara la funcién utterance(),
pero no se proporcioné ninguna implementacién (no se proporciond ninguna implementacién dentro del cuerpo de la
funcion { 3).

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

abstract contract Feline {
function utterance() public virtual returns (bytes32);

Dichos contratos abstractos no pueden instanciarse directamente. Esto también es cierto, si un contrato abstracto en
sf mismo implementa todas las funciones definidas. El uso de un contrato abstracto como clase base se muestra en el
siguiente ejemplo:
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

abstract contract Feline {

function utterance() public pure virtual returns (bytes32);

contract Cat is Feline {
function utterance() public pure override returns (bytes32) { return "miaow"; }

Siun contrato hereda partes de un contrato abstracto y no implementa todas las funciones que no fueron implementadas
mediante anulacion, debe marcarse como abstracto.

Se debe tener en cuenta que una funcidn sin implementacion es diferente de una Funcion Type, aunque su sintaxis sea
muy similar.

Ejemplo de funcién sin implementacién (una declaracién de funcién):

function foo(address) external returns (address);

Ejemplo de declaracién de una variable cuyo tipo es un tipo funcién:

function(address) external returns (address) foo;

Los contratos abstractos desacoplan la definicién de un contrato de su implementacién, proporcionando una mejor
extensibilidad y autodocumentacidn, facilitando patrones como el método de plantilla y eliminando la duplicacién de
c6digo. Los contratos abstractos son ttiles de la misma manera que lo es definir métodos en una interfaz. Es una forma
de que el disefiador del contrato abstracto diga «cualquier hijo mio debe implementar este método».

Nota: Los contratos abstractos no pueden anular una funcién virtual implementada con una no implementada.

3.9.10 Interfaces
Las interfaces son similares a los contratos abstractos, pero no pueden tener funciones implementadas. Cuentan con
mds restricciones:
= No pueden heredar de otros contratos, pero pueden heredar de otras interfaces.
= Todas las funciones declaradas deben ser externas en la interfaz, incluso si son publicas en el contrato.
= No pueden declarar un constructor.
= No pueden declarar variables de estado.
= No pueden declarar modificadores.
Algunas de estas restricciones podrian dejar de aplicarse en un futuro.

Las interfaces se limitan basicamente a lo que puede representar el ABI del contrato. La conversion entre el ABI y una
interfaz deberfa ser posible sin ninguna pérdida de informacion.

Las interfaces se indican con su propia palabra clave:
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

interface Token {
enum TokenType { Fungible, NonFungible }
struct Coin { string obverse; string reverse; }
function transfer(address recipient, uint amount) external;

Los contratos pueden heredar interfaces como heredarian otros contratos.

Todas las funciones declaradas en las interfaces son implicitamente virtual y cualquier funcién que las invalide no
necesita la palabra clave override. Esto no significa automaticamente que una funcién de anulacién se pueda anular
de nuevo; esto solamente es posible si la funcién de anulacion estd marcada como virtual.

Las interfaces pueden heredar de otras interfaces. Aplican las mismas reglas de una herencia normal.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

interface ParentA {
function test() external returns (uint256);

interface ParentB {
function test() external returns (uint256);

interface SubInterface is ParentA, ParentB {
// Must redefine test in order to assert that the parent
// meanings are compatible.
function test() external override(ParentA, ParentB) returns (uint256);

Se puede acceder a los tipos definidos dentro de las interfaces y otras estructuras similares a contratos desde otros
contratos: Token.TokenType o Token.Coin.

3.9.11 Libraries

Libraries are similar to contracts, but their purpose is that they are deployed only once at a specific address and their
code is reused using the DELEGATECALL (CALLCODE until Homestead) feature of the EVM. This means that if library
functions are called, their code is executed in the context of the calling contract, i.e. this points to the calling contract,
and especially the storage from the calling contract can be accessed. As a library is an isolated piece of source code,
it can only access state variables of the calling contract if they are explicitly supplied (it would have no way to name
them, otherwise). Library functions can only be called directly (i.e. without the use of DELEGATECALL) if they do not
modify the state (i.e. if they are view or pure functions), because libraries are assumed to be stateless. In particular, it
is not possible to destroy a library.

Nota: Until version 0.4.20, it was possible to destroy libraries by circumventing Solidity’s type system. Starting from
that version, libraries contain a mechanism that disallows state-modifying functions to be called directly (i.e. without
DELEGATECALL).
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Libraries can be seen as implicit base contracts of the contracts that use them. They will not be explicitly visible in
the inheritance hierarchy, but calls to library functions look just like calls to functions of explicit base contracts (using
qualified access like L. £()). Of course, calls to internal functions use the internal calling convention, which means that
all internal types can be passed and types stored in memory will be passed by reference and not copied. To realize this in
the EVM, the code of internal library functions that are called from a contract and all functions called from therein will
at compile time be included in the calling contract, and a regular JUMP call will be used instead of a DELEGATECALL.

Nota: The inheritance analogy breaks down when it comes to public functions. Calling a public library function with
L. £Q) results in an external call (DELEGATECALL to be precise). In contrast, A. £() is an internal call when A is a base
contract of the current contract.

The following example illustrates how to use libraries (but using a manual method, be sure to check out using for for a
more advanced example to implement a set).

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

// We define a new struct datatype that will be used to
// hold its data in the calling contract.
struct Data {
mapping(uint => bool) flags;
}

library Set {

// Note that the first parameter is of type "storage
// reference" and thus only its storage address and not
// its contents is passed as part of the call. This is a
// special feature of library functions. It is idiomatic
// to call the first parameter ‘self , if the function can
// be seen as a method of that object.
function insert(Data storage self, uint value)

public

returns (bool)

{
if (self.flags[value])
return false; // already there
self.flags[value] = true;
return true;
}

function remove(Data storage self, uint value)
public
returns (bool)

{
if (!self.flags[value])
return false; // not there
self.flags[value] = false;
return true;
}

function contains(Data storage self, uint value)

(continué en [a proxima pagina)
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public

view

returns (bool)
{

return self.flags[value];
}

contract C {
Data knownValues;

function register(uint value) public {
// The library functions can be called without a
// specific instance of the library, since the
// "instance" will be the current contract.
require(Set.insert(knownValues, value));

}

// In this contract, we can also directly access knownValues.flags, if we want.

Of course, you do not have to follow this way to use libraries: they can also be used without defining struct data types.
Functions also work without any storage reference parameters, and they can have multiple storage reference parameters
and in any position.

The calls to Set.contains, Set.insert and Set.remove are all compiled as calls (DELEGATECALL) to an external
contract/library. If you use libraries, be aware that an actual external function call is performed. msg.sender, msg.
value and this will retain their values in this call, though (prior to Homestead, because of the use of CALLCODE,
msg.sender and msg.value changed, though).

The following example shows how to use types stored in memory and internal functions in libraries in order to implement
custom types without the overhead of external function calls:

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.0;

struct bigint {
uint[] limbs;

}

library BigInt {
function fromUint(uint x) internal pure returns (bigint memory r) {
r.limbs = new uint[](1);
r.limbs[0] = x;
}

function add(bigint memory a, bigint memory b) internal pure returns (bigint memory.
-r) {
r.limbs = new uint[] (max(a.limbs.length, b.limbs.length));
uint carry = 0;
for (uint i = 0; i < r.limbs.length; ++i) {
uint limbA = limb(a, 1i);
uint limbB = limb(b, i);

(continué en la préxima pagina)
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unchecked {
r.limbs[i] = 1limbA + limbB + carry;

if (1imbA + 1imbB < 1limbA || (limbA + 1limbB == type(uint).max && carry >.

~0))
carry = 1;
else
carry = 0;
}
}
if (carry > 0) {
// too bad, we have to add a limb
uint[] memory newLimbs = new uint[](r.limbs.length + 1);
uint i;
for (i = 0; i < r.limbs.length; ++i)
newLimbs[i] = r.limbs[i];
newLimbs[i] = carry;
r.limbs = newLimbs;
}
}

function limb(bigint memory a, uint index) internal pure returns (uint) {
return index < a.limbs.length 7 a.limbs[index] : 0;

}

function max(uint a, uint b) private pure returns (uint) {
return a > b 7 a : b;
}
}

contract C {
using BigInt for bigint;

function f() public pure {
bigint memory x = BigInt.fromUint(7);
bigint memory y = BigInt.fromUint(type(uint).max);
bigint memory z x.add(y);
assert(z.limb(1) > 0);

It is possible to obtain the address of a library by converting the library type to the address type, i.e. using
address(LibraryName).

As the compiler does not know the address where the library will be deployed, the compiled hex code will contain
placeholders of the form __$30bbc0®abd4d6364515865950d3e0d10953%__. The placeholder is a 34 character prefix
of the hex encoding of the keccak256 hash of the fully qualified library name, which would be for example libraries/
bigint.sol:BigInt if the library was stored in a file called bigint.sol in a libraries/ directory. Such bytecode
is incomplete and should not be deployed. Placeholders need to be replaced with actual addresses. You can do that
by either passing them to the compiler when the library is being compiled or by using the linker to update an already
compiled binary. See Library Linking for information on how to use the commandline compiler for linking.

In comparison to contracts, libraries are restricted in the following ways:
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they cannot have state variables

they cannot inherit nor be inherited

they cannot receive Ether
= they cannot be destroyed

(These might be lifted at a later point.)

Function Signatures and Selectors in Libraries

While external calls to public or external library functions are possible, the calling convention for such calls is consi-
dered to be internal to Solidity and not the same as specified for the regular contract ABI. External library functions
support more argument types than external contract functions, for example recursive structs and storage pointers. For
that reason, the function signatures used to compute the 4-byte selector are computed following an internal naming
schema and arguments of types not supported in the contract ABI use an internal encoding.

The following identifiers are used for the types in the signatures:
= Value types, non-storage string and non-storage bytes use the same identifiers as in the contract ABI.

= Non-storage array types follow the same convention as in the contract ABI, i.e. <type>[] for dynamic arrays
and <type>[M] for fixed-size arrays of M elements.

= Non-storage structs are referred to by their fully qualified name, i.e. C.S for contract C { struct S {

P

= Storage pointer mappings use mapping(<keyType> => <valueType>) storage where <keyType> and
<valueType> are the identifiers for the key and value types of the mapping, respectively.

= Other storage pointer types use the type identifier of their corresponding non-storage type, but append a single
space followed by storage to it.

The argument encoding is the same as for the regular contract ABI, except for storage pointers, which are encoded as
auint256 value referring to the storage slot to which they point.

Similarly to the contract ABI, the selector consists of the first four bytes of the Keccak256-hash of the signature. Its
value can be obtained from Solidity using the . selector member as follows:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.14 <0.9.0;

library L {
function f(uint256) external {}
}

contract C {
function g() public pure returns (bytes4) {
return L.f.selector;

}
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Call Protection For Libraries

As mentioned in the introduction, if a library’s code is executed using a CALL instead of a DELEGATECALL or CALLCODE,
it will revert unless a view or pure function is called.

The EVM does not provide a direct way for a contract to detect whether it was called using CALL or not, but a contract
can use the ADDRESS opcode to find out «where» it is currently running. The generated code compares this address to
the address used at construction time to determine the mode of calling.

More specifically, the runtime code of a library always starts with a push instruction, which is a zero of 20 bytes at
compilation time. When the deploy code runs, this constant is replaced in memory by the current address and this
modified code is stored in the contract. At runtime, this causes the deploy time address to be the first constant to be
pushed onto the stack and the dispatcher code compares the current address against this constant for any non-view and
non-pure function.

This means that the actual code stored on chain for a library is different from the code reported by the compiler as
deployedBytecode.

3.9.12 Using For

La directivausing A for B se puede utilizar para adjuntar funciones (A) como operadores a tipos de valor definidos
por el usuario o como funciones miembro de cualquier tipo (B). Las funciones miembro reciben como primer pardmetro
el objeto al que se llama como primer pardmetro (como la variable self en Python). Las funciones operador reciben
operandos como parametros.

Es valido tanto a nivel de fichero como dentro de un contrato, a nivel de contrato.
The first part, A, can be one of:

= Una lista de funciones, opcionalmente con un nombre de operador asignado (p. ej. usando {f, g como +,
h, L.t} para uint). Si no se especifica ningtin operador, la funcién puede ser una funcién de biblioteca o
una funcién libre y se adjunta al tipo como funcién miembro. En caso contrario, debe ser una funcién libre y se
convierte en la definicion de ese operador en el tipo.

= El nombre de una biblioteca (por ejemplo, usando L para uint) - todas las funciones no privadas de la bi-
blioteca se adjuntan al tipo como funciones miembro

A nivel de fichero, la segunda parte, B, tiene que ser un tipo explicito (sin especificador de ubicacién de datos). Dentro
de los contratos, también se puede utilizar * en lugar del tipo (por ejemplo, usando L para *;), que tiene el efecto
de que todas las funciones de la biblioteca L se adjuntan a fodos los tipos.

Si especifica una biblioteca, se adjuntan todas las funciones no privadas de la biblioteca, incluso aquellas en las que el
tipo del primer pardmetro no no coincide con el tipo del objeto. El tipo se comprueba en el en el momento en que se
llama a la funcién y se de la funcién.

Si usas una lista de funciones (por ejemplo usando {f, g, h, L.t} para uint), entonces el tipo (uint) tiene
que ser implicitamente convertible al primer pardmetro de cada una de estas funciones. Esta comprobacioén se realiza
realiza incluso si no se llama a ninguna de estas funciones. Tenga en cuenta que las funciones privadas de biblioteca
s6lo pueden especificarse cuando using for estd dentro de una biblioteca

Si defines un operador (por ejemplo usando {f como +} para T), entonces el tipo (T) debe ser un

user-defined value type y la definicién debe ser una funcién pure. Las definiciones de operadores deben ser globales.
Los siguientes operadores pueden definirse de esta forma:
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Category Operator | Possible signatures

Bitwise & function (T, T) pure returns (T)
| function (T, T) pure returns (T)
A function (T, T) pure returns (T)
~ function (T) pure returns (T)

Aritmética + function (T, T) pure returns (T)

- function (T, T) pure returns (T)
function (T) pure returns (T)
function (T, T) pure returns (T)

/ function (T, T) pure returns (T)
% function (T, T) pure returns (T)
Comparacién | == function (T, T) pure returns (bool)
1= function (T, T) pure returns (bool)
< function (T, T) pure returns (bool)
<= function (T, T) pure returns (bool)
> function (T, T) pure returns (bool)
>= function (T, T) pure returns (bool)

Tenga en cuenta que unario y binario - necesitan definiciones separadas. El compilador elegird la definicién correcta
en funcién de como se invoque el operador.

La directiva usar A para B; sélo estd activa dentro del 4ambito actual actual (ya sea el contrato o el médulo/unidad
fuente actual), incluyendo dentro de todas sus funciones, y no tiene efecto fuera del contrato o médulo en el que se
utiliza.

Cuando la directiva se utiliza a nivel de fichero y se aplica a un tipo definido por el usuario que se defini6 a nivel de
archivo en el mismo archivo, puede afiadirse al final la palabra global. Esto tendra el efecto efecto que las funciones
y operadores se adjuntan al tipo en todas partes el tipo esté disponible (incluyendo otros ficheros), no sélo en el ambito
de la sentencia «using».

Reescribamos el ejemplo de conjunto de la seccion ref:libraries de esta manera, usando funciones a nivel de fichero en
lugar de funciones de biblioteca.

// SPDX-License-Identifier: GPL-3.0
pragma solidity /0.8.13;

struct Data { mapping(uint => bool) flags; }

// Ahora adjuntamos funciones al tipo.

// Las funciones adjuntas pueden utilizarse en el resto del médulo.
// Si importa el médulo, tiene que

// repita alli la directiva using, por ejemplo como

//  import "flags.sol" as Flags;

// using {Flags.insert, Flags.remove, Flags.contains}

// for Flags.Data;

using {insert, remove, contains} for Data;

function insert(Data storage self, uint value)
returns (bool)
{
if (self.flags[value])
return false; // ahi ya
self.flags[value] = true;
return true;

(continué en Ta préxima pagina)
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}

function remove(Data storage self, uint value)
returns (bool)

{
if (!'self.flags[value])
return false; // ahi no
self.flags[value] = false;
return true;
}

function contains(Data storage self, uint value)
view
returns (bool)

return self.flags[value];

contract C {
Data knownValues;

function register(uint value) public {
// Aqui, todas las variables de tipo Datos tienen
// funciones miembro correspondientes.
// La siguiente llamada de funcidn es idéntica a
// “Set.insert(knownValues, value)’
require (knownValues.insert(value));

También es posible extender tipos incorporados de esa manera. En este ejemplo, utilizaremos una biblioteca.

// SPDX-License-Identifier: GPL-3.0
pragma solidity 20.8.13;

library Search {
function indexOf(uint[] storage self, uint value)

public
view
returns (uint)
{
for (uint i = 0; i < self.length; i++)
if (self[i] == value) return i;
return type(uint).max;
}

}

using Search for uint[];

contract C {
uint[] data;

(continué en la préxima pagina)
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function append(uint value) public {
data.push(value);
}

function replace(uint from, uint to) public {
// Esto realiza la llamada a la funcién de biblioteca
uint index = data.indexOf(from);
if (index == type(uint).max)
data.push(to);
else
data[index] = to;

Tenga en cuenta que todas las llamadas a bibliotecas externas son llamadas a funciones reales de EVM. Esto significa
que si pasas memoria o tipos de valores, se realizard una copia, incluso en el caso de la variable self. La tnica situacion
en la que no se realizard ninguna copia es cuando se utilizan variables de referencia de almacenamiento o cuando se
llaman funciones de la biblioteca.

Otro ejemplo muestra como definir un operador personalizado para un tipo definido por el usuario:

// SPDX-License-Identifier: GPL-3.0
pragma solidity #0.8.19;

type UFixedl6x2 is uintl6;

using {
add as +,
div as /
} for UFixedl16x2 global;

uint32 constant SCALE = 100;

function add(UFixed16x2 a, UFixed16x2 b) pure returns (UFixed16x2) {
return UFixed16x2.wrap(UFixed16x2.unwrap(a) + UFixed16x2.unwrap(b));
}

function div(UFixedl6x2 a, UFixedl16x2 b) pure returns (UFixed16x2) {
uint32 a32 = UFixed16x2.unwrap(a);
uint32 b32 = UFixed16x2.unwrap(b);
uint32 result32 = a32 * SCALE / b32;
require(result32 <= type(uintl6) .max, "Divide overflow");
return UFixedl6x2.wrap(uintl6(a32 * SCALE / b32));
}

contract Math {
function avg(UFixed16x2 a, UFixedl16x2 b) public pure returns (UFixed16x2) {
return (a + b) / UFixedl16x2.wrap(200);
1
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3.10 Ensamblado en linea

Puedes intercalar declaraciones de Solidity con ensamblado en linea en un lenguaje cercano al de la Mdquina Virtual
de Ethereum. Esto te brinda un control mas preciso, especialmente ttil cuando estds mejorando el lenguaje escribiendo
librerfas.

El lenguaje utilizado para el ensamblado en linea en Solidity se llama Yul y estd documentado en su propia seccion.
Esta seccion solo cubre cémo el cédigo de ensamblado en linea puede interactuar con el cédigo en Solidity que lo
rodea.

Advertencia: El ensamblado en linea es una forma de acceder a la Mdquina Virtual de Ethereum aun nivel bajo.
Esto evita varias caracteristicas y comprobaciones de seguridad importantes de Solidity. Solo debes usarlo para
tareas que lo necesiten y solo si tienes confianza en su uso.

Un bloque de ensamblado en linea estd marcado con assembly { ... }, donde el cédigo dentro de las llaves es
cddigo en el lenguaje Yul.

El cédigo de ensamblado en linea puede acceder variables locales de Solidity como se explica a continuacién.

Los diferentes bloques de ensamblado en linea no comparten ningtin espacio de nombres, por ejemplo, no es posible
Ilamar a una funcién Yul o acceder a una variable Yul definida en un bloque de ensamblado en linea diferente.

3.10.1 Ejemplo

El siguiente ejemplo proporciona cédigo de la libreria para acceder al c6digo de otro contrato y cargarlo en una variable
bytes. Esto también es posible con «Solidity plano» usando <address>. code. Pero el punto aqui es que las librerfas
de ensamblado reutilizables pueden mejorar Solidity sin un cambio en el compilador.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

library GetCode {
function at(address addr) public view returns (bytes memory code) {

assembly {
// recuperar el tamarfio del cédigo, esto necesita ensamblaje
let size := extcodesize(addr)
// asignar el arreglo de bytes de salida, esto también podria hacerse sin.,
—ensamblaje

// utilizando code = new bytes(size)

code := mload(0x40)

// nuevo "fin de memoria" incluyendo relleno

mstore(0x40, add(code, and(add(add(size, 0x20), 0x1f), not(0x1f))))
// almacenar longitud en memoria

mstore(code, size)

// recuperar realmente el cédigo, esto necesita ensamblaje
extcodecopy(addr, add(code, 0x20), 0, size)

El ensamblado en linea también es beneficioso en casos en los que el optimizador no logra producir c6digo eficiente,
por ejemplo:
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

library VectorSum {
// Esta funcién es menos eficiente porque actualmente el optimizador
// no puede eliminar las comprobaciones de limites en el acceso a arreglo.
function sumSolidity(uint[] memory data) public pure returns (uint sum) {
for (uint i = 0; i < data.length; ++i)
sum += data[i];

}

// Sabemos que solo accedemos al arreglo dentro de los limites, por lo que podemos
// evitar la comprobacion.
// 0x20 se debe ariadir a un arreglo porque el primer espacio contiene la
// longitud del arreglo.
function sumAsm(uint[] memory data) public pure returns (uint sum) {
for (uint i = 0; i < data.length; ++i) {
assembly {
sum := add(sum, mload(add(add(data, 0x20), mul(i, 0x20))))
}

}

// Al igual que el anterior, pero realizando todo el cédigo dentro de ensamblado en.,
—linea.
function sumPureAsm(uint[] memory data) public pure returns (uint sum) {
assembly {
// Cargar la longitud (los primeros 32 bytes)
let len := mload(data)

// Saltar el campo de longitud.

//

// Mantener la variable temporal para que pueda ser incrementada en su lugar.

//

// NOTA: incrementar los datos resultaria en una variable de datos.
—inutilizable

// después de este bloque de ensamblado

let dataElementLocation := add(data, 0x20)

// Iterar hasta que no se cumpla el limite.

for
{ let end := add(dataElementLocation, mul(len, 0x20)) }
lt(dataElementLocation, end)
{ dataElementLocation := add(dataElementLocation, 0x20) }
{
sum := add(sum, mload(dataElementLocation))
}
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3.10.2 Acceso a variables, funciones y librerias externas

Puedes acceder a las variables y otros identificadores de Solidity utilizando su nombre.

Las variables locales de tipo valor son directamente utilizables en el ensamblado en linea. Ambas se pueden leer y
asignar.

Las variables locales que hacen referencia a memoria evalian la direccion de la variable en memoria, no el valor en si.
Tales variables también se pueden asignar, pero ten en cuenta que una asignacion solo cambiard hacia donde apunta
y no los datos, también que es tu responsabilidad respetar la gestion de memoria de Solidity. Ver Convenciones en
Solidity.

Del mismo modo, las variables locales que hacen referencia a arreglos de calldata de tamafo estético o estructuras
calldata evaldan la direccién de la variable en calldata, no el valor en si. También se le puede asignar un nuevo offset
a la variable, pero ten en cuenta que no se realiza ninguna validacién para asegurar que la variable no apunte mds alld
de calldatasize().

Para los punteros de funcién externos, la direccion y el selector de funcién pueden accederse usando x.address y x.
selector. El selector consiste de cuatro bytes alineados a la derecha. Ambos valores se pueden asignar. Por ejemplo:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.10 <0.9.0;

contract C {

// Asigna un nuevo selector y direccién a la variable de retorno @fun

function combineToFunctionPointer(address newAddress, uint newSelector) public pure.
o returns (function() external fun) {

assembly {
fun.selector := newSelector
fun.address := newAddress
}

Para los arreglos dindmicos de calldata, puedes acceder a su offset de calldata (en bytes) y longitud (nimero de ele-
mentos) utilizando x.offset y x.length. Ambas expresiones también pueden ser asignadas, pero como en el caso
estdtico, no se realizard ninguna validacién para asegurarse que el drea de datos resultante esté dentro de los limites de
calldatasize().

Para las variables de almacenamiento local, o variables de estado, un identificador tinico Yul no es suficiente ya que no
necesariamente ocupan un solo espacio de almacenamiento completo. Por lo tanto, su «direccién» estd compuesta por
un espacio y un offset de bytes dentro del espacio. Para recuperar el espacio apuntado por la variable x, utiliza x.slot y
para recuperar el offset de bytes utiliza x.offset. El uso de x en si mismo resultard en un error.

También puedes asignar a la parte .slot de un puntero de variable de almacenamiento local. Para estos (estructuras,
arreglos o mapeos), la parte .offset siempre es cero. Sin embargo, no es posible asignar a la parte .slot o .offset
de una variable de estado.

Las variables locales en Solidity estdn disponibles para asignaciones, por ejemplo:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract C {
uint b;
function f(uint x) public view returns (uint r) {
assembly {

(continué en [a préxima pagina)
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// Ignoramos el desplazamiento de la ranura de almacenamiento,
// sabemos que es cero en este caso especial.
r := mul(x, sload(b.slot))

Advertencia: Si accedes a variables de un tipo que abarque menos de 256 bits (por ejemplo, uint64, address,
0 bytes16), no puedes hacer ninguna suposicion acerca de bits que no son parte de la codificacion del tipo. Es-
pecialmente, no debes suponer que son cero. Para estar seguro, siempre limpia de forma adecuada los datos an-
tes de utilizarlos en un contexto en el que esto sea importante: uint32 x = £(); assembly { x := and(x,
Oxffffffff) /* now use x */ } Paralimpiar tipos firmados, puedes usar el c6digo de operacién: assembly
{ signextend(<num_bytes_of_x_minus_one>, x) }

Desde Solidity 0.6.0, puede que el nombre de una variable de ensamblado en linea no oculte ninguna declaracién visible
en el ambito del bloque de ensamblado en linea (incluyendo declaraciones de variables, contratos y funciones).

Desde Solidity 0.7.0, puede que las variables y funciones declaradas dentro del bloque de ensamblado en linea no
contengan ., pero usar . es valido para acceder a las variables de Solidity desde fuera del bloque de ensamblado en
linea.

3.10.3 Cosas a evitar

El ensamblado en linea puede tener un aspecto de alto nivel, pero en realidad es bastante de bajo nivel. Las llamadas a
funciones, bucles, condiciones y conmutadores se convierten mediante reglas de reescritura simples, después de eso lo
Unico que hace el ensamblador por ti es reorganizar las instrucciones de estilo funcional de los cédigos de operacion,
contar la altura de la pila para acceder a las variables y eliminar los espacios de la pila de las variables locales al
ensamblado cuando se alcanza el final de su bloque.

3.10.4 Convenciones en Solidity

Valores de variables con tipo

En contraste con el ensamblado EVM, Solidity tiene tipos mds estrechos que 256 bits, como uint24. Por eficiencia, la
mayoria de operaciones aritméticas ignoran el hecho de que los tipos pueden ser mds cortos que 256 bits y se limpian
los bits de mayor orden cuando es necesario, es decir, poco antes de que sean escritas en la memoria o antes de realizar
comparaciones. Esto significa que si accedes a una variable de este tipo desde el ensamblado en linea, es posible que
primero tengas que limpiar manualmente los bits de mayor orden.
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Gestion de memoria

Solidity maneja la memoria de la siguiente forma. Hay un «puntero de memoria libre» en la posiciéon 0x40 de la
memoria. Si quieres asignar memoria, usa la memoria a partir de donde apunta ese puntero y actualiza el mismo.
No hay garantia de que la memoria no haya sido utilizada anteriormente y por lo tanto no puedes asumir que sean
bytes en cero. No hay un mecanismo incorporado para soltar o liberar memoria asignada. Aqui tienes un fragmento de
ensamblado que puedes usar para asignar memoria siguiendo el proceso descrito anteriormente:

function allocate(length) -> pos {
pos := mload(0x40)
mstore(0x40, add(pos, length))

}

Los primeros 64 bytes de memoria pueden usarse como «espacio temporal» para asignaciones a corto plazo. Los
siguientes 32 bytes tras el puntero de memoria libre (es decir, a partir de 0x60) estdn destinados a ser cero perma-
nentemente y se usan como valor inicial para los arreglos de memoria dindmica vacios. Esto significa que la memoria
asignable comienza en 0x80, que es el valor inicial del puntero de memoria libre.

Los elementos en los arreglos de memoria de Solidity siempre ocupan miiltiplos de 32 bytes (esto es cierto también
para bytes1[], pero no para bytes y string). Los arreglos de memoria multidimensionales son punteros a arreglos
de memoria. La longitud de un arreglo dindmico se almacena en el primer espacio del arreglo que le sigue, seguido
por los elementos del arreglo.

Advertencia: Los arreglos de memoria de tamafio estatico no tienen un campo de longitud, pero puede ser que se
anada mds adelante para permitir una mejor conversion entre arreglos de tamafo estitico y dindmico; asi que no
dependas de esto.

Seguridad de la memoria

Sin el uso del ensamblado en linea, el compilador puede confiar en que la memoria permanezca en un estado bien
definido en todo momento. Esto es especialmente relevante para la nueva ruta de generacion de codigo a través de Yul
IR: esta via de generacion de cddigo puede mover variables locales de la pila a la memoria para evitar errores de pila
demasiado profundos y realizar optimizaciones de memoria adicionales, si puede confiar en ciertas suposiciones sobre
el uso de la memoria.

Aunque recomendamos siempre respetar el modelo de memoria de Solidity, el ensamblado en linea te permite usar la
memoria de una manera incompatible. Por lo tanto, el traslado de variables de la pila a la memoria y las optimizaciones
adicionales estdn deshabilitadas globalmente por defecto en la presencia de cualquier bloque de ensamblado en linea
que contenga una operacion de memoria o asigne variables de Solidity en la memoria.

Sin embargo, puede anotar especificamente un bloque de ensamblado para indicar que, de hecho, respeta el modelo de
memoria de Solidity de la siguiente manera:

assembly ("memory-safe") {

En particular, un bloque de ensamblado seguro en cuanto a la memoria solo puede acceder a los siguientes intervalos
de memoria:

= Memoria asignada por ti mismo usando un mecanismo como la funcién allocate descrita anteriormente.

= Memoria asignada por Solidity, por ejemplo, memoria dentro de los limites de un arreglo de memoria a la que
haces referencia.
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= El espacio de memoria virtual entre el offset de memoria 0 y 64 mencionados anteriormente.

= Memoria temporal que se encuentra después del valor del puntero de memoria libre al comienzo del bloque de
ensamblado, es decir, memoria que se «asigna» al puntero de memoria libre sin actualizar el puntero de memoria
libre.

Ademas, si el bloque de ensamblado asigna variables de Solidity en la memoria, debes asegurarte de que los accesos
a las variables de Solidity solo accedan a estos intervalos de memoria.

Dado que esto se trata principalmente del optimizador, estas restricciones todavia deben seguirse, incluso si el bloque
de ensamblado se revierte o termina. Como ejemplo, el siguiente fragmento de ensamblado no es seguro en cuanto a
la memoria, ya que el valor de returndatasize() puede exceder el espacio temporal de 64 bytes:

assembly {
returndatacopy(0, 0, returndatasize())
revert (0, returndatasize())

Por el otro lado, el siguiente c6digo es seguro en cuanto a la memoria, porque la memoria mds alld de la ubicacion
apuntada por el puntero de memoria libre se puede usar con seguridad como espacio temporal de memoria virtual:

assembly ("memory-safe") {
let p := mload(0x40)
returndatacopy(p, 0, returndatasize())
revert(p, returndatasize())

}

Ten en cuenta que no necesitas actualizar el puntero de memoria libre si no hay una asignacién posterior, pero solo
puedes usar la memoria a partir de la direccion actual dad por el puntero de memoria libre.

Si las operaciones de memoria usan una longitud cero, también es aceptable usar cualquier offset (no solo si cae en el
espacio temporal):

assembly ("memory-safe") {
revert (0, 0)
}

Ten en cuenta que no solo las operaciones de memoria en ensamblado en linea en si pueden ser inseguras en cuanto a
la memoria, pero también las asignaciones a variables de Solidity de tipo referencia en memoria. Por ejemplo, esto no
es seguro para la memoria:

bytes memory x;
assembly {

x := 0x40
}
x[0x20] = 0x42;

El ensamblado en linea que no involucra ninguna operacién que acceda a la memoria ni asigna ninguna variable de
Solidity en la memoria se considera automdticamente seguro para la memoria y no necesita ser anotado.

Advertencia: Es tu responsabilidad asegurarte de que el ensamblado realmente cumpla el modelo de memoria.
Si anotas un bloque de ensamblado como seguro en cuanto a la memoria, pero viola una de las suposiciones de la
memoria, esto provocard a un comportamiento incorrecto e indeterminado que no puede descubrirse con facilidad
mediante pruebas.
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En caso de que estes desarrollando una biblioteca que esté destinada a ser compatible con varias versiones de Solidity,
puedes usar un comentario especial para anotar un bloque de ensamblado como seguro en cuanto a la memoria:

/// @solidity memory-safe-assembly

assembly {

}

Ten en cuenta que en una futura version deshabilitaremos la anotacién mediante comentarios. Si no te preocupa la
compatibilidad con versiones anteriores del compilador, preferiblemente usa la secuencia de dialecto.

3.11 Apuntes para repaso

3.11.1 Orden de Precedencia de Operadores

The following is the order of precedence for operators, listed in order of evaluation.

Precedence | Description Operator

1 Postfix increment and decrement ++, —-
New expression new <typename>
Array subscripting <array>[<index>]
Member access <object>.<member>
Function-like call <func>(<args...>)
Parentheses (<statement>)

2 Prefix increment and decrement ++, ——
Unary minus -
Unary operations delete
Logical NOT !
Bitwise NOT ~

3 Exponentiation i

4 Multiplication, division and modulo | *, /,%

5 Addition and subtraction +, -

6 Bitwise shift operators <<, >>

7 Bitwise AND &

8 Bitwise XOR A

9 Bitwise OR |

10 Inequality operators <, >, <=, >=

11 Equality operators == I=

12 Logical AND &&

13 Logical OR |

14 Ternary operator <conditional> ? <if-true> : <if-false>
Assignment operators =, | =, A=, &=, <<=, >>=, +=, -=, *=, /=, %=

15 Comma operator )
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3.11.2 Variables Globales

abi.decode(bytes memory encodedData, (...)) returns (...):ABIl-decodificaladataprovista. Los
tipos son dados en paréntesis como segundo argumento. Ejemplo: (uint a, uint[2] memory b, bytes
memory c) = abi.decode(data, (uint, uint[2], bytes))

abi.encode(...) returns (bytes memory): AB/-codifica los argumentos dados

abi.encodePacked(...) returns (bytes memory): Realiza la codificacion empaquetada de los argu-
mentos dados. jNote que esta codificacion puede ser ambigua!

abi.encodeWithSelector(bytes4 selector, ...) returns (bytes memory): AB/-codifica los argu-
mentos dados comenzando desde el segundo y antepone el selector dado de cuatro bytes

abi.encodeCall(function functionPointer, (...)) returns (bytes memory): ABI-codifica a
llamada a functionPointer con los argumentos encontrados en la tupla. Realiza un completa verifica-
cién de tipos asegurdndose que los tipos coincidan con la signatura de la funcién. El resultado equivale a
abi.encodeWithSelector(functionPointer.selector, (...))

abi.encodeWithSignature(string memory signature, ...) returns (bytes memory): Equiva-
lente a abi.encodeWithSelector(bytes4(keccak256(bytes(signature)), ...)

bytes.concat(...) returns (bytes memory): Concatena un niimero variable de argumentos a un array
de un byte

string.concat(...) returns (string memory): Concatena un niimero variable de argumentos a un
array de un string

block.basefee (uint): pago base del bloque actual (EIP-3198 y EIP-1559)

block.chainid (uint): id de la cadena actual

block.coinbase (address payable): direccion del minero del bloque actual
block.difficulty (uint): dificultad del bloque actual

block.gaslimit (uint): limite de gas del bloque actual

block.number (uint): nimero del bloque actual

block.timestamp (uint): marca de fecha del bloque actual en segundos desde el tiempo Unix
gasleft() returns (uint256): gas restante

msg.data (bytes): datos de llamada completos

msg.sender (address): remitente del mensaje (Ilamada actual)

msg.sig (bytes4): primeros cuatro bytes de los datos de llamada (i.e. identificador de funcién)
msg.value (uint): cantidad de wei enviados con el mensaje

tx.gasprice (uint): precio de gas de la transaccién

tx.origin (address): remitente de la transaccion (cadena de la llamada completa)

assert(bool condition): abortala ejecucion y revierte los cambios de estado si la condicién es false (usar
para error interno)

require(bool condition): aborta la ejecucién y revierte los cambios de estado si la condicién es false
(usar para entradas mal construidas o error en componente externo)

require(bool condition, string memory message): aborta la ejecucion y revierte los cambios de esta-
do si la condicion es false (usar para entradas mal construidas o error en componente externo). También provee
mensaje de error.
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= revert(): aborta la ejecucién y revierte los cambios de estado

» revert(string memory message): aborta la ejecucion y revierte los cambios de estado proveyendo una ca-
dena de caracteres explicativa

= blockhash(uint blockNumber) returns (bytes32): hash del bloque dado - solo funciona para los 256
bloques mads recientes

» keccak256(bytes memory) returns (bytes32):computa el hash Keccak-256 de la entrada
» sha256(bytes memory) returns (bytes32):computa el hash SHA-256 de la entrada
= ripemd160(bytes memory) returns (bytes20):computa el hash RIPEMD-160 de la entrada

= ecrecover(bytes32 hash, uint8 v, bytes32 r, bytes32 s) returns (address): recupera la di-
reccion asociada con la clave publica desde la signatura de curva eliptica, devuelve cero en error.

» addmod(uint x, uint y, uint k) returns (uint): computa (x + y) % k donde la adicién se lleva a
cabo con precision arbitraria y no se detiene en 2**256. Impone que k != 0 a partir de la versién 0.5.0

= mulmod(uint x, uint y, uint k) returns (uint): computa (x * y) % k donde la multiplicacién se
lleva a cabo con precision arbitraria y no se detiene en 2*%*256. Impone que k != 0 a partir de la versién 0.5.0.

» this (tipo del contrato actual): el contrato actual, explicitamente convertible a address o address payable
= super: un nivel més alto del contrato en la jerarquia de herencia

= selfdestruct(address payable recipient): destruye el contrato actual enviando sus fondos a la direc-
cién dada

» <address>.balance (uint256): balance de la direccién en Wei
= <address>.code (bytes memory): cdigo en la direccién (puede estar vacio)
= <address>.codehash (bytes32): el cédigo hash de la direccién

» <address payable>.send(uint256 amount) returns (bool): enviala cantidad dada de Wei a la direc-
cion, regresa false al fallar

» <address payable>.transfer(uint256 amount): envia la cantidad dada de Wei a la direccidn, lanza una
excepcion al fallar

= type(C) .name (string): el nombre del contrato

= type(C).creationCode (bytes memory): creacion en bytecode del contrato dado, véase Informacion de Ti-
pos.

= type(C).runtimeCode (bytes memory): bytecode en tiempo de ejecucion del contrato dado, véase Informa-
cion de Tipos.

= type(I).interfaceId (bytes4): valor que contiene el identificador de la interface EIP-165 de la intergace
dada, véase Informacion de Tipos.

= type(T) .min (T): el valor minimo representable por el tipo entero T, véase Informacion de Tipos.

= type(T) .max (T): el valor mdximo representable por el tipo entero T, véase Informacion de Tipos.
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3.11.3 Especificadores de la Visibilidad de Funciones

function myFunction() <visibility specifier> returns (bool) {
return true;

= public: visible externamente e internamente (crea una funcion getter para variables de estado/almacenamiento)
= private: solamente visible en el contrato actual

= external: solamente visible externamente (solo para funciones) - i.e. solo se puede llamar por mensaje (a través
de this. func)

= internal: solamente visible internamente

3.11.4 Modificadores

= pure para funciones: No acepta la modificacién o acceso al estado.
= view para funciones: No acepta la modificacién del estado.
= payable para funciones: Permite recibir Ether junto con una llamada.

= constant para variables de estado: No permite la asignacion (excepto la inicializacién), no ocupa lugar de
almacenamiento.

= immutable para variables de estado: Permite exactamente una asignacion en el tiempo de construccion y es
constante después. Se almacena en el codigo.

= anonymous para eventos: No almacena la signatura del evento como tema.
= indexed para pardmetros de eventos: Almacena el pardmetro como tema.

» virtual para funciones y modificadores: Permite que el comportamiento de las funciones y modificadores se
modifique en contratos derivados.

= override: Establece que esta funcion, modificador o variable de estado piblica cambia el comportamiento de
una funcién o modificador en un contrato de base.

3.12 Gramatica del Lenguaje

parser grammar SolidityParser

Solidity is a statically typed, contract-oriented, high-level language for implementing smart contracts on the
Ethereum platform.

rule source-unit

On top level, Solidity allows pragmas, import directives, and definitions of contracts, interfaces, libraries,
structs, enums and constants.
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|—|—L,T(pragna)—((pragna-token o eof

user - def i ned-val ue-type-definition |/

\| ierort-directive} -
\| usi ng-directive} -
\|contract-definition} A
\| interface-definition} A
\| Iibrary-definition} -
\|function-definition} “
\| constant -vari abl e-decl arati on ’—/
\|struct-definition} “
\|enumdefinition} “
\l

\l

error-definition} J
\ Y,

rule import-directive

Import directives import identifiers from different files.

- ErporO—~ e G Tdenti e P O
synbol - al i ases '—(f rom)—' pat h
identifier '—(from)—' pat h

rule path
Path of a file to be imported.

'—(non- enpty-string-literal )—'

rule symbol-aliases

List of aliases for symbols to be imported.

(O—ATseni e - @ emme PO
)
o/

rule contract-definition

Top-level definition of a contract.

}—WCCON ract )—' identifier }—)

i nheritance-specifier

Y

() cont r act - body- el ement })L@—{
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rule interface-definition

Top-level definition of an interface.

'—(i nterface)—' identifier }—)

i nheritance-specifier

Y

({) cont r act - body- el ement })L@—{

rule library-definition

Top-level definition of a library.

'—(I i brary)—‘ identifier }—@—Ld contract - body- el enent })L@—{

rule inheritance-specifier

Inheritance specifier for contracts and interfaces. Can optionally supply base constructor arguments.

'—' identifier-path }—L' cal I -argunent-1i st 'l—{

rule contract-body-element

Declarations that can be used in contracts, interfaces and libraries.

Note that interfaces and libraries may not contain constructors, interfaces may not contain state variables
and libraries may not contain fallback, receive functions nor non-constant state variables.

- constructor-definition } —]
function-definition} -
nodi fier-definition | >

fall back-function-definition '—/
recei ve-function-definition '—/

struct-definition} -

enumdefinition } -

user - def i ned- val ue- t ype- def i ni ti on Y

state-vari abl e-decl arati on '—/

\l
\l
\l
\l
\l
\l
\l
\l
\l
\l

event-definition } v
error-definition} y
¥| usi ng-di rective } y,

rule call-argument-list

Arguments when calling a function or a similar callable object. The arguments are either given as comma
separated list or as map of named arguments.
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expressi on
| I
A

rule identifier-path

Qualified name.

=)

rule modifier-invocation

Call to a modifier. If the modifier takes no arguments, the argument list can be skipped entirely (including
opening and closing parentheses).

— identifier-path }—4 cal | -argunent - | i st 'l—{

rule visibility

Visibility for functions and function types.
Hll
Dy

rule parameter-list

A list of parameters, such as function arguments or return values.

}—d t ype- nane }—l‘ dat a-l ocation M identifier }%—{
-/

rule constructor-definition

Definition of a constructor. Must always supply an implementation. Note that specifying internal or public
visibility is deprecated.
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O Taramre T P~

-

nodi fi er-invocation

[| bl ock } |

rule state-mutability

State mutability for function types. The default mutability “non-payable” is assumed if no mutability is
specified.

'Hq

payabl e

rule override-specifier

An override specifier used for functions, modifiers or state variables. In cases where there are ambiguous
declarations in several base contracts being overridden, a complete list of base contracts has to be given.

(O—[denti e patn TQ)M
/

rule function-definition

The definition of contract, library and interface functions. Depending on the context in which the function
is defined, further restrictions may apply, e.g. functions in interfaces have to be unimplemented, i.e. may
not contain a body block.

'—(f unction

identifier
l fal | back '
receive

visibility

paraneter-|ist

state-mutability

nmodi fier-invocation

vi rtual

override-specifier

J

returns “ paraneter-|i st
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rule modifier-definition

The definition of a modifier. Note that within the body block of a modifier, the underscore cannot be used
as identifier, but is used as placeholder statement for the body of a function to which the modifier is applied.

'—(rmdifier)—‘ identifier }—£®—£{ paraneter-|ist %

vi rtual

overri de-specifier )j]

rule fallback-function-definition

Definition of the special fallback function.

fal | back “ paraneter-|ist }L®j

ext er nal

-

state-mutability

nodi fier-invocation

vi rtual

override-specifier
. J

_J
e T O O—

rule receive-function-definition

Definition of the special receive function.

receive

ext er nal

nodi fi er-invocation

vi rtual

override-specifier

. |

rule struct-definition

Definition of a struct. Can occur at top-level within a source unit or within a contract, library or interface.
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'—(struct)—‘ identifier }—@—d st ruct - nenber b—@—{

rule struct-member

The declaration of a named struct member.
'—' t ype- nanme H identifier '—@—'

rule enum-definition

Definition of an enum. Can occur at top-level within a source unit or within a contract, library or interface.

'—(enum)—' identifier 0 lI

rule user-defined-value-type-definition

Definition of a user defined value type. Can occur at top-level within a source unit or within a contract,
library or interface.

'—(type)—' identifier el ement ary-t ype- nane '—@—'

rule state-variable-declaration

The declaration of a state variable.

publ 1 ¢ T dentitier

private

i nt er nal

0

const ant

\| override-specifier |/

i mmut abl e

expressi on

rule constant-variable-declaration

The declaration of a constant variable.
- type-nane |—constant }— identifier (=) ()

rule event-parameter

Parameter of an event.

'—' t ype- nane }—L(i ndexedM identifier 'l—{

rule event-definition

Definition of an event. Can occur in contracts, libraries or interfaces.
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'—(event )—' identifier }—@—Ld event - par anet er
o/
ey

rule error-parameter
Parameter of an error.

rule error-definition

Definition of an error.

'—(error)—' identifier }—@—Ld error-paraneter }%@—@—{
/

rule user-definable-operator

Operators that users are allowed to implement for some types with using for.

T

rule using-directive

Using directive to attach library functions and free functions to types. Can occur within contracts and
libraries and at the file level.
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identifier-path} —

identifier-path user - def i nabl e- oper at or

Y

rule type-name

A type name can be an elementary type, a function type, a mapping type, a user-defined type (e.g. a contract
or struct) or an array type.

'—\—| el enent ary-t ype- name } - {
\| function-type-name } “
\| mappi ng-t ype } o
\|identifier-path} “
O owression PO

rule elementary-type-name

\(addr ess)—(payabl e)—/

bool -

string “

g0

byt es “
\(si gned-int eger-type)—/
\(unsi gned-i nt eger-type)/

fixed-bytes

fixed -

|

ufi xed J

g

rule function-type-name
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(O paramter1ist #@7
)

state-mutability

\ |
|

rule variable-declaration

The declaration of a single variable.

'—‘ t ype- nane }—l‘ data-l ocation ’l—‘ identifier ’—'

rule data-location

'H‘

rule expression

Complex expression. Can be an index access, an index range access, a member access, a function call
(with optional function call options), a type conversion, an unary or binary expression, a comparison or
assignment, a ternary expression, a new-expression (i.e. a contract creation or the allocation of a dynamic
memory array), a tuple, an inline array or a primary expression (i.e. an identifier, literal or type name).
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|

expressi on o expressi on ]

expressi on o ‘ expr essi on l ' ‘ expressi on l “

expressi on

/

expressi on

expressi on

\| expressi on H cal I -argunent-1i st } “
\(payabl e)—' cal | -argunent-1i st } “

type ) -
expr essi on “

expressi on expressi on “

expr essi on “
expr essi on “
>

expressi on

@ expr essi on “
° expr essi on “
0 expr essi on “

expressi on

expressi on

expressi on

expressi on @ expressi on “

3.12. Gramatica QY Eatidifaje | expr ession | y

expressi on e expressi on ' expressi on

expressi on e expressi on “

173



Solidity Documentation, Version 0.8.20

rule tuple-expression

‘ expressi on l

=/

rule inline-array-expression

An inline array expression denotes a statically sized array of the common type of the contained expressions.

l expressi on I

rule identifier

Besides regular non-keyword Identifiers, some keywords like “from” and “error” can also be used as iden-
tifiers.

rule literal

string-literal

nunber-literal

bool ean-literal

hex-string-literal

uni code-string-literal

rule boolean-literal
o)
rule string-literal

A full string literal consists of either one or several consecutive quoted strings.

non-enpty-string-literal
enpty-string-literal

rule hex-string-literal

-

A full hex string literal that consists of either one or several consecutive hex strings.

hex-string

[I

rule unicode-string-literal

A full unicode string literal that consists of either one or several consecutive unicode strings.
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}—((uni code-string-literal ))—{

rule number-literal

Number literals can be decimal or hexadecimal numbers with an optional unit.

deci mal - nunber nunber - uni t)l—{

hex- nunber

rule block

A curly-braced block of statements. Opens its own scope.

\fﬁl
)

st at enent
unchecked- bl ock }j]

rule unchecked-block

'—(unchecked)—' bl ock '—'

rule statement

vari abl e- decl ar ati on- st at enent

expr essi on- st at enent

\|if-statement } vy
\| for-statenent } vy
\| whi | e- st at ement } >
\| do- whi | e- st at ement } J
\| conti nue- st at ement } J
\| br eak- st at ement } >
N try-statenent | Y
N return-statenent | Y
\| em t - st at enent } >
N revert-statenent | Y
¥| assenbl y- st at ement } J

rule if-statement

If statement with optional else part.

(D—~O—Lemression |-(D—{staremen ]

el se)—‘ st at enent }—1
{
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rule for-statement

For statement with optional init, condition and post-loop part.

“ vari abl e-decl ar ati on- st at enent
expr essi on- st at enent

expr essi on- st at enent

owression P stateren |

rule while-statement

T~ earession |- starerent |

rule do-while-statement

S EEEE S CID = O OO

rule continue-statement

A continue statement. Only allowed inside for, while or do-while loops.

conti nue o

rule break-statement

A break statement. Only allowed inside for, while or do-while loops.

Grea)—

rule try-statement

A try statement. The contained expression needs to be an external function call or a contract creation.

'—(try)—' expressi on }—)

bl ock '—d cat ch-cl ause }) {

rule catch-clause

The catch clause of a try statement.

‘ identifier l “ paraneter-|ist

({block} {
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rule return-statement

'—(ret urn expr essi on

rule emit-statement

An emit statement. The contained expression needs to refer to an event.

'—(em’ t)—' expressi on H cal |l -argunent-1i st '—@—'

rule revert-statement

A revert statement. The contained expression needs to refer to an error.

'—(revert )—' expressi on H cal | -argunent-1i st '—@—'

rule assembly-statement

An inline assembly block. The contents of an inline assembly block use a separate scanner/lexer, i.e. the set
of keywords and allowed identifiers is different inside an inline assembly block.

'—(assen‘ol y)—i(' "evmasni'' M assenbl y-fl ags }L®j
yul - st at emrent b—j

rule assembly-flags

Assembly flags. Comma-separated list of double-quoted strings as flags.

}—@—((assenbl y-flag-stri ng))—®—{
-/

rule variable-declaration-tuple

A tuple of variable names to be used in variable declarations. May contain empty fields.
}—@—@—{ vari abl e- decl ar at i on }—j

vari abl e-decl arati on

rule variable-declaration-statement

A variable declaration statement. A single variable may be declared without initial value, whereas a tuple
of variables can only be declared with initial value.

vari abl e decl arati on - (2)—[ expression | O
vari abl e-decl aration-tupl e e
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rule expression-statement

expressi on o

rule mapping-type

(O pping ey ype

identifier

Maeniie

rule mapping-key-type

Only elementary types or user defined types are viable as mapping keys.

el enent ary-type- nane
identifier-path

rule yul-statement

A Yul statement within an inline assembly block. continue and break statements are only valid within for
loops. leave statements are only valid within function bodies.

'—\—' yul - bl ock }

7

N yul -vari abl e-decl aration Y

N yul -assi gnnent f———
\| yul -function-call '—/
\|yul-if-statemant ’—/
\| yul - f or - st at ement '—/
\| yul - swi t ch- st at emrent '—/

| eave o

br eak -

conti nue -

T

¥| yul -function-definition l—/

rule yul-block

}—®—Ld yul - st at ement }%@—{

rule yul-variable-declaration

The declaration of one or more Yul variables with optional initial value. If multiple variables are declared,
only a function call is a valid initial value.
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| et )—(yul -identifi er yul - expressi on
| et yuI-|dent|f|er yul -function-cal |

rule yul-assignment

Any expression can be assigned to a single Yul variable, whereas multi-assignments require a function call
on the right-hand side.

yul - path
yul - path

rule yul-if-statement

yul - expressi on H yul - bl ock '—'

rule yul-for-statement

'—(f or)—' yul - bl ock H yul - expr essi on H yul - bl ock H yul - bl ock H

rule yul-switch-statement

yul - expressi on I i
yul - pat h yul -function-call }j

A Yul switch statement can consist of only a default-case (deprecated) or one or more non-default cases
optionally followed by a default-case.

'—(swi tch)—' yul - expressi on }—)
case)—' yul -literal H yul - bl ock b—j

default)—| yul - bl ock }—1
|
default)—| yul - bl ock } f

rule yul-function-definition

'—(f uncti on)—(yul -identifier )—@—LC(yul -identifier
o/

yul -identifier

Y

yul - bl ock

rule yul-path

While only identifiers without dots can be declared within inline assembly, paths containing dots can refer
to declarations outside the inline assembly block.
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'—(Yul-identifier)—L[Q—Té

yul -identifier

yul -evm bui I ti

]

rule yul-function-call

A call to a function with return values can only occur as right-hand side of an assignment or a variable

declaration.

}—Tgyul -identifi er);—@—L({ yul - expressi on }%@—{
yul -evmbuiltin {, }

rule yul-boolean
o)

rule yul-literal

yul - deci nmal - nunber

yul -string-literal

yul - hex- nunmber

yul - bool ean
"_.
rule yul-expression

yul

lexer grammar SolidityLexer

rule fixed-bytes
Bytes types of fixed length.
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' byt esl'

' byt es2'

' byt es3'

' byt es4’

' byt es5’

' byt es6’

' byt es7'

' byt es8'

' byt es9’

' byt es10'
' byt esl1'
' byt esl12'
' byt es13'
' byt es14'
' byt es15'
' byt es16'
' bytesl?'
' byt es18'
' byt es19'
' byt es20'
' byt es21'
' byt es22'
' byt es23'
' byt es24'
' byt es25'
' byt es26'
' byt es27'
' byt es28'
' byt es29'
' byt es30'

' byt es31"

' byt es32'

T

rule number-unit

Unit denomination for numbers.
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"ether'

' seconds’
''m nut es’
"hours'

' days'

eks'

%

T

"years'

rule signed-integer-type

Sized signed integer types. int is an alias of int256.
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LR et

"int8
"int16'
"int24'
"int32'
"int40
"int48'
"int56'
"int64’'
int72'
"int80
"int88'
"int9e6
"int104'
"int112'
"int120'
"int128'
"int136'
"int144'
"int152'
"int160'
"int168'
"intl1l76'
"int184'
"int192'
"int200'
"int208'
"int216'
"int224'
"int232'
"int 240’

"int248'

"int256'

rule unsigned-integer-type

Sized unsigned integer types. uint is an alias of uint256.
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"uint'
"uint8

' ui nt 16’
' ui nt 24’
' ui nt 32
' ui nt 40
' ui nt 48’
' ui nt 56’
' ui nt 64'
‘uint72
' ui nt 80
' ui nt 88'
' ui nt 96’
' ui nt 104’
"uint112'
"ui nt 120
"ui nt 128’
" ui nt 136’
' ui nt 144’
" ui nt 152
" ui nt 160’
'ui nt 168’
"uint176'
' ui nt 184’
"ui nt 192
" ui nt 200’
' ui nt 208’
"ui nt 216’
' ui nt 224’
' ui nt 232’
" ui nt 240’

'ui nt 248’

'ui nt 256'

rule non-empty-string-literal

A non-empty quoted string literal restricted to printable characters.

R RO
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doubl e- quot ed- pri nt abl e

escape- sequence

si ngl e- quot ed- pri nt abl e

escape- sequence

rule empty-string-literal
An empty string literal

K K

rule single-quoted-printable
Any printable character except single quote or back slash.

F—([\ u0020-\ u0026\ U0028-\ u005B\ u005D- \ UO07E] }—]

rule double-quoted-printable
Any printable character except double quote or back slash.

F—([\ u0020-\ u0021\ U0023-\ uOO5B\ u005D-\ UO07E] }—

rule escape-sequence

Escape sequence. Apart from common single character escape sequences, line breaks can be escaped as
well as four hex digit unicode escapes \uXXXX and two digit hex escape sequences \xXX are allowed.

[\\nrt\n\r]) {

'u —([0-9A Fa- ] —[0-9A Fa-f] }—([0-9A Fa-f] —[0-9A Fa-f]
'x' }—([0-9A Fa-f] —[0-9A Fa-f] )

rule unicode-string-literal

A single quoted string literal allowing arbitrary unicode characters.

''uni code"'

~["\r\nm\\]

escape- sequence

~["\r\n\\]

escape-sequence

rule hex-string
Hex strings need to consist of an even number of hex digits that may be grouped using underscores.
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[0- 9A- Fa-f] }—([0- 9A-Fa-f]

[0- 9A- Fa-f] }—([0- 9A-Fa-f]

rule hex-number

Hex numbers consist of a prefix and an arbitrary number of hex digits that may be delimited by underscores.

(o (x [0- 9A-Fa-f]

rule decimal-number

A decimal number literal consists of decimal digits that may be delimited by underscores and an optional
positive or negative exponent. If the digits contain a decimal point, the literal has fixed point type.

[ eE]

rule identifier

An identifier in solidity has to start with a letter, a dollar-sign or an underscore and may additionally contain
numbers after the first symbol.

[aor 2095 )y

rule yul-evm-builtin
Builtin functions in the EVM Yul dialect.
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' sub’

' sdi v

it

Texp’
'not'’

It

I

E
"slt!

“sgt”

"iszero'

il

"and'
“or’

' xor'
' byt e'
' shl’

i

"shr'

" addnod’
" mul nod’
' si gnext end'

' keccak256'

"m oad'
'nstore’
' st or e8'
' sl oad'

'sstore’

i

'nei ze'
"gas'
" addr ess'

' bal ance'

i
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rule yul-identifier

Yul identifiers consist of letters, dollar signs, underscores and numbers, but may not start with a num-
ber. In inline assembly there cannot be dots in user-defined identifiers. Instead see yulPath for expressions
consisting of identifiers with dots.

G e DL (GrasDy

rule yul-hex-number

Hex literals in Yul consist of a prefix and one or more hexadecimal digits.

(o (x )—(([0-9a-fA-F]))—{

rule yul-decimal-number

Decimal literals in Yul may be zero or any sequence of decimal digits without leading zeroes.

rule yul-string-literal

String literals in Yul consist of one or more double-quoted or single-quoted strings that may contain escape
sequences and printable characters except unescaped line breaks or unescaped double-quotes or single-
quotes, respectively.

doubl e- quot ed- pri ntabl e

escape-sequence

si ngl e- quot ed- pri ntabl e

escape- sequence

rule pragma-token

Pragma token. Can contain any kind of symbol except a semicolon. Note that currently the solidity parser
only allows a subset of this.

3.13 Using the Compiler

3.13.1 Using the Commandline Compiler

Nota: This section does not apply to solcjs, not even if it is used in commandline mode.
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Basic Usage

One of the build targets of the Solidity repository is solc, the solidity commandline compiler. Using solc --help
provides you with an explanation of all options. The compiler can produce various outputs, ranging from simple binaries
and assembly over an abstract syntax tree (parse tree) to estimations of gas usage. If you only want to compile a single
file, you run it as solc --bin sourceFile.sol and it will print the binary. If you want to get some of the more
advanced output variants of solc, it is probably better to tell it to output everything to separate files using solc -o
outputDirectory --bin --ast-compact-json --asm sourceFile.sol.

Optimizer Options

Before you deploy your contract, activate the optimizer when compiling using solc --optimize --bin
sourceFile. sol. By default, the optimizer will optimize the contract assuming it is called 200 times across its lifetime
(more specifically, it assumes each opcode is executed around 200 times). If you want the initial contract deployment to
be cheaper and the later function executions to be more expensive, set it to --optimize-runs=1. If you expect many
transactions and do not care for higher deployment cost and output size, set --optimize-runs to a high number. This
parameter has effects on the following (this might change in the future):

= the size of the binary search in the function dispatch routine

= the way constants like large numbers or strings are stored

Base Path and Import Remapping

The commandline compiler will automatically read imported files from the filesystem, but it is also possible to provide
path redirects using prefix=path in the following way:

solc github.com/ethereum/dapp-bin/=/usr/local/lib/dapp-bin/ file.sol

This essentially instructs the compiler to search for anything starting with github.com/ethereum/dapp-bin/ under
/usr/local/lib/dapp-bin.

When accessing the filesystem to search for imports, paths that do not start with ./ or ../ are treated as relative to the
directories specified using --base-path and --include-path options (or the current working directory if base path
is not specified). Furthermore, the part of the path added via these options will not appear in the contract metadata.

For security reasons the compiler has restrictions on what directories it can access. Directories of source files specified
on the command line and target paths of remappings are automatically allowed to be accessed by the file reader, but
everything else is rejected by default. Additional paths (and their subdirectories) can be allowed via the --allow-paths
/sample/path, /another/sample/path switch. Everything inside the path specified via --base-path is always
allowed.

The above is only a simplification of how the compiler handles import paths. For a detailed explanation with examples
and discussion of corner cases please refer to the section on path resolution.
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Library Linking

If your contracts use [ibraries, you will notice that the bytecode contains substrings of the form
__$532ea86b7d70b31448b230b20ae141a537%__. These are placeholders for the actual library addresses.
The placeholder is a 34 character prefix of the hex encoding of the keccak256 hash of the fully qualified library name.
The bytecode file will also contain lines of the form // <placeholder> -> <fq library name> at the end to
help identify which libraries the placeholders represent. Note that the fully qualified library name is the path of its
source file and the library name separated by :. You can use solc as a linker meaning that it will insert the library
addresses for you at those points:

Either add --libraries "file.sol:Math=0x1234567890123456789012345678901234567890 file.
sol:Heap=0xabCD567890123456789012345678901234567890" to your command to provide an address for each
library (use commas or spaces as separators) or store the string in a file (one library per line) and run solc using
--libraries fileName.

Nota: Starting ~ Solidity 0.8.1 accepts = as separator between library and  address,
and : as a separator is deprecated. It will be removed in the future. Currently
--libraries "file.sol:Math:0x1234567890123456789012345678901234567890 file.
sol:Heap:0xabCD567890123456789012345678901234567890" will work too.

If solc is called with the option --standard- json, it will expect a JSON input (as explained below) on the standard
input, and return a JSON output on the standard output. This is the recommended interface for more complex and
especially automated uses. The process will always terminate in a «success» state and report any errors via the JSON
output. The option --base-path is also processed in standard-json mode.

If solc is called with the option --1ink, all input files are interpreted to be unlinked binaries (hex-encoded) in the
__$53aea86b7d70b31448b230b20ae141a537%__-format given above and are linked in-place (if the input is read
from stdin, it is written to stdout). All options except --1ibraries are ignored (including -o) in this case.

Advertencia: Manually linking libraries on the generated bytecode is discouraged because it does not update
contract metadata. Since metadata contains a list of libraries specified at the time of compilation and bytecode
contains a metadata hash, you will get different binaries, depending on when linking is performed.

You should ask the compiler to link the libraries at the time a contract is compiled by either using the --1ibraries
option of solc or the libraries key if you use the standard-JSON interface to the compiler.

Nota: The library placeholder used to be the fully qualified name of the library itself instead of the hash of it. This
format is still supported by solc --1link but the compiler will no longer output it. This change was made to reduce
the likelihood of a collision between libraries, since only the first 36 characters of the fully qualified library name could
be used.

190 Capitulo 3. Contenidos



Solidity Documentation, Versién 0.8.20

3.13.2 Setting the EVM Version to Target

When you compile your contract code you can specify the Ethereum virtual machine version to compile for to avoid
particular features or behaviours.

Advertencia: Compiling for the wrong EVM version can result in wrong, strange and failing behaviour. Please
ensure, especially if running a private chain, that you use matching EVM versions.

On the command line, you can select the EVM version as follows:

solc --evm-version <VERSION> contract.sol

In the standard JSON interface, use the "evmVersion" key in the "settings" field:

{
"sources": {/* ... */},
"settings": {
"optimizer": {/* ... */},
"evmVersion": "<VERSION>"
}
}

Target Options
Below is a list of target EVM versions and the compiler-relevant changes introduced at each version. Backward com-
patibility is not guaranteed between each version.
= homestead
¢ (oldest version)
» tangerineWhistle
* Gas cost for access to other accounts increased, relevant for gas estimation and the optimizer.
* All gas sent by default for external calls, previously a certain amount had to be retained.
= spuriousDragon
* Gas cost for the exp opcode increased, relevant for gas estimation and the optimizer.
» byzantium
* Opcodes returndatacopy, returndatasize and staticcall are available in assembly.

* The staticcall opcode is used when calling non-library view or pure functions, which prevents
the functions from modifying state at the EVM level, i.e., even applies when you use invalid type
conversions.

* It is possible to access dynamic data returned from function calls.
* revert opcode introduced, which means that revert () will not waste gas.
= constantinople
* Opcodes create2”, " “extcodehash, shl, shr and sar are available in assembly.
« Shifting operators use shifting opcodes and thus need less gas.

= petersburg
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* The compiler behaves the same way as with constantinople.

istanbul

* Opcodes chainid and selfbalance are available in assembly.

berlin

* Gas costs for SLOAD, *CALL, BALANCE, EXT* and SELFDESTRUCT increased. The compiler assumes
cold gas costs for such operations. This is relevant for gas estimation and the optimizer.

london

* The block’s base fee (EIP-3198 and EIP-1559) can be accessed via the global block.basefee or
basefee() in inline assembly.

paris (default)

¢ Introduces prevrandao () and block.prevrandao, and changes the semantics of the now deprecated
block.difficulty, disallowing difficulty() in inline assembly (see EIP-4399).

3.13.3 Compiler Input and Output JSON Description
The recommended way to interface with the Solidity compiler especially for more complex and automated setups is
the so-called JSON-input-output interface. The same interface is provided by all distributions of the compiler.

The fields are generally subject to change, some are optional (as noted), but we try to only make backwards compatible
changes.

The compiler API expects a JSON formatted input and outputs the compilation result in a JSON formatted output. The
standard error output is not used and the process will always terminate in a «success» state, even if there were errors.
Errors are always reported as part of the JSON output.

The following subsections describe the format through an example. Comments are of course not permitted and used
here only for explanatory purposes.

Input Description

// Required: Source code language. Currently supported are "Solidity" and "Yul".
"language": "Solidity",
// Required
"sources":
{
// The keys here are the '"global" names of the source files,
// imports can use other files via remappings (see below).
"myFile.sol":
{
// Optional: keccak256 hash of the source file
// It is used to verify the retrieved content if imported via URLs.
"keccak256": "0x123...",
// Required (unless "content" is used, see below): URL(s) to the source file.
// URL(s) should be imported in this order and the result checked against the
// keccak256 hash (if available). If the hash doesn't match or none of the
// URL(s) result in success, an error should be raised.
// Using the commandline interface only filesystem paths are supported.
// With the JavaScript interface the URL will be passed to the user-supplied

(continué en [a préxima pagina)
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// read callback, so any URL supported by the callback can be used.
"urls":
[
"bzzr://56ab...",
"ipfs://Qma...",
"/tmp/path/to/file.sol"
// If files are used, their directories should be added to the command line via
// “--allow-paths <path>".
]
I
"destructible":
{
// Optional: keccak256 hash of the source file
"keccak256": "0x234...",
// Required (unless "urls" is used): literal contents of the source file

"content": "contract destructible is owned { function shutdown() { if (msg.sender.
—== owner) selfdestruct(owner); } }"
}
1,
// Optional
"settings":
{

// Optional: Stop compilation after the given stage. Currently only '"parsing" is.
—valid here
"stopAfter": "parsing",
// Optional: Sorted list of remappings
"remappings": [ ":g=/dir" ],
// Optional: Optimizer settings
"optimizer": {
// Disabled by default.
// NOTE: enabled=false still leaves some optimizations on. See comments below.
// WARNING: Before version 0.8.6 omitting the 'enabled' key was not equivalent to.
—setting
// it to false and would actually disable all the optimizations.
"enabled": true,
// Optimize for how many times you intend to run the code.
// Lower values will optimize more for initial deployment cost, higher
// values will optimize more for high-frequency usage.
"runs": 200,
// Switch optimizer components on or off in detail.
// The "enabled" switch above provides two defaults which can be
// tweaked here. If "details" is given, "enabled" can be omitted.
"details": {
// The peephole optimizer is always on if no details are given,
// use details to switch it off.
"peephole": true,
// The inliner is always on if no details are given,
// use details to switch it off.
"inliner": true,
// The unused jumpdest remover is always on if no details are given,
// use details to switch it off.
"jumpdestRemover": true,

(continué en la préxima pagina)
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// Sometimes re-orders literals in commutative operations.
"orderLiterals": false,
// Removes duplicate code blocks
"deduplicate": false,
// Common subexpression elimination, this is the most complicated step but
// can also provide the largest gain.
"cse": false,
// Optimize representation of literal numbers and strings in code.
"constantOptimizer": false,
// The new Yul optimizer. Mostly operates on the code of ABI coder v2
// and inline assembly.
// It is activated together with the global optimizer setting
// and can be deactivated here.
// Before Solidity 0.6.0 it had to be activated through this switch.
"yul": false,
// Tuning options for the Yul optimizer.
"yulDetails": {
// Improve allocation of stack slots for variables, can free up stack slots.

—early.
// Activated by default if the Yul optimizer is activated.
"stackAllocation": true,
// Select optimization steps to be applied. It is also possible to modify both.
—the
// optimization sequence and the clean-up sequence. Instructions for each.
. sequence
// are separated with the ":" delimiter and the values are provided in the.
- form of
// optimization-sequence:clean-up-sequence. For more information see
// "The Optimizer > Selecting Optimizations".
// This field is optional, and if not provided, the default sequences for both
// optimization and clean-up are used. If only one of the options is provivded
// the other will not be run.
// If only the delimiter ":" is provided then neither the optimization nor the.
—clean-up
// sequence will be run.
// If set to an empty value, only the default clean-up sequence is used and
// no optimization steps are applied.
"optimizerSteps": "dhfoDgvulfnTUtnIf..."
}
}
3

// Version of the EVM to compile for.

// Affects type checking and code generation. Can be homestead,

// tangerineWhistle, spuriousDragon, byzantium, constantinople, petersburg, istanbul,
< berlin, london or paris

"evmVersion": "byzantium",
// Optional: Change compilation pipeline to go through the Yul intermediate.
—.representation.

// This is false by default.
"viaIR": true,

// Optional: Debugging settings
"debug": {

(continué en la préxima pagina)
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// How to treat revert (and require) reason strings. Settings are

// "default", "strip", "debug" and "verboseDebug".

// "default" does not inject compiler-generated revert strings and keeps user-
—.supplied ones.

// "strip" removes all revert strings (if possible, i.e. if literals are used).
—keeping side-effects

// "debug" injects strings for compiler-generated internal reverts, implemented.
—for ABI encoders V1 and V2 for now.

// '"verboseDebug" even appends further information to user-supplied revert strings.,
— (not yet implemented)

"revertStrings": "default",

// Optional: How much extra debug information to include in comments in the.
—produced EVM

// assembly and Yul code. Available components are:

// - “location': Annotations of the form ‘@src <index>:<start>:<end>" indicating the

// location of the corresponding element in the original Solidity file, where:
// - ‘<index>" is the file index matching the ‘@use-src’ annotation,

// - '<start>" is the index of the first byte at that location,

// - <end>" is the index of the first byte after that location.

// - “snippet’: A single-line code snippet from the location indicated by “@src".
// The snippet is quoted and follows the corresponding ‘@src’ annotation.

// - "*': Wildcard value that can be used to request everything.
"debugInfo": ["location", "snippet"]
},
// Metadata settings (optional)
"metadata": {
// The CBOR metadata is appended at the end of the bytecode by default.
// Setting this to false omits the metadata from the runtime and deploy time code.
"appendCBOR": true,
// Use only literal content and not URLs (false by default)
"useLiteralContent": true,
// Use the given hash method for the metadata hash that is appended to the.
—bytecode.
// The metadata hash can be removed from the bytecode via option "none".
// The other options are "ipfs" and "bzzril".
// If the option is omitted, "ipfs" is used by default.
"bytecodeHash": "ipfs"
}s
// Addresses of the libraries. If not all libraries are given here,
// it can result in unlinked objects whose output data is different.
"libraries": {
// The top level key is the the name of the source file where the library is used.
// If remappings are used, this source file should match the global path
// after remappings were applied.
// If this key is an empty string, that refers to a global level.
"myFile.sol": {
"MyLib": "0x123123..."
}
s

// The following can be used to select desired outputs based
// on file and contract names.
// If this field is omitted, then the compiler loads and does type checking,

(continué en la préxima pagina)
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// but will not generate any outputs apart from errors.

// The first level key is the file name and the second level key is the contract.
—.name.

// An empty contract name is used for outputs that are not tied to a contract

// but to the whole source file like the AST.

// A star as contract name refers to all contracts in the file.

// Similarly, a star as a file name matches all files.

// To select all outputs the compiler can possibly generate, use

// "outputSelection: { "®": { "F": [ "™ ], "": [ "F" ]} 3}"

// but note that this might slow down the compilation process needlessly.

/7

// The available output types are as follows:

//

// File level (needs empty string as contract name):

// ~ast - AST of all source files

//

// Contract level (needs the contract name or "*"):

// abi - ABI

// devdoc - Developer documentation (natspec)

// userdoc - User documentation (natspec)

// metadata - Metadata

// ir - Yul intermediate representation of the code before optimization

// 1irOptimized - Intermediate representation after optimization

//  storageLayout - Slots, offsets and types of the contract's state variables.

// evm.assembly - New assembly format

//  evm.legacyAssembly - 0ld-style assembly format in JSON

//  evm.bytecode. functionDebugData - Debugging information at function level

//  evm.bytecode.object - Bytecode object

//  evm.bytecode.opcodes - Opcodes list

//  evm.bytecode.sourceMap - Source mapping (useful for debugging)

//  evm.bytecode.linkReferences - Link references (if unlinked object)

//  evm.bytecode.generatedSources - Sources generated by the compiler

// evm.deployedBytecode* - Deployed bytecode (has all the options that evm.
—bytecode has)

//  evm.deployedBytecode.immutableReferences - Map from AST ids to bytecode ranges..
—.that reference immutables

//  evm.methodIdentifiers - The list of function hashes

// evm.gasEstimates - Function gas estimates

//  ewasm.wast - Ewasm in WebAssembly S-expressions format

//  ewasm.wasm - Ewasm in WebAssembly binary format

//

// Note that using a using ‘evm', ‘evm.bytecode®, ‘ewasm , etc. will select every

// target part of that output. Additionally, “*° can be used as a wildcard to request.,
—everything.

//

"outputSelection": {

g
e[
"metadata", "evm.bytecode" // Enable the metadata and bytecode outputs of.
—every single contract.
, "'evm.bytecode.sourceMap" // Enable the source map output of every single.

—.contract.

(continué en la préxima pagina)
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1,
e
"ast" // Enable the AST output of every single file.
1
1,
// Enable the abi and opcodes output of MyContract defined in file def.
"def": {
"MyContract": [ "abi", "evm.bytecode.opcodes" ]
}
I
// The modelChecker object is experimental and subject to changes.
"modelChecker":
{
// Chose which contracts should be analyzed as the deployed one.
"contracts":
{
"sourcel.sol": ["contractl"],
"source2.sol": ["contract2", "contract3"]
1,

// Choose how division and modulo operations should be encoded.

// When using “false' they are replaced by multiplication with slack

// variables. This is the default.

// Using “true’ here is recommended if you are using the CHC engine

// and not using Spacer as the Horn solver (using Eldarica, for example).

// See the Formal Verification section for a more detailed explanation of this.
—option.

"divModNoSlacks": false,

// Choose which model checker engine to use: all (default), bmc, chc, none.

"engine": "chc",

// Choose whether external calls should be considered trusted in case the

// code of the called function is available at compile-time.

// For details see the SMTChecker section.

"extCalls": "trusted",

// Choose which types of invariants should be reported to the user: contract,.,
< reentrancy.

"invariants": ["contract", "reentrancy"],

// Choose whether to output all unproved targets. The default is “false'.

"showUnproved": true,

// Choose which solvers should be used, if available.

// See the Formal Verification section for the solvers description.

"solvers": ["cvc4", "smtlib2", "z3"],

// Choose which targets should be checked: constantCondition,

// underflow, overflow, divByZero, balance, assert, popEmptyArray, outOfBounds.

// If the option is not given all targets are checked by default,

// except underflow/overflow for Solidity >=0.8.7.

// See the Formal Verification section for the targets description.

"targets": ["underflow", "overflow", "assert"],

// Timeout for each SMT query in milliseconds.

// If this option is not given, the SMTChecker will use a deterministic

// resource limit by default.

// A given timeout of 0 means no resource/time restrictions for any query.

"timeout": 20000

(continué en la préxima pagina)
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Output Description

{
// Optional: not present if no errors/warnings/infos were encountered
"errors": [
{
// Optional: Location within the source file.
"sourceLocation": {
"file": "sourceFile.sol",
"start": O,
"end": 100
1,
// Optional: Further locations (e.g. places of conflicting declarations)
"secondarySourcelLocations": [
{
"file": "sourceFile.sol",
"start": 64,
"end": 92,
"message": "Other declaration is here:"
}
1,
// Mandatory: Error type, such as "TypeError", "InternalCompilerError", "Exception
<", etc.
// See below for complete list of types.
"type": "TypeError",
// Mandatory: Component where the error originated, such as "general", "ewasm",.
—etc.
"component": "general",
// Mandatory ("error", "warning" or "info", but please note that this may be.
—extended in the future)
"severity": "error",
// Optional: unique code for the cause of the error
"errorCode": "3141",
// Mandatory
"message": "Invalid keyword",
// Optional: the message formatted with source location
"formattedMessage": "sourceFile.sol:100: Invalid keyword"
}
1,
// This contains the file-level outputs.
// It can be limited/filtered by the outputSelection settings.
"sources": {
"sourceFile.sol": {
// Identifier of the source (used in source maps)
"id": 1,
// The AST object

(continué en Ia proxima pagina)

198 Capitulo 3. Contenidos




Solidity Documentation, Versién 0.8.20

(proviene de la pagina anterior)

ast": {}
}
1,
// This contains the contract-level outputs.
// It can be limited/filtered by the outputSelection settings.
"contracts": {
"sourceFile.sol": {
// If the language used has no contract names, this field should equal to an empty.,
< String.
"ContractName": {
// The Ethereum Contract ABI. If empty, it is represented as an empty array.
// See https://docs.soliditylang.org/en/develop/abi-spec.html

"abi": [] ,
// See the Metadata Output documentation (serialised JSON string)
"metadata": "{/* ... */}",

// User documentation (natspec)
"userdoc": {},
// Developer documentation (natspec)

"devdoc": {},
// Intermediate representation (string)
"ir": "M,
// See the Storage Layout documentation.
"storageLayout": {"storage": [/* ... */]1, "types": {/* ... */} },
// EVM-related outputs
"evm": {
// Assembly (string)
"assembly": "",

// 0ld-style assembly (object)
"legacyAssembly": {3},
// Bytecode and related details.
"bytecode": {
// Debugging data at the level of functions.
"functionDebugData": {
// Now follows a set of functions including compiler-internal and
// user-defined function. The set does not have to be complete.
"@mint_13": { // Internal name of the function
"entryPoint": 128, // Byte offset into the bytecode where the function.
—starts (optional)
"id": 13, // AST ID of the function definition or null for compiler-
< internal functions (optional)
"parameterSlots": 2, // Number of EVM stack slots for the function.
—sparameters (optional)
"returnSlots": 1 // Number of EVM stack slots for the return values.
— (optional)
}
1,
// The bytecode as a hex string.
"object": "00fe",
// Opcodes list (string)
"opcodes": "",
// The source mapping as a string. See the source mapping definition.

nn

"sourceMap": s

(continué en la préxima pagina)
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// Array of sources generated by the compiler. Currently only
// contains a single Yul file.
"generatedSources": [{
// Yul AST
"ast": {/* ... ¥/},
// Source file in its text form (may contain comments)
"contents":"{ function abi_decode(start, end) -> data { data :=.
—calldataload(start) } }",
// Source file ID, used for source references, same '"namespace" as the,
—Solidity source files
"id": 2,
"language": "Yul",
"name": "#utility.yul"
1,
// If given, this is an unlinked object.
"linkReferences": {
"libraryFile.sol": {
// Byte offsets into the bytecode.
// Linking replaces the 20 bytes located there.
"Libraryl1": [
{ "start": 0, "length": 20 },
{ "start": 200, "length": 20 }

1
}
}
}!
"deployedBytecode": {
/* ..., */ // The same layout as above.

"immutableReferences": {
// There are two references to the immutable with AST ID 3, both 32 bytes.
—long. One is
// at bytecode offset 42, the other at bytecode offset 80.
"3": [{ "start": 42, "length": 32 }, { "start": 80, "length": 32 }]
}
1,
// The list of function hashes
"methodIdentifiers": {
"delegate(address)": "5c19a95c"
1,
// Function gas estimates
"gasEstimates": {
"creation": {
"codeDepositCost": "420000",
"executionCost": "infinite",
"totalCost": "infinite"
1,
"external": {
"delegate(address)": "25000"
1,
"internal": {
"heavyLifting()": "infinite"
}

(continué en la préxima pagina)
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}
},
// Ewasm related outputs
"ewasm": {
// S-expressions format
"wast": ",
// Binary format (hex string)
Ilwasmll : mn
}
3
}
}
}
Error Types
1. JSONError: JSON input doesn’t conform to the required format, e.g. input is not a JSON object, the language is
not supported, etc.
2. I0Error: IO and import processing errors, such as unresolvable URL or hash mismatch in supplied sources.
3. ParserError: Source code doesn’t conform to the language rules.
4. DocstringParsingError: The NatSpec tags in the comment block cannot be parsed.
5. SyntaxError: Syntactical error, such as continue is used outside of a for loop.
6. DeclarationError: Invalid, unresolvable or clashing identifier names. e.g. Identifier not found
7. TypeError: Error within the type system, such as invalid type conversions, invalid assignments, etc.
8. UnimplementedFeatureError: Feature is not supported by the compiler, but is expected to be supported in
future versions.
9. InternalCompilerError: Internal bug triggered in the compiler - this should be reported as an issue.
10. Exception: Unknown failure during compilation - this should be reported as an issue.
11. CompilerError: Invalid use of the compiler stack - this should be reported as an issue.
12. FatalError: Fatal error not processed correctly - this should be reported as an issue.
13. YulException: Error during Yul Code generation - this should be reported as an issue.
14. Warning: A warning, which didn’t stop the compilation, but should be addressed if possible.
15. Info: Information that the compiler thinks the user might find useful, but is not dangerous and does not neces-

sarily need to be addressed.
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3.14 Analysing the Compiler Output

It is often useful to look at the assembly code generated by the compiler. The generated binary, i.e., the output of
solc --bin contract.sol, is generally difficult to read. It is recommended to use the flag --asm to analyse the
assembly output. Even for large contracts, looking at a visual diff of the assembly before and after a change is often
very enlightening.

Consider the following contract (named, say contract.sol):

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
contract C {
function one() public pure returns (uint) {
return 1;
}
}

The following would be the output of solc --asm contract.sol

======= contract.sol:C =======
EVM assembly:

/* "contract.sol":0:86 contract C {... */
mstore(0x40, 0x80)
callvalue
dup1
iszero
tag_1
jumpi
0x00
dupl
revert

tag_1:
pop
dataSize(sub_0)
dupl
dataOffset(sub_0)
0x00
codecopy
0x00
return

stop

sub_0: assembly {

/* "contract.sol":0:86 contract C {... */
mstore(0x40, 0x80)
callvalue
dupl
iszero
tag_1
jumpi
0x00
dupl
revert

(continué en [a préxima pagina)
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tag_1:
pop

jumpi(tag_2, lt(calldatasize, 0x04))

shr(0xe®, calldataload(0x00))

dupl

0x901717d1

eq

tag_3

jumpi
tag_2:

0x00

dupl

revert

/* "contract.sol":17:84 function one() public pure returns (uint) {... */

tag_3:
tag_4
tag_5
jump // in
tag_4:
mload(0x40)
tag_6
swap2
swapl
tag_7
jump // in
tag_6:
mload(0x40)
dupl
swap?2
sub
swapl
return
tag_5:
/* "contract.
0x00
/* "contract.
0x01
/* "contract.
swapl
pop
/* "contract.
swapl
jump // out
/% "#utility.
tag_10:
/% "#utility.
tag_12
/% "#utility.
dup2
/% "#utility.
tag_13
jump // in

sol":
sol":

sol":

sol":

yul":
yul":
yul":

yul":

53:57

76:77

69:77

17:84

7:125

94:118

112:117

94:118

uint */

1*/

return 1

-}:/

function one() public pure returns (uint) {... */

-k/
*/
*/

7':/

(continué en [a préxima pagina)
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tag_12:
/ ¥
dup3
/ *

"#utility.

"#utility.

mstore

pop
pop
Jjump
/=
tag_7:
0x00
/%
0x20
/*
dup3
add
/%
swapl
pop
tag_1
/%
0x00
/=
dup4
/%
add
/*
dup5
/*

"#utility.

// out
"#utility.
"#utility.
"#utility.
"#utility.
"#utility.
"#utility.
5
"#utility.
"#utility.
"#utility.
"#utility.

"#utility.

tag_10

jump
tag_15:
/ *
swap3
swap?2
pop
pop
Jjump
/*
tag_13:
0x00
/¥
dup2
/*
swapl
pop
/%
swap?2
swapl

// in

"#utility.

// out

"#utility.

"#utility.

"#utility.

"#utility.

yul":
yul":

yul":

yul":

yul":
yul":
yul":

yul":

yul":
yul":
yul":
yul":
yul":

yul":

yul":

yul":

yul":

yul":

yul":

89:92

82:119

72:125

131:

262:

251:

247:

239:

275:

343:

332:

328:

319:

275:

229:

359:

425:

414:

404:

353

264

260

265

265

346

344

341

345

325

346

353

436

430

430

436

*/

*/

*/

*/

*/

*/

*/

*/

(continué en [a préxima pagina)
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pop
jump // out
auxdata:.

—0xa2646970667358221220a5874£19737ddd4c5d77acel619e5160c67b3d4bedac75fce908fed32d98899864
}

736£6c6378273

Alternatively, the above output can also be obtained from Remix, under the option «Compilation Details» after compi-
ling a contract.

Notice that the asm output starts with the creation / constructor code. The deploy code is provided as part of the
sub object (in the above example, it is part of the sub-object sub_0). The auxdata field corresponds to the contract
metadata. The comments in the assembly output point to the source location. Note that #utility.yul is an internally
generated file of utility functions that can be obtained using the flags --combined-json generated-sources,
generated-sources-runtime.

Similarly, the optimized assembly can be obtained with the command: solc --optimize --asm contract.sol.
Often times, it is interesting to see if two different sources in Solidity result in the same optimized code. For example,
to see if the expressions (a * b) / c,a * b / c generates the same bytecode. This can be easily done by taking a
diff of the corresponding assembly output, after potentially stripping comments that reference the source locations.

Nota: The --asm output is not designed to be machine readable. Therefore, there may be breaking changes on the
output between minor versions of solc.

3.15 Solidity IR-based Codegen Changes

Solidity can generate EVM bytecode in two different ways: Either directly from Solidity to EVM opcodes («old code-
gen») or through an intermediate representation («IR») in Yul («<new codegen» or «IR-based codegen»).

The IR-based code generator was introduced with an aim to not only allow code generation to be more transparent and
auditable but also to enable more powerful optimization passes that span across functions.

You can enable it on the command line using --via-ir or with the option {"viaIR": true} in standard-json and
we encourage everyone to try it out!

For several reasons, there are tiny semantic differences between the old and the IR-based code generator, mostly in
areas where we would not expect people to rely on this behaviour anyway. This section highlights the main differences
between the old and the IR-based codegen.

3.15.1 Semantic Only Changes

This section lists the changes that are semantic-only, thus potentially hiding new and different behavior in existing code.
= The order of state variable initialization has changed in case of inheritance.
The order used to be:
» All state variables are zero-initialized at the beginning.
» Evaluate base constructor arguments from most derived to most base contract.
* Initialize all state variables in the whole inheritance hierarchy from most base to most derived.

* Run the constructor, if present, for all contracts in the linearized hierarchy from most base to most derived.
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New order:
» All state variables are zero-initialized at the beginning.
» Evaluate base constructor arguments from most derived to most base contract.
* For every contract in order from most base to most derived in the linearized hierarchy:
1. Initialize state variables.
2. Run the constructor (if present).

This causes differences in contracts where the initial value of a state variable relies on the result of the constructor
in another contract:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1;

contract A {

uint x;

constructor() {
X = 42;

}

function f() public view returns(uint256) {
return Xx;

}

}

contract B is A {
uint public v = £Q;
}

Previously, y would be set to 0. This is due to the fact that we would first initialize state variables: First, x is set
to 0, and when initializing y, £() would return 0 causing y to be 0 as well. With the new rules, y will be set to
42. We first initialize x to O, then call A’s constructor which sets x to 42. Finally, when initializing y, £() returns
42 causing y to be 42.

When storage structs are deleted, every storage slot that contains a member of the struct is set to zero entirely.
Formerly, padding space was left untouched. Consequently, if the padding space within a struct is used to store
data (e.g. in the context of a contract upgrade), you have to be aware that delete will now also clear the added
member (while it wouldn’t have been cleared in the past).

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1;

contract C {

struct S {
uint64 v;
uint64 z;

}

S s;

function f() public {
/) ...
delete s;
// s occupies only first 16 bytes of the 32 bytes slot
// delete will write zero to the full slot
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We have the same behavior for implicit delete, for example when array of structs is shortened.

= Function modifiers are implemented in a slightly different way regarding function parameters and return varia-
bles. This especially has an effect if the placeholder _; is evaluated multiple times in a modifier. In the old code
generator, each function parameter and return variable has a fixed slot on the stack. If the function is run multiple
times because _; is used multiple times or used in a loop, then a change to the function parameter’s or return
variable’s value is visible in the next execution of the function. The new code generator implements modifiers
using actual functions and passes function parameters on. This means that multiple evaluations of a function’s
body will get the same values for the parameters, and the effect on return variables is that they are reset to their
default (zero) value for each execution.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0;
contract C {
function f(uint a) public pure mod() returns (uint r) {
r = at++;
}
modifier mod() { _; _; }

If you execute £(0) in the old code generator, it will return 1, while it will return ® when using the new code
generator.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1 <0.9.0;

contract C {
bool active = true;
modifier mod()

{

active = false;
}
function foo() external mod() returns (uint ret)
{

if (active)

ret = 1; // Same as “‘return 1

}

The function C. foo () returns the following values:

¢ Old code generator: 1 as the return variable is initialized to ® only once before the first _; evaluation and
then overwritten by the return 1;. It is not initialized again for the second _; evaluation and foo () does
not explicitly assign it either (due to active == false), thus it keeps its first value.

* New code generator: 0 as all parameters, including return parameters, will be re-initialized before each _;
evaluation.

= For the old code generator, the evaluation order of expressions is unspecified. For the new code generator, we try
to evaluate in source order (left to right), but do not guarantee it. This can lead to semantic differences.

For example:
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function preincr_u8(uint8 a) public pure returns (uint8) {
return ++a + a;
}
}

The function preincr_u8(1) returns the following values:
* Old code generator: 3 (1 + 2) but the return value is unspecified in general
* New code generator: 4 (2 + 2) but the return value is not guaranteed

On the other hand, function argument expressions are evaluated in the same order by both code generators with
the exception of the global functions addmod and mulmod. For example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function add(uint8 a, uint8 b) public pure returns (uint8) {
return a + b;
}
function g(uint8 a, uint8 b) public pure returns (uint8) {
return add(++a + ++b, a + b);
}
}

The function g(1, 2) returns the following values:
* Old code generator: 10 (add(2 + 3, 2 + 3)) but the return value is unspecified in general
* New code generator: 10 but the return value is not guaranteed

The arguments to the global functions addmod and mulmod are evaluated right-to-left by the old code generator
and left-to-right by the new code generator. For example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function f() public pure returns (uint256 aMod, uint256 mMod) {
uint256 x = 3;
// 01d code gen: add/mulmod(5, 4, 3)
// New code gen: add/mulmod(4, 5, 5)
aMod = addmod(++x, ++x, X);
mMod = mulmod(++x, ++X, X);

}

The function £() returns the following values:
* Old code generator: alMod = 0 and mMod = 2
e New code generator: aMod = 4 and mMod = 0

The new code generator imposes a hard limit of type(uint64) .max (Oxffffffffffffffff) for the free me-
mory pointer. Allocations that would increase its value beyond this limit revert. The old code generator does not
have this limit.
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For example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity po[.8.[9;
contract C {
function f() public {
uint[] memory arr;
// allocation size: 576460752303423481
// assumes freeMemPtr points to 0x80 initially
uint solYulMaxAllocationBeforeMemPtrOverflow = (type(uint64).max - 0x80 -.
—31) / 32;
// freeMemPtr overflows UINT64_MAX
arr = new uint[] (solYulMaxAllocationBeforeMemPtrOverflow);

The function f{) behaves as follows:
* Old code generator: runs out of gas while zeroing the array contents after the large memory allocation

* New code generator: reverts due to free memory pointer overflow (does not run out of gas)

3.15.2 Internals

Internal function pointers

The old code generator uses code offsets or tags for values of internal function pointers. This is especially complicated
since these offsets are different at construction time and after deployment and the values can cross this border via
storage. Because of that, both offsets are encoded at construction time into the same value (into different bytes).

In the new code generator, function pointers use internal IDs that are allocated in sequence. Since calls via jumps are
not possible, calls through function pointers always have to use an internal dispatch function that uses the switch
statement to select the right function.

The ID 0 is reserved for uninitialized function pointers which then cause a panic in the dispatch function when called.

In the old code generator, internal function pointers are initialized with a special function that always causes a panic.
This causes a storage write at construction time for internal function pointers in storage.

Cleanup

The old code generator only performs cleanup before an operation whose result could be affected by the values of the
dirty bits. The new code generator performs cleanup after any operation that can result in dirty bits. The hope is that
the optimizer will be powerful enough to eliminate redundant cleanup operations.

For example:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function f(uint8 a) public pure returns (uint ri, uint r2)

{
a = ~a;
assembly {
rl := a

(continué en [a préxima pagina)
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The function £(1) returns the following values:

= Old code generator: (fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffe,
000000000000000000000000000000000000000000000000000000000000001£e)

= New code generator: (00000000000000000000000000000000000000000000000000000000000000fe,
000000000000000000000000000000000000000000000000000000000000001£e)

Note that, unlike the new code generator, the old code generator does not perform a cleanup after the bit-not assignment
(a = ~a). This results in different values being assigned (within the inline assembly block) to return value r1 between
the old and new code generators. However, both code generators perform a cleanup before the new value of a is assigned
tor2.

3.16 Diseno de variables de estado en almacenamiento

Las variables de estado de loa contratos son almacen en almacenamiento en una forma compacta de modo que va-
rios valores a veces utilizan la misma ranura de almacenamiento. Con la excepcién para arrays y mapping que tiene
los tamafios dindmicos (véase mds adelante), datos se almacena de manera contigua elemento despues elemento que
comienza con la primera variable estado, que se almacena en ranura 0. Para cada variable, un tamafio en bytes se de-
termina segun su tipo. Varios, elementos contiguos que necesita menos que 32 bytes se empaquetan en una sola ranura
de almacenamiento si es posible, de acuerdo con las siguientes reglas:

= El primer elemento en una ranura de almacenamiento se almacena alineado en orden inferior.
= Los tipos de valor se usa s6lo tantos bytes como sean necesarios para almacenarlos.

= Si un tipo de valor no se ajusta a la parte restante de una ranura de almacenamiento, se almacena en el siguiente
ranura de almacenamiento.

= Structs y el dato de array inician una nueva ranura y sus elementos se empaquetan firmemente de acuerdo con
estas reglas.

= [tems following struct or array data always start a new storage slot.
= Los elementos que siguen struct o el dato de array siempre inician una ranura de almacenamiento neuva.

Para los contratos que utilizan herencia, el orden de las variables de estado estd determinado por el orden linealizado C3
de los contratos a partir del contrato mds bésico. Si las reglas anteriores permiten, las variables de estado de diferentes
contratos comparten la misma ranura de almacenamiento.

Los elementos de structs y arrays se almacenan uno después del otro, como si se dieran como valores individuales.

Advertencia: Cuando se utilizan elementos de menos de 32 bytes, el uso de gas de su contrato puede ser mayor.
Esto se debe a que EVM funciona con 32 bytes a la vez. Por lo tanto, si el elemento es mds pequefio ademos, el
EVM debe utilizar mas operaciones para reducir el tamafio del elemento de 32 bytes hasta el tamafio deseado.

Puede ser beneficioso utilizar tipos de tamafio reducido se se trata de valores de almacenamiento porque el com-
pilador empaquetard varios elementos en una ranura de almacenamiento y, por tanto, combinard varias lecturas o
escrituras en una solo operacién. Si no estd leyendo o escribiendo todos los valores de una ranura al mismo tiempo,
este puede tener el efecto contrario, aunque: Cuando se escribe un valor en un de almacenamiento de varios valores
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ranura, la ranura de almacenamiento debe leerse primero y, a continuacion, combinado con el nuevo valor de modo
que no se destruyan otros datos de la misma ranura.

Cuando se trata de argumentos de funcién o valores de memoria, no hay ningin beneficio inherente porque el
compilador no empaqueta estos valores.

Finalmente, para permitir que el EVM se optimice para esto, asegirese de que intenta solicitar su variables de
almacenamiento y miembros struct de tal forma que puedan ser empaquetados herméticamente. Por ejemplo,
declarando las variables de almacenamiento en el orden de uint128, uint128, uint256 enlugardeuint128,
uint256, uint128, ya que el primero sélo ocupard dos ranuras de almacenamiento mientras que el este dltimo
ocupard tres.

Nota: El disefio de las variables de estado en el almacenamiento se considera parte de la interfaz external de Solidity
debido al hecho de que los punteros de almacenamiento se pueden pasar a las bibliotecas. Esto significa que cualquier
cambio en las reglas descritas en esta seccion se considera un de cambio de ruptura de lenguaje y debido a su cardcter
critico debe ser considerado muy cuidadosamente ante en ejecucion. En caso de que se produjera en cambio tan im-
portante, deseriamos publicar un modo de compatibilidad en el que el compilador generarfa compatible con el disefio
anterior.

3.16.1 Mapero y Matrices Dinamicas

Debido a sus tamaiio impredecible, los mapeos y tipos de matriz de tamafio dindmico no se pueden almacenar «entre»
los variables de estado que las preceden y siguen. En cambio, se considera que ocupan solo 32 bytes con respecto a
rules above y los elementos que almacenan comenzando en una ranura de almacenamiento diferente que se calcula
usando un hash Keccak-256.

Suponga que la ubicacién de almacenamiento del mapeo o matrice termina siendo una ranura p después de aplicar rhe
storage layout rules. Para matrices dindmicas, esta ranura se almenace el numero de elementos en el matrice (matrices
de bytes y strings son excepciénes, consulte below). Para mapeos, la renura permanece vacia, pero sigue sinedo necesa-
rio para garantizar que, incluso si hay dos mapeos una al lado de la otra, su contenido termine en diferentes ubicaciones
de almacenamiento.

Los datos de la matriz se ubican a partir de keccak256(p) y se presentan de la misma manera que lo harfan los
datos de matriz de tamaifio estdtico: un elemento tras otro, potencialmente compartiendo ranuras de almacenamiento
si los elementos no tienen mds de 16 bytes. Las matrices dindmicas de matrices dindmicas aplican esta regla de forma
recursiva. La ubicacion del elemento x[1][j], donde el tipo de x es uint24[][], se calcula de la siguiente manera
(de nuevo, suponiendo que x se almacena en la ranura p): La ranura es keccak256 (keccak256(p) i) floor(j /
floor(256 / 24)) y el elemento se puede obtener de los datos de la ranura v usando (v >> ((j% floor(256 /
24)) * 24)) & type(uint24) .max.

El valor correspondiente a una clave de mapero k se encuentra en keccak256(h(k) . p) donde . es concatenacion
y h es una funcién que se aplica a la clave dependiendo de su tipo:

= Para los tipos de valor, h rellena el valor a 32 bytes de la misma manera que cuando se almacena el valor en la
memoria.

= Para strings y matrices de bytes, h(k) son solo los datos sin relleno.

Si el valor de mapero es un tipo sin valor, la ranura calculada marca el inicio de los datos. Si el valor es de tipo struct,
por ejemplo, debe agregar un desplazamiento correspondiente al miembro struct para llegar al miembro.

Como ejemplo, considere el siguiente contrato:
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract C {
struct S { uintl6 a; uintl6 b; uint256 c; }
uint x;
mapping(uint => mapping(uint => S)) data;

Calculemos la ubicacién de almacenamiento de data[4] [9].c. La posicion de la asignacion en si es 1 (la variable x
con 32 bytes la precede). Esto significa que data[4] se almacena en keccak256 (uint256(4) . uint256(1)).El
tipo de data[4] es de nuevo un mapeo y los datos para data[4] [9] comienzan en la ranura keccak256 (uint256(9)
. keccak256(uint256(4) . uint256(1))). El desplazamiento de ranura del miembro c dentro de la estructura
S es 1 porque a y b estdn empaquetados en una sola ranura. Esto significa que la ranura para data[4][9].c es
keccak256(uint256(9) . keccak256(uint256(4) . uint256(1))) 1. El tipo del valor es uint256, por lo
que utiliza una sola ranura.

bytes y string

bytes y string estdn codificados de forma idéntica. En general, la codificacion es similar a bytes1[], en el sentido
de que hay una ranura para la propia matriz y un drea de datos que se calcula utilizando un hash keccak256 de la
posicién de esa ranura. Sin embargo, para valores cortos (menos de 32 bytes) los elementos de matriz se almacenan
junto con la longitud en la misma ranura.

En particular: si los datos tienen como méaximo 31 bytes de longitud, los elementos se almacenan en los bytes de orden
superior (alineados a la izquierda) y el byte de orden mds bajo almacena el valor length * 2. Para las matrices de
bytes que almacenan datos que tienen 32 o mds bytes de longitud, la ranura principal p almacena length * 2 + 1y
los datos se almacenan como de costumbre en keccak256 (p). Esto significa que puede distinguir una matriz corta de
una matriz larga comprobando si se establece el bit mas bajo: corto (no establecido) y largo (conjunto).

Nota: Actualmente no se admite el manejo de ranuras codificadas de forma no vélida, pero es posible que se agreguen
en el futuro. Si estd compilando a través de IR, la lectura de una ranura codificada no validamente da como resultado
un error de Panico(0x22).

3.16.2 Salida JSON

El disefio de almacenamiento de un contrato se puede solicitar a través de standard JSON interface. La salida es un
objeto JSON que contiene dos claves, storage y types. El objeto storage es una matriz donde cada elemento tiene
la siguiente forma:

{
"astId": 2,
"contract": "fileA:A",
"label": "x",
"offset": 0,
"slot": "0",
"type": "t_uint256"

}

El ejemplo anterior es el disefio de almacenamiento de contract A { uint x; } delaunidad de origen fileAy

212 Capitulo 3. Contenidos




Solidity Documentation, Versién 0.8.20

= astId es el identificador del nodo AST de la declaracién de la variable de estado

= contract es el nombre del contrato incluyendo su ruta como prefijo

= label es el nombre de la variable de estado

= offset es el desplazamiento en bytes dentro de la ranura de almacenamiento segtn la codificacién

= slot es laranura de almacenamiento donde reside o se inicia la variable de estado. Este niimero puede ser muy
grande y, por lo tanto, su valor JSON se representa como una cadena.

= type es un identificador utilizado como clave para la informacion de tipo de la variable (que se describe a
continuacién)

El type en esta caso t_uint256 representa un elemento un types, que tiene la forma:

{
"encoding": "inplace",
"label": "uint256",
"number0fBytes": "32",

}

donde

= encoding cémo se codifican los datos en el almacenamiento, donde los valores posibles son:

» inplace: Los datos se presentan de forma contigua en el almacenamiento (consulte above).

* mapping: Método basado en hash Keccak-256 (consulte above).

¢ dynamic_array: Método basado en hash Keccak-256 (consulte above).

* bytes: una solaranura o basado en hash Keccak-256 dependiendo del tamafio de los datos (consulte above).
= label es el nombre de tipo candnico.

= numberOfBytes es el nimero de bytes utilizados (como una cadena decimal). Tenga cuenta que si
numberOfBytes > 32 esto significa que se utiliza mas de una ranura.

Algunos tipos tienen informacién adicional ademds de los cuatro anteriores. Los mapeos contienen sus tipos key y
value (de nuevo haciendo referencia a una entrada en esta asignacion de tipos), las matrices tienen su tipo base y las
structs enumeran sus members en el mismo formato que el storage de nivel superior (consulte above).

Nota: El formato de salida JSON del disefio de almacenamiento de un contrato todavia se considera experimental y
estd sujeto a cambios en las versiones no rompedoras de Solidity.

El ejemplo siguiente muestra un contrato y su disefio de almacenamiento, que contiene tipos de valor y referencia, tipos
codificados empaquetados y tipos anidados.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;
contract A {
struct S {

uintl28 a;

uint128 b;

uint[2] staticArray;

uint[] dynArray;

(continué en [a préxima pagina)
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uint x;

uint v;

S s;

address addr;

mapping(uint => mapping(address => bool)) map;
uint[] array;

string si;
bytes bi;
}
{
"storage": [
{
"astId": 15,
"contract": "fileA:A",
"label™: "x",
"offset": O,
"slot": "0",
"type": "t_uint256"
1
{
"astId": 17,
"contract": "fileA:A",
"label": "y",
"offset": 0,
"slot": "1",
"type": "t_uint256"
3,
{
"astId": 20,
"contract": "fileA:A",
"label": "s",
"offset": O,
"slot": "2",
"type": "t_struct(S)13_storage"
1
{
"astId": 22,
"contract": "fileA:A",
"label": "addr",
"offset": 0,
"slot": "6",
"type": "t_address"
3,
{
"astId": 28,
"contract": "fileA:A",
"label™: "map",
"offset": O,
"slot": "7",
"type": "t_mapping(t_uint256,t_mapping(t_address,t_bool))"
b (continué en [a préxima pagina)
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{
"astId": 31,
"contract": "fileA:A",
"label": "array",
"offset": 0,
"slot": "8",
"type": "t_array(t_uint256)dyn_storage"
1,
{
"astId": 33,
"contract": "fileA:A",
"label": "s1",
"offset": 0,
"slot": "9",
"type": "t_string_storage"
3,
{
"astId": 35,
"contract": "fileA:A",
"label": "bl",
"offset": 0,
"slot": "10",
"type": "t_bytes_storage"
}
1,
"types": {
"t_address": {
"encoding": "inplace",
"label": "address",
"numberOfBytes": "20"
3,
"t_array(t_uint256)2_storage": {
"base": "t_uint256",
"encoding": "inplace",
"label": "uint256[2]",
"numberOfBytes": "64"
1,
"t_array(t_uint256)dyn_storage": {
"base": "t_uint256",
"encoding": "dynamic_array",
"label": "uint256[]",
"numberOfBytes": "32"
1,
"t_bool": {
"encoding": "inplace",
"label": "bool",
"numberOfBytes": "1"
1,

"t_bytes_storage": {
"encoding": "bytes",
"label": "bytes",
"numberOfBytes": "32"

(continué en [a préxima pagina)

3.16. Diseno de variables de estado en almacenamiento

215




Solidity Documentation, Version 0.8.20

(proviene de la pagina anterior)

3
"t_mapping(t_address,t_bool)": {
"encoding": "mapping",
"key": "t_address",
"label": "mapping(address => bool)",
"numberOfBytes": "32",
"value": "t_bool"
1,
"t_mapping(t_uint256,t_mapping(t_address,t_bool))": {
"encoding": "mapping",
"key": "t_uint256",
"label": "mapping(uint256 => mapping(address => bool))",
"numberOfBytes": "32",
"value": "t_mapping(t_address,t_bool)"

I

"t_string_storage": {
"encoding": "bytes",
"label": "string",
"numberOfBytes": "32"

}

_struct(S)13_storage": {
"encoding": "inplace",
"label": "struct A.S",
"members": [

{
"astId": 3,
"contract": "fileA:A",
"label": "a",
"offset": 0,
"slot": "0",
"type": "t_uint128"

1,

{
"astId": 5,
"contract": "fileA:A",
"label": "b",
"offset": 16,
"slot": "0",
"type": "t_uint128"

1,

{
"astId": 9,
"contract": "fileA:A",
"label": "staticArray",
"offset": 0,
"slot": "1",
"type": "t_array(t_uint256)2_storage"

1,

{

"astId": 12,
"contract": "fileA:A",
"label": "dynArray",

(continué en [a préxima pagina)
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"offset": O,
"slot": "3",
"type": "t_array(t_uint256)dyn_storage"
}
1,
"numberOfBytes": "128"
1
"t_uint128": {
"encoding": "inplace",
"label™: "uint128",
"numberOfBytes": "16"
1
"t_uint256": {
"encoding": "inplace",
"label™: "uint256",
"numberOfBytes": "32"
}

}
}

3.17 Diseno en memoria

Solidity reserva cuatro ranuras de 32 bytes, con rangos de bytes especificos (incluidos los extremos) que se utilizan de
la siguiente manera:

= 0x00 - 0x3£ (64 bytes): espacio de desecho para métodos hash
= 0x40 - 0x5f (32 bytes): tamafio de memoria asignado actualmente (aka. puntero de memoria libre)
= 0x60 - 0x7f (32 bytes): ranura cero

El espacio de desecho se puede utilizar entre instrucciones (es decir, dentro de un assembly en linea). La ranura cero se
utiliza como valor inicial para matrices de memoria dindmica y nunca debe escribirse en (el puntero de memoria libre
apunta inicialmente a *~0x80”).

Solidity siempre coloca nuevos objetos en el puntero de memoria libre y la memoria nunca se libera (esto podria
cambiar en el futuro).

Los elementos en matrices de memoria en Solidity siempre ocupan multiplos de 32 bytes (esto es incluso cierto para
bytesl[], pero no para bytes y string). Las matrices de memoria multidimensionales son punteros a matrices de
memoria. La longitud de una matriz dindmica se almacena en la primera ranura de la matriz y seguida de los elementos
de la matriz.

Advertencia: Hay algunas operaciones en Solidity que necesitan un drea de memoria temporal superior a 64 bytes
y, por lo tanto, no cabe en el espacio de desecho. Se colocardan donde apunta la memoria libre, pero dado su corta
duracion, el puntero no se actualiza. Es posible que la memoria se ponga a cero o no. Debido a esto, uno no deberia
esperar que la memoria libre apunte a cero.

Aunque puede parecer una idea buena usar msize para llegar a un 4rea de memoria puesta a cero definitivamente, el
uso de tal puntero no-temporalmente sin actualizar el puntero de memoria libre puede tener resultados inesperados.
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3.17.1 Diferencias con el disefio en el almacenamiento

Como se describié anteriormente, el disefio en la memoria es diferente del disefio en sforage. A continuacién hay
algunos ejemplos.

Ejemplo de diferencia en matrices

La siguiente matriz ocupa 32 bytes (1 ranura) en almacenamiento, pero 128 bytes (4 elementos con 32 bytes cada uno)
en memoria.

uint8[4] a;

Ejemplo de diferencia en el disefio de estructura

La siguiente estructura ocupa 96 bytes (3 ranuras de 32 bytes) en almacenamiento, pero 128 bytes (4 elementos con 32
bytes cada uno) en memoria.

struct S {
uint a;
uint b;
uint8 c;
uint8 d;
}

3.18 Diseno de los Datos de Llamadas

Se supone que los datos de entrada para una llamada a funcién estdn en el formato definido por specification ABI. Entre
otros, la especificacion ABI requiere que los argumentos se rellenen en multiplos de 32 bytes. Las llamadas a funciones
internas utilizan una convencion diferente.

Los argumentos para el constructor de un contrato se anexan directamente al final del c6digo del contrato, también en
codificacion ABI. El constructor accederd a ellos a través de un desplazamiento codificado, y no utilizando el opcode
codesize, ya que esto cambia por supuesto al anexar datos al cédigo.

3.19 Limpieza de Variables

Cuando un valor es inferior que a 256 bits, en algunos casos se deben limpiar los bits restantes. El compilador Solidity
estd diseflado para limpiar los bits restantes antes de cualquier operacion que pueda verse afectada negativamente por
la basura potencial en los bits restantes. Por ejemplo, antes de escribir un valor en la memoria, los bits restantes deben
borrarse porque el contenido de la memoria se puede usar para calcular hashes o enviarse como datos de una llamada
de mensaje. Del mismo modo, antes de almacenar un valor en el almacenamiento, es necesario limpiar los bits restantes
porque de lo contrario se puede observar el valor ilegible.

En ultima instancia, todos los valores en el EVM se almacenan en palabras de 256 bits. Por lo tanto, en algunos casos,
cuando el tipo de un valor tiene menos de 256 bits, es necesario limpiar los bits restantes. El compilador Solidity estd
disefiado para realizar tal limpieza antes de cualquier operacién que pueda verse afectada negativamente por la basura
potencial en los bits restantes. Por ejemplo, antes de escribir un valor en la memoria, los bits restantes deben borrarse
porque el contenido de la memoria se puede usar para calcular hashes o enviarse como datos de una llamada de mensaje.
Del mismo modo, antes de almacenar un valor en el almacenamiento, los bits restantes deben limpiarse porque de lo
contrario se puede observar el valor confuso.
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Tenga en cuenta que el acceso a través del ensamblado en linea no se considera una operacion de este tipo: Si utiliza un
ensamblado en linea para acceder a variables de Solidity inferiores a 256 bits, el compilador no garantiza que el valor
se limpie correctamente.

Ademads, no limpiamos los bits si la operacién inmediatamente siguiente no se ve afectada. Por ejemplo, dado que
cualquier valor distinto de cero se considera true por la instruccion JUMPI, no limpiamos los valores booleanos antes
de que se usen como condicién para JUMPI.

Ademads del principio de disefio anterior, el compilador Solidity limpia los datos de entrada cuando se cargan en la pila.

Los diferentes tipos tienen diferentes reglas para limpiar valores no vélidos:

Tipo Valores Validos Valores no Validos Significan
enum of n miem- | O hastan- 1 excepcion

bros

bool Oorl 1

enteros con signo

das

firmar palabras extendi- | actualmente se envuelve silenciosamente; en el futuro se produciran

excepciones

enteros sin signo

CEro

bits mds altos puestos a | actualmente se envuelve silenciosamente; en el futuro se producirdn

excepciones

La siguiente tabla describe las reglas de limpieza aplicadas a diferentes tipos, donde bits superiores se refiere a
los bits restantes en caso de que el tipo tenga menos de 256 bits.

Type Valid Values Cleanup of Invalid Values

enum de | Ohastan-1 produce una excepcion

n miem-

bros

bool 0ol resulta in 1

enteros bits superiores estable- | actualmente, en silencio, se extiende a un valor valido, es decir todos los bits

firmados | cidos en el bit con el | superiores se. establacen en el bit de signo; puede producir una excepcion en
signo el futuro

ente- bits superiores estable- | actualmente, en silencio, enmascara a un valorto a valido, es decir, todos los

ros  no | cidos a cero bits superiores establecen en cero; puede producir una excepcién en el futuro

firmados

Tenga en cuenta que los valores validos y no validos dependen de su tamafio de tipo. Considere uint8, el tipo de 8-bit
sin signo, que tiene los siguientes valores vélidos:

0000...0000 0000 0000
0000...0000 0000 0001
0000...0000 0000 0010

0000...0000 1111 1111

Cualquier valor no valido tendra los bits mds altos establecidos en cero:

0101...1101 0010 1010
0000...0000 0010 1010

invalid value
cleaned value

Para int8, el tipo de 8-bit firmado, los valores validos son:

Negativo
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1111...1111 1111 1111
1111...1111 1111 1110

1111...1111 1000 0000

Positivo

0000...0000 0000 0000
0000...0000 0000 0001
0000...0000 0000 0010

0000...0000 1111 1111

El compilador signextend el bit de signo, que es 1 para valores negativos y 0 para valores positivos, sobrescribiendo
los bits superiores:

Negativo

0010...1010 1111 1111 valor invalido
1111...1111 1111 1111 valor limpiado

Positivo

1101...0101 0000 0100 valor invalido
0000...0000 0000 0100 valor limpiado

3.20 Asignaciones de origen

Como parte de la salida de AST, el compilador proporciona el rango del c6digo fuente que estd representado por el nodo
respectivo en el AST. Esto se puede usar para varios propdsitos, desde herramientas de andlisis estdtico que informan
errores en funcion del AST hasta herramientas de depuracidn que resaltan las variables locales y sus usos.

Ademads, el compilador también puede generar una asignacion desde el codigo de bytes hasta el rango en el cédigo
fuente que generd la instruccion. Esto es de nuevo importante para las herramientas de andlisis estdtico que operan
a nivel de bytecode y para mostrar la posicién actual en el cédigo fuente dentro de un depurador o para el manejo
de puntos de interrupcién. Este mapeo también contiene otra informacién, como el tipo de salto y la profundidad del
modificador (ver més abajo).

Ambos tipos de asignaciones de origen utilizan identificadores integer para referirse a los archivos de origen. El iden-
tificador de un archivo de origen se almacena en output['sources'][sourceName]['id"'] donde output es la
salida del compilador standard-json analizada como JSON. Para algunas rutinas de utilidad, el compilador genera
archivos de origen «internos» que no forman parte de la entrada original, pero a los que se hace referencia des-
de las asignaciones de origen. Estos archivos de origen junto con sus identificadores pueden obtenerse a través de
output['contracts'][sourceName] [contractName]['evm']['bytecode']['generatedSources'].

Nota: En el caso de instrucciones que no estdn asociadas a ningtin archivo fuente en particular, la asignacién de origen
asigna un identificador integer de - 1. Esto puede ocurrir para secciones de cdigo de bytes que provienen de sentencias
de ensamblaje en linea generadas por el compilador.

Las asignaciones de origen dentro del AST utilizan la siguiente notacién:

s:1:f
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Donde s es el byte-offset al inicio del rango en el archivo de origen, 1 es la longitud del rango de origen en bytes y £
es el indice de origen mencionado anteriormente.

La codificacién en la asignacién de origen para el cédigo de bytes es mds complicada: Es una lista de s:1:£:j:m
separados por ;. Cada uno de estos elementos corresponde a una instruccion, es decir, no se puede utilizar el offset de
bytes, sino que hay que utilizar el offset de instrucciones (las instrucciones push son mds largas que un solo byte). Los
campos s, 1 y £ son como los anteriores. j puede ser i, o o - lo que significa que una instruccién de salto entra en
una funcién, vuelve de una funcién o es un salto normal como parte de, por ejemplo, un loop. El dltimo campo, m, es
un integer que denota la «profundidad del modificador». Esta profundidad se incrementa cada vez que se introduce el
marcador de posicion (_) y disminuye cuando se vuelve a dejar. Esto permite a los debuggers rastrear casos complicados
como el mismo modificador siendo utilizado dos o multiples veces en marcadores de posicién siendo usadas en un solo
modificador.

Para comprimir estas asignaciones de origen, especialmente para bytecode, se utilizan las siguientes reglas:
= Siun campo estd vacio, se utiliza el valor del elemento precedente.
= Si falta un :, todos los campos siguientes se consideran vacios.
Esto significa que las siguientes asignaciones de origen representan la misma informacién:
1:2:1;1:9:1;2:1:2;2:1:2;2:1:2
1:2:1;:9;2:1:2;;

Es importante tener en cuenta que cuando se utiliza verbatim, las asignaciones de origen no serdn validas: El builtin se
considera una Unica instruccion en lugar de potencialmente maltiples.

3.21 The Optimizer

The Solidity compiler uses two different optimizer modules: The «old» optimizer that operates at the opcode level and
the «new» optimizer that operates on Yul IR code.

The opcode-based optimizer applies a set of simplification rules to opcodes. It also combines equal code sets and
removes unused code.

The Yul-based optimizer is much more powerful, because it can work across function calls. For example, arbitrary
jumps are not possible in Yul, so it is possible to compute the side-effects of each function. Consider two function calls,
where the first does not modify storage and the second does modify storage. If their arguments and return values do
not depend on each other, we can reorder the function calls. Similarly, if a function is side-effect free and its result is
multiplied by zero, you can remove the function call completely.

Currently, the parameter --optimize activates the opcode-based optimizer for the generated bytecode and the Yul
optimizer for the Yul code generated internally, for example for ABI coder v2. One can use solc --ir-optimized
--optimize to produce an optimized Yul IR for a Solidity source. Similarly, one can use solc --strict-assembly
--optimize for a stand-alone Yul mode.

Nota: The peephole optimizer and the inliner are always enabled by default and can only be turned off via the Standard
JSON.

You can find more details on both optimizer modules and their optimization steps below.
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3.21.1 Benefits of Optimizing Solidity Code

Overall, the optimizer tries to simplify complicated expressions, which reduces both code size and execution cost, i.e.,
it can reduce gas needed for contract deployment as well as for external calls made to the contract. It also specializes
or inlines functions. Especially function inlining is an operation that can cause much bigger code, but it is often done
because it results in opportunities for more simplifications.

3.21.2 Differences between Optimized and Non-Optimized Code

Generally, the most visible difference is that constant expressions are evaluated at compile time. When it comes to
the ASM output, one can also notice a reduction of equivalent or duplicate code blocks (compare the output of the
flags --asm and --asm --optimize). However, when it comes to the Yul/intermediate-representation, there can be
significant differences, for example, functions may be inlined, combined, or rewritten to eliminate redundancies, etc.
(compare the output between the flags --ir and --optimize --ir-optimized).

3.21.3 Optimizer Parameter Runs

The number of runs (--optimize-runs) specifies roughly how often each opcode of the deployed code will be execu-
ted across the life-time of the contract. This means it is a trade-off parameter between code size (deploy cost) and code
execution cost (cost after deployment). A «runs» parameter of «1» will produce short but expensive code. In contrast,
a larger «runs» parameter will produce longer but more gas efficient code. The maximum value of the parameter is
2%*32-1.

Nota: A common misconception is that this parameter specifies the number of iterations of the optimizer. This is not
true: The optimizer will always run as many times as it can still improve the code.

3.21.4 Opcode-Based Optimizer Module

The opcode-based optimizer module operates on assembly code. It splits the sequence of instructions into basic blocks
at JUMPs and JUMPDESTSs. Inside these blocks, the optimizer analyzes the instructions and records every modification
to the stack, memory, or storage as an expression which consists of an instruction and a list of arguments which are
pointers to other expressions.

Additionally, the opcode-based optimizer uses a component called «CommonSubexpressionEliminator» that, amongst
other tasks, finds expressions that are always equal (on every input) and combines them into an expression class. It
first tries to find each new expression in a list of already known expressions. If no such matches are found, it simplifies
the expression according to rules like constant + constant = sum_of_constantsorX * 1 = X. Since thisis a
recursive process, we can also apply the latter rule if the second factor is a more complex expression which we know
always evaluates to one.

Certain optimizer steps symbolically track the storage and memory locations. For example, this information is used to
compute Keccak-256 hashes that can be evaluated during compile time. Consider the sequence:

PUSH 32

PUSH 0
CALLDATALOAD
PUSH 100
DUP2

MSTORE
KECCAK256
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or the equivalent Yul

let x := calldataload(®)
mstore(x, 100)
let value := keccak256(x, 32)

In this case, the optimizer tracks the value at a memory location calldataload(®) and then realizes that the Keccak-
256 hash can be evaluated at compile time. This only works if there is no other instruction that modifies memory
between the mstore and keccak256. So if there is an instruction that writes to memory (or storage), then we need to
erase the knowledge of the current memory (or storage). There is, however, an exception to this erasing, when we can
easily see that the instruction doesn’t write to a certain location.

For example,

let x := calldataload(®)

mstore(x, 100)

// Current knowledge memory location x -> 100

let v := add(x, 32)

// Does not clear the knowledge that x -> 100, since y does not write to [x, x + 32)
mstore(y, 200)

// This Keccak-256 can now be evaluated

let value := keccak256(x, 32)

Therefore, modifications to storage and memory locations, of say location 1, must erase knowledge about storage or
memory locations which may be equal to 1. More specifically, for storage, the optimizer has to erase all knowledge
of symbolic locations, that may be equal to 1 and for memory, the optimizer has to erase all knowledge of symbolic
locations that may not be at least 32 bytes away. If m denotes an arbitrary location, then this decision on erasure is done
by computing the value sub (1, m). For storage, if this value evaluates to a literal that is non-zero, then the knowledge
about m will be kept. For memory, if the value evaluates to a literal that is between 32 and 2*%*256 - 32, then the
knowledge about m will be kept. In all other cases, the knowledge about m will be erased.

After this process, we know which expressions have to be on the stack at the end, and have a list of modifications to
memory and storage. This information is stored together with the basic blocks and is used to link them. Furthermore,
knowledge about the stack, storage and memory configuration is forwarded to the next block(s).

If we know the targets of all JUMP and JUMPI instructions, we can build a complete control flow graph of the program. If
there is only one target we do not know (this can happen as in principle, jump targets can be computed from inputs), we
have to erase all knowledge about the input state of a block as it can be the target of the unknown JUMP. If the opcode-
based optimizer module finds a JUMPI whose condition evaluates to a constant, it transforms it to an unconditional
jump.

As the last step, the code in each block is re-generated. The optimizer creates a dependency graph from the expressions
on the stack at the end of the block, and it drops every operation that is not part of this graph. It generates code that applies
the modifications to memory and storage in the order they were made in the original code (dropping modifications which
were found not to be needed). Finally, it generates all values that are required to be on the stack in the correct place.

These steps are applied to each basic block and the newly generated code is used as replacement if it is smaller. If a
basic block is split at a JUMPI and during the analysis, the condition evaluates to a constant, the JUMPI is replaced
based on the value of the constant. Thus code like

uint x = 7;

data[7] = 9;

if (data[x] !'= x + 2) // this condition is never true
return 2;

else
return 1;
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simplifies to this:

datal[7] = 9;
return 1;

Simple Inlining

Since Solidity version 0.8.2, there is another optimizer step that replaces certain jumps to blocks containing «simple»
instructions ending with a «jump» by a copy of these instructions. This corresponds to inlining of simple, small Solidity
or Yul functions. In particular, the sequence PUSHTAG(tag) JUMP may be replaced, whenever the JUMP is marked as
jump «into» a function and behind tag there is a basic block (as described above for the «CommonSubexpressionEli-
minator») that ends in another JUMP which is marked as a jump «out of» a function.

In particular, consider the following prototypical example of assembly generated for a call to an internal Solidity fun-
ction:

tag_return
tag_f
Jjump // in
tag_return:
...opcodes after call to f...

tag_£:
...body of function f...
jump // out

As long as the body of the function is a continuous basic block, the «Inliner» can replace tag_f jump by the block at
tag_f resulting in:

tag_return
...body of function f£...
jump
tag_return:
...opcodes after call to f...

tag_f:
...body of function f£...
jump // out

Now ideally, the other optimizer steps described above will result in the return tag push being moved towards the
remaining jump resulting in:

...body of function f...
tag_return
jump
tag_return:
...opcodes after call to f...

tag_f£:
...body of function f£...
jump // out

In this situation the «PeepholeOptimizer» will remove the return jump. Ideally, all of this can be done for all references
to tag_f leaving it unused, s.t. it can be removed, yielding:
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...body of function f...
...opcodes after call to f...

So the call to function £ is inlined and the original definition of f can be removed.

Inlining like this is attempted, whenever a heuristics suggests that inlining is cheaper over the lifetime of a contract
than not inlining. This heuristics depends on the size of the function body, the number of other references to its tag
(approximating the number of calls to the function) and the expected number of executions of the contract (the global
optimizer parameter «runs»).

3.21.5 Yul-Based Optimizer Module

The Yul-based optimizer consists of several stages and components that all transform the AST in a semantically equi-
valent way. The goal is to end up either with code that is shorter or at least only marginally longer but will allow further
optimization steps.

Advertencia: Since the optimizer is under heavy development, the information here might be outdated. If you rely
on a certain functionality, please reach out to the team directly.

The optimizer currently follows a purely greedy strategy and does not do any backtracking.

All components of the Yul-based optimizer module are explained below. The following transformation steps are the
main components:

= SSA Transform

= Common Subexpression Eliminator
= Expression Simplifier

= Redundant Assign Eliminator

= Full Inliner

Optimizer Steps

This is a list of all steps the Yul-based optimizer sorted alphabetically. You can find more information on the individual
steps and their sequence below.

Abbreviation | Full name
BlockFlattener
CircularReferencesPruner
CommonSubexpressionEliminator
ConditionalSimplifier
ConditionalUnsimplifier
ControlFlowSimplifier
DeadCodeEliminator
EqualStoreEliminator
EquivalentFunctionCombiner
Expressionlnliner
ExpressionJoiner
Expression Simplifier

continué en la préxima pagina

0N o< (mO|IB|(CIO|0|H]|H

3.21. The Optimizer 225




Solidity Documentation, Version 0.8.20

Tabla 1 — proviene de la pagina anterior
Abbreviation | Full name
ExpressionSplitter
ForLoopConditionIntoBody
ForLoopConditionOutOfBody
ForLoopInitRewriter
Fulllnliner
FunctionGrouper

FunctionHoister

FunctionSpecializer
LiteralRematerialiser
LoadResolver
LoopInvariantCodeMotion
RedundantAssignEliminator
ReasoningBasedSimplifier - highly experimental
Rematerialiser

SSAReverser

SSATransform
StructuralSimplifier
UnusedFunctionParameterPruner
UnusedStoreEliminator
UnusedPruner

VarDeclInitializer

alclnc|rly|<B|I K| R |HHB|lQ|H|O0|O|H| X

Some steps depend on properties ensured by BlockFlattener, FunctionGrouper, ForLoopInitRewriter. For
this reason the Yul optimizer always applies them before applying any steps supplied by the user.

The ReasoningBasedSimplifier is an optimizer step that is currently not enabled in the default set of steps. It uses an
SMT solver to simplify arithmetic expressions and boolean conditions. It has not received thorough testing or validation
yet and can produce non-reproducible results, so please use with care!

Selecting Optimizations

By default the optimizer applies its predefined sequence of optimization steps to the generated assembly. You can
override this sequence and supply your own using the --yul-optimizations option:

solc --optimize --ir-optimized --yul-optimizations 'dhfoD[xarrscLMcCTU]Juljmul:fDnTOc'

The order of steps is significant and affects the quality of the output. Moreover, applying a step may uncover new
optimization opportunities for others that were already applied, so repeating steps is often beneficial.

The sequence inside [. ..] will be applied multiple times in a loop until the Yul code remains unchanged or until the
maximum number of rounds (currently 12) has been reached. Brackets ([]) may be used multiple times in a sequence,
but can not be nested.

An important thing to note, is that there are some hardcoded steps that are always run before and after the user-supplied
sequence, or the default sequence if one was not supplied by the user.

The cleanup sequence delimiter : is optional, and is used to supply a custom cleanup sequence in order to replace the
default one. If omitted, the optimizer will simply apply the default cleanup sequence. In addition, the delimiter may
be placed at the beginning of the user-supplied sequence, which will result in the optimization sequence being empty,
whereas conversely, if placed at the end of the sequence, will be treated as an empty cleanup sequence.
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Preprocessing

The preprocessing components perform transformations to get the program into a certain normal form that is easier to
work with. This normal form is kept during the rest of the optimization process.

Disambiguator

The disambiguator takes an AST and returns a fresh copy where all identifiers have unique names in the input AST.
This is a prerequisite for all other optimizer stages. One of the benefits is that identifier lookup does not need to take
scopes into account which simplifies the analysis needed for other steps.

All subsequent stages have the property that all names stay unique. This means if a new identifier needs to be introduced,
a new unique name is generated.

FunctionHoister

The function hoister moves all function definitions to the end of the topmost block. This is a semantically equivalent
transformation as long as it is performed after the disambiguation stage. The reason is that moving a definition to a
higher-level block cannot decrease its visibility and it is impossible to reference variables defined in a different function.

The benefit of this stage is that function definitions can be looked up more easily and functions can be optimized in
isolation without having to traverse the AST completely.

FunctionGrouper

The function grouper has to be applied after the disambiguator and the function hoister. Its effect is that all topmost
elements that are not function definitions are moved into a single block which is the first statement of the root block.

After this step, a program has the following normal form:

{IF...}

Where I is a (potentially empty) block that does not contain any function definitions (not even recursively) and F is a
list of function definitions such that no function contains a function definition.

The benefit of this stage is that we always know where the list of function begins.

ForLoopConditionintoBody

This transformation moves the loop-iteration condition of a for-loop into loop body. We need this transformation because
ExpressionSplitter will not apply to iteration condition expressions (the C in the following example).

for { Init... } C { Post... } {
Body. ..
}

is transformed to

for { Init... } 1 { Post... } {
if iszero(C) { break }
Body...
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This transformation can also be useful when paired with LoopInvariantCodeMotion, since invariants in the loop-
invariant conditions can then be taken outside the loop.

ForLooplnitRewriter

This transformation moves the initialization part of a for-loop to before the loop:

for { Init... } C { Post... } {
Body...
}

is transformed to

Init...

for {} C { Post... } {
Body...

}

This eases the rest of the optimization process because we can ignore the complicated scoping rules of the for loop
initialisation block.

VarDeclInitializer

This step rewrites variable declarations so that all of them are initialized. Declarations like let x, y are split into
multiple declaration statements.

Only supports initializing with the zero literal for now.

Pseudo-SSA Transformation

The purpose of this components is to get the program into a longer form, so that other components can more easily work
with it. The final representation will be similar to a static-single-assignment (SSA) form, with the difference that it does
not make use of explicit «phi» functions which combines the values from different branches of control flow because
such a feature does not exist in the Yul language. Instead, when control flow merges, if a variable is re-assigned in one
of the branches, a new SSA variable is declared to hold its current value, so that the following expressions still only
need to reference SSA variables.

An example transformation is the following:

{
let a := calldataload(®)
let b := calldataload(0x20)
if gt(a, 0 {
b := mul(b, 0x20)
}
a := add(a, 1)
sstore(a, add(b, 0x20))
}

When all the following transformation steps are applied, the program will look as follows:
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{
let _1 := 0
let a_9 := calldataload(_1)
let a := a_9
let _2 := 0x20
let b_10 := calldataload(_2)
let b := b_10
let 3 :=0
let 4 := gt(a_9, _3)
if _4
{
let _5 := 0x20
let b_11 := mul(b_10, _5)
b := b_11
}
let b_12 := Db
let 6 :=1
let a_13 := add(a_9, _6)
let _7 := 0x20
let 8 := add(b_12, _7)
sstore(a_13, _8)
}

Note that the only variable that is re-assigned in this snippet is b. This re-assignment cannot be avoided because b has
different values depending on the control flow. All other variables never change their value once they are defined. The
advantage of this property is that variables can be freely moved around and references to them can be exchanged by
their initial value (and vice-versa), as long as these values are still valid in the new context.

Of course, the code here is far from being optimized. To the contrary, it is much longer. The hope is that this code will
be easier to work with and furthermore, there are optimizer steps that undo these changes and make the code more
compact again at the end.

ExpressionSplitter

The expression splitter turns expressions like add(mload(0x123), mul (mload(0x456), 0x20)) into a sequence
of declarations of unique variables that are assigned sub-expressions of that expression so that each function call has
only variables as arguments.

The above would be transformed into

{
let _1 := 0x20
let _2 := 0x456
let _3 := mload(_2)
let 4 := mul(_3, _1)
let _5 := 0x123
let 6 := mload(_5)
let z := add(_6, _4)
}

Note that this transformation does not change the order of opcodes or function calls.

It is not applied to loop iteration-condition, because the loop control flow does not allow this «outlining» of the inner
expressions in all cases. We can sidestep this limitation by applying ForLoopConditionIntoBody to move the iteration
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condition into loop body.

The final program should be in a form such that (with the exception of loop conditions) function calls cannot appear
nested inside expressions and all function call arguments have to be variables.

The benefits of this form are that it is much easier to re-order the sequence of opcodes and it is also easier to perform
function call inlining. Furthermore, it is simpler to replace individual parts of expressions or re-organize the «expression
tree». The drawback is that such code is much harder to read for humans.

SSATransform

This stage tries to replace repeated assignments to existing variables by declarations of new variables as much as
possible. The reassignments are still there, but all references to the reassigned variables are replaced by the newly
declared variables.

Example:

{
let a := 1
mstore(a, 2)
a =3

}

is transformed to

{
let a_1 :=1
let a := a_1
mstore(a_l, 2)
let a_3 := 3
a = a.3

}

Exact semantics:

For any variable a that is assigned to somewhere in the code (variables that are declared with value and never re-assigned
are not modified) perform the following transforms:

= replace let a := vbylet a_i := v let a := a_i
= replacea := vbylet a_i := v a := a_i where i is a number such that a_i is yet unused.

Furthermore, always record the current value of i used for a and replace each reference to a by a_i. The current value
mapping is cleared for a variable a at the end of each block in which it was assigned to and at the end of the for loop
init block if it is assigned inside the for loop body or post block. If a variable’s value is cleared according to the rule
above and the variable is declared outside the block, a new SSA variable will be created at the location where control
flow joins, this includes the beginning of loop post/body block and the location right after If/Switch/ForLoop/Block
statement.

After this stage, the Redundant Assign Eliminator is recommended to remove the unnecessary intermediate assign-
ments.

This stage provides best results if the Expression Splitter and the Common Subexpression Eliminator are run right before
it, because then it does not generate excessive amounts of variables. On the other hand, the Common Subexpression
Eliminator could be more efficient if run after the SSA transform.
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RedundantAssignEliminator

The SSA transform always generates an assignment of the form a := a_i, even though these might be unnecessary
in many cases, like the following example:

{
let a := 1
a := mload(a)
a := sload(a)
sstore(a, 1)
}

The SSA transform converts this snippet to the following:

{
let a_1 :=1
let a := a_1
let a_2 := mload(a_1l)
a = a.2
let a_3 := sload(a_2)
a = a.3
sstore(a_3, 1)
}

The Redundant Assign Eliminator removes all the three assignments to a, because the value of a is not used and thus
turn this snippet into strict SSA form:

{
let a_1 :=1
let a_2 := mload(a_l)
let a_3 := sload(a_2)
sstore(a_3, 1)

}

Of course the intricate parts of determining whether an assignment is redundant or not are connected to joining control
flow.

The component works as follows in detail:

The AST is traversed twice: in an information gathering step and in the actual removal step. During information gathe-
ring, we maintain a mapping from assignment statements to the three states «unused», «undecided» and «used» which
signifies whether the assigned value will be used later by a reference to the variable.

When an assignment is visited, it is added to the mapping in the «undecided» state (see remark about for loops below)
and every other assignment to the same variable that is still in the «undecided» state is changed to «unused». When a
variable is referenced, the state of any assignment to that variable still in the «undecided>» state is changed to «used».

At points where control flow splits, a copy of the mapping is handed over to each branch. At points where control flow
joins, the two mappings coming from the two branches are combined in the following way: Statements that are only in
one mapping or have the same state are used unchanged. Conflicting values are resolved in the following way:

= «unused», «undecided» -> «undecided»
= «unused», «used» -> «used»

= «undecided», «used» -> «used»
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For for-loops, the condition, body and post-part are visited twice, taking the joining control-flow at the condition into
account. In other words, we create three control flow paths: Zero runs of the loop, one run and two runs and then
combine them at the end.

Simulating a third run or even more is unnecessary, which can be seen as follows:

A state of an assignment at the beginning of the iteration will deterministically result in a state of that assignment at the
end of the iteration. Let this state mapping function be called f. The combination of the three different states unused,
undecided and used as explained above is the max operation where unused = 0, undecided = 1 and used = 2.

The proper way would be to compute

max(s, £(s), £(£(s)), £(£C£(s))), ...)

as state after the loop. Since £ just has a range of three different values, iterating it has to reach a cycle after at most
three iterations, and thus £(£(£(s))) has to equal one of s, £(s), or £(£(s)) and thus

max(s, f(s), f£(£(s))) = max(s, £(s), £(£(s)), £(£(£(s))), ...).

In summary, running the loop at most twice is enough because there are only three different states.
For switch statements that have a «default»-case, there is no control-flow part that skips the switch.

When a variable goes out of scope, all statements still in the «undecided» state are changed to «unused», unless the
variable is the return parameter of a function - there, the state changes to «used».

In the second traversal, all assignments that are in the «unused» state are removed.

This step is usually run right after the SSA transform to complete the generation of the pseudo-SSA.

Tools

Movability

Movability is a property of an expression. It roughly means that the expression is side-effect free and its evaluation only
depends on the values of variables and the call-constant state of the environment. Most expressions are movable. The
following parts make an expression non-movable:

= function calls (might be relaxed in the future if all statements in the function are movable)
= opcodes that (can) have side-effects (like call or selfdestruct)
= opcodes that read or write memory, storage or external state information

= opcodes that depend on the current PC, memory size or returndata size

DataflowAnalyzer

The Dataflow Analyzer is not an optimizer step itself but is used as a tool by other components. While traversing the
AST, it tracks the current value of each variable, as long as that value is a movable expression. It records the variables
that are part of the expression that is currently assigned to each other variable. Upon each assignment to a variable a,
the current stored value of a is updated and all stored values of all variables b are cleared whenever a is part of the
currently stored expression for b.

At control-flow joins, knowledge about variables is cleared if they have or would be assigned in any of the control-flow
paths. For instance, upon entering a for loop, all variables are cleared that will be assigned during the body or the post
block.
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Expression-Scale Simplifications

These simplification passes change expressions and replace them by equivalent and hopefully simpler expressions.

CommonSubexpressionEliminator

This step uses the Dataflow Analyzer and replaces subexpressions that syntactically match the current value of a variable
by a reference to that variable. This is an equivalence transform because such subexpressions have to be movable.

All subexpressions that are identifiers themselves are replaced by their current value if the value is an identifier.

The combination of the two rules above allow to compute a local value numbering, which means that if two variables
have the same value, one of them will always be unused. The Unused Pruner or the Redundant Assign Eliminator will
then be able to fully eliminate such variables.

This step is especially efficient if the expression splitter is run before. If the code is in pseudo-SSA form, the values of
variables are available for a longer time and thus we have a higher chance of expressions to be replaceable.

The expression simplifier will be able to perform better replacements if the common subexpression eliminator was run
right before it.

Expression Simplifier

The Expression Simplifier uses the Dataflow Analyzer and makes use of a list of equivalence transforms on expressions
like X + ® -> Xto simplify the code.

It tries to match patterns like X + O on each subexpression. During the matching procedure, it resolves variables to their
currently assigned expressions to be able to match more deeply nested patterns even when the code is in pseudo-SSA
form.

Some of the patterns like X - X -> 0 can only be applied as long as the expression X is movable, because otherwise it
would remove its potential side-effects. Since variable references are always movable, even if their current value might
not be, the Expression Simplifier is again more powerful in split or pseudo-SSA form.

LiteralRematerialiser

To be documented.

LoadResolver

Optimisation stage that replaces expressions of type sload(x) and mload(x) by the value currently stored in storage
resp. memory, if known.

Works best if the code is in SSA form.

Prerequisite: Disambiguator, ForLooplInitRewriter.

3.21. The Optimizer 233



Solidity Documentation, Version 0.8.20

ReasoningBasedSimplifier

This optimizer uses SMT solvers to check whether if conditions are constant.
= If constraints AND condition is UNSAT, the condition is never true and the whole body can be removed.
» [f constraints AND NOT condition is UNSAT, the condition is always true and can be replaced by 1.
The simplifications above can only be applied if the condition is movable.
It is only effective on the EVM dialect, but safe to use on other dialects.

Prerequisite: Disambiguator, SSATransform.

Statement-Scale Simplifications

CircularReferencesPruner

This stage removes functions that call each other but are neither externally referenced nor referenced from the outermost
context.

ConditionalSimplifier

The Conditional Simplifier inserts assignments to condition variables if the value can be determined from the control-
flow.

Destroys SSA form.

Currently, this tool is very limited, mostly because we do not yet have support for boolean types. Since conditions only
check for expressions being nonzero, we cannot assign a specific value.

Current features:

= switch cases: insert «<condition> := <caseLabel>»

= after if statement with terminating control-flow, insert «<condition> := 0»
Future features:

= allow replacements by «1»

= take termination of user-defined functions into account
Works best with SSA form and if dead code removal has run before.

Prerequisite: Disambiguator.

ConditionalUnsimplifier

Reverse of Conditional Simplifier.
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ControlFlowSimplifier

Simplifies several control-flow structures:
= replace if with empty body with pop(condition)
= remove empty default switch case
= remove empty switch case if no default case exists
= replace switch with no cases with pop(expression)
= turn switch with single case into if
= replace switch with only default case with pop(expression) and body
= replace switch with const expr with matching case body
= replace for with terminating control flow and without other break/continue by if
= remove leave at the end of a function.

None of these operations depend on the data flow. The StructuralSimplifier performs similar tasks that do depend on
data flow.

The ControlFlowSimplifier does record the presence or absence of break and continue statements during its traversal.

Prerequisite: Disambiguator, FunctionHoister, ForLoopInitRewriter. Important: Introduces EVM opcodes and thus can
only be used on EVM code for now.

DeadCodeEliminator

This optimization stage removes unreachable code.

Unreachable code is any code within a block which is preceded by a leave, return, invalid, break, continue, selfdestruct,
revert or by a call to a user-defined function that recurses infinitely.

Function definitions are retained as they might be called by earlier code and thus are considered reachable.

Because variables declared in a for loop’s init block have their scope extended to the loop body, we require ForLooplI-
nitRewriter to run before this step.

Prerequisite: ForLooplInitRewriter, Function Hoister, Function Grouper

EqualStoreEliminator

This steps removes mstore(k, v) and sstore(k, v) calls if there was a previous call to mstore(k, v) /
sstore(k, v),no other store in between and the values of k and v did not change.

This simple step is effective if run after the SSA transform and the Common Subexpression Eliminator, because SSA
will make sure that the variables will not change and the Common Subexpression Eliminator re-uses exactly the same
variable if the value is known to be the same.

Prerequisites: Disambiguator, ForLoopInitRewriter
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UnusedPruner

This step removes the definitions of all functions that are never referenced.

It also removes the declaration of variables that are never referenced. If the declaration assigns a value that is not
movable, the expression is retained, but its value is discarded.

All movable expression statements (expressions that are not assigned) are removed.

StructuralSimplifier

This is a general step that performs various kinds of simplifications on a structural level:
= replace if statement with empty body by pop(condition)
= replace if statement with true condition by its body
= remove if statement with false condition
= turn switch with single case into if
= replace switch with only default case by pop (expression) and body
= replace switch with literal expression by matching case body
= replace for loop with false condition by its initialization part

This component uses the Dataflow Analyzer.

BlockFlattener

This stage eliminates nested blocks by inserting the statement in the inner block at the appropriate place in the outer
block. It depends on the FunctionGrouper and does not flatten the outermost block to keep the form produced by the
FunctionGrouper.

{
{
let x := 2
{
let v := 3
mstore(x, y)
}
}
}

is transformed to

{
{
let x := 2
let v := 3
mstore(x, y)
}
}

As long as the code is disambiguated, this does not cause a problem because the scopes of variables can only grow.
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LooplnvariantCodeMotion

This optimization moves movable SSA variable declarations outside the loop.

Only statements at the top level in a loop’s body or post block are considered, i.e variable declarations inside conditional
branches will not be moved out of the loop.

Requirements:
= The Disambiguator, ForLoopInitRewriter and FunctionHoister must be run upfront.

= Expression splitter and SSA transform should be run upfront to obtain better result.

Function-Level Optimizations

FunctionSpecializer

This step specializes the function with its literal arguments.

If a function, say, function f(a, b) { sstore (a, b) },iscalled with literal arguments, for example, £(x, 5),
where x is an identifier, it could be specialized by creating a new function f_1 that takes only one argument, i.e.,

function f_1(a_1) {
let b_1 := 5
sstore(a_1l, b_1)

Other optimization steps will be able to make more simplifications to the function. The optimization step is mainly
useful for functions that would not be inlined.

Prerequisites: Disambiguator, FunctionHoister

LiteralRematerialiser is recommended as a prerequisite, even though it’s not required for correctness.

UnusedFunctionParameterPruner

This step removes unused parameters in a function.

If a parameter is unused, like c and y in, function f(a,b,c) -> x, y { x := div(a,b) }, we remove the pa-
rameter and create a new «linking» function as follows:

function f(a,b) -> x { x := div(a,b) }
function f2(a,b,c) -> x, yv { x := f(a,b) }

and replace all references to £ by £2. The inliner should be run afterwards to make sure that all references to £2 are
replaced by f.

Prerequisites: Disambiguator, FunctionHoister, LiteralRematerialiser.

The step LiteralRematerialiser is not required for correctness. It helps deal with cases such as: function f(x) -> y
{ revert(y, y} } where the literal y will be replaced by its value , allowing us to rewrite the function.
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UnusedStoreEliminator

Optimizer component that removes redundant sstore and memory store statements. In case of an sstore, if all
outgoing code paths revert (due to an explicit revert (), invalid(), or infinite recursion) or lead to another sstore
for which the optimizer can tell that it will overwrite the first store, the statement will be removed. However, if there is a
read operation between the initial sstore and the revert, or the overwriting sstore, the statement will not be removed.
Such read operations include: external calls, user-defined functions with any storage access, and sload of a slot that
cannot be proven to differ from the slot written by the initial sstore.

For example, the following code

{
let ¢ := calldataload(®)
sstore(c, 1)
if ¢ {
sstore(c, 2)
}
sstore(c, 3)
}

will be transformed into the code below after the Unused Store Eliminator step is run

{
let ¢ := calldataload(0®)
ifc{}
sstore(c, 3)

}

For memory store operations, things are generally simpler, at least in the outermost yul block as all such statements will
be removed if they are never read from in any code path. At function analysis level, however, the approach is similar
to sstore, as we do not know whether the memory location will be read once we leave the function’s scope, so the
statement will be removed only if all code paths lead to a memory overwrite.

Best run in SSA form.

Prerequisites: Disambiguator, ForLooplnitRewriter.

EquivalentFunctionCombiner

If two functions are syntactically equivalent, while allowing variable renaming but not any re-ordering, then any refe-
rence to one of the functions is replaced by the other.

The actual removal of the function is performed by the Unused Pruner.

Function Inlining

Expressioninliner

This component of the optimizer performs restricted function inlining by inlining functions that can be inlined inside
functional expressions, i.e. functions that:

= return a single value.

= have a body like r := <functional expression>.
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= neither reference themselves nor r in the right hand side.
Furthermore, for all parameters, all of the following need to be true:
» The argument is movable.

= The parameter is either referenced less than twice in the function body, or the argument is rather cheap («cost»
of at most 1, like a constant up to Oxff).

Example: The function to be inlined has the form of function £(...) -> r { r := E } where E is an expression
that does not reference r and all arguments in the function call are movable expressions.

The result of this inlining is always a single expression.

This component can only be used on sources with unique names.

Fulllnliner

The Full Inliner replaces certain calls of certain functions by the function’s body. This is not very helpful in most
cases, because it just increases the code size but does not have a benefit. Furthermore, code is usually very expensive
and we would often rather have shorter code than more efficient code. In same cases, though, inlining a function can
have positive effects on subsequent optimizer steps. This is the case if one of the function arguments is a constant, for
example.

During inlining, a heuristic is used to tell if the function call should be inlined or not. The current heuristic does not
inline into «large» functions unless the called function is tiny. Functions that are only used once are inlined, as well as
medium-sized functions, while function calls with constant arguments allow slightly larger functions.

In the future, we may include a backtracking component that, instead of inlining a function right away, only specializes
it, which means that a copy of the function is generated where a certain parameter is always replaced by a constant.
After that, we can run the optimizer on this specialized function. If it results in heavy gains, the specialized function is
kept, otherwise the original function is used instead.

Cleanup

The cleanup is performed at the end of the optimizer run. It tries to combine split expressions into deeply nested ones
again and also improves the «compilability» for stack machines by eliminating variables as much as possible.

ExpressiondJoiner

This is the opposite operation of the expression splitter. It turns a sequence of variable declarations that have exactly
one reference into a complex expression. This stage fully preserves the order of function calls and opcode executions. It
does not make use of any information concerning the commutativity of the opcodes; if moving the value of a variable
to its place of use would change the order of any function call or opcode execution, the transformation is not performed.

Note that the component will not move the assigned value of a variable assignment or a variable that is referenced more
than once.

The snippet let x := add(0®, 2) let y := mul(x, mload(2)) is not transformed, because it would cause the
order of the call to the opcodes add and mload to be swapped - even though this would not make a difference because
add is movable.

When reordering opcodes like that, variable references and literals are ignored. Because of that, the snippet let x :=
add(®, 2) let y := mul(x, 3)istransformedtolet y := mul(add(®, 2), 3),even though the add opcode
would be executed after the evaluation of the literal 3.
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SSAReverser

This is a tiny step that helps in reversing the effects of the SSA transform if it is combined with the Common Subex-
pression Eliminator and the Unused Pruner.

The SSA form we generate is detrimental to code generation on the EVM and WebAssembly alike because it generates
many local variables. It would be better to just re-use existing variables with assignments instead of fresh variable
declarations.

The SSA transform rewrites

let a := calldataload(®)
mstore(a, 1)

to

let a_1 := calldataload(0®)
let a := a_1

mstore(a_1l, 1)

let a_2 := calldataload(0x20)

a := a_2

The problem is that instead of a, the variable a_1 is used whenever a was referenced. The SSA transform changes
statements of this form by just swapping out the declaration and the assignment. The above snippet is turned into

let a := calldataload(®)
let a_1 := a

mstore(a_1l, 1)

a := calldataload(0x20)
let a2 := a

This is a very simple equivalence transform, but when we now run the Common Subexpression Eliminator, it will
replace all occurrences of a_1 by a (until a is re-assigned). The Unused Pruner will then eliminate the variable a_1
altogether and thus fully reverse the SSA transform.

StackCompressor

One problem that makes code generation for the Ethereum Virtual Machine hard is the fact that there is a hard limit of
16 slots for reaching down the expression stack. This more or less translates to a limit of 16 local variables. The stack
compressor takes Yul code and compiles it to EVM bytecode. Whenever the stack difference is too large, it records the
function this happened in.

For each function that caused such a problem, the Rematerialiser is called with a special request to aggressively elimi-
nate specific variables sorted by the cost of their values.

On failure, this procedure is repeated multiple times.
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Rematerialiser

The rematerialisation stage tries to replace variable references by the expression that was last assigned to the variable.
This is of course only beneficial if this expression is comparatively cheap to evaluate. Furthermore, it is only semanti-
cally equivalent if the value of the expression did not change between the point of assignment and the point of use. The
main benefit of this stage is that it can save stack slots if it leads to a variable being eliminated completely (see below),
but it can also save a DUP opcode on the EVM if the expression is very cheap.

The Rematerialiser uses the Dataflow Analyzer to track the current values of variables, which are always movable. If
the value is very cheap or the variable was explicitly requested to be eliminated, the variable reference is replaced by
its current value.

ForLoopConditionOutOfBody

Reverses the transformation of ForLoopConditionIntoBody.

For any movable c, it turns

for { ... }1{ ...} {

if iszero(c) { break }

}

into

for { ... }c{ ... } {

}

and it turns

for { ... } 1 { ...} {
if ¢ { break }

}

into

for { ... } iszero(c) { ... } {

}

The LiteralRematerialiser should be run before this step.
WebAssembly specific
MainFunction

Changes the topmost block to be a function with a specific name («main») which has no inputs nor outputs.

Depends on the Function Grouper.
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3.22 Contract Metadata

The Solidity compiler automatically generates a JSON file, the contract metadata, that contains information about
the compiled contract. You can use this file to query the compiler version, the sources used, the ABI and NatSpec
documentation to more safely interact with the contract and verify its source code.

The compiler appends by default the IPFS hash of the metadata file to the end of the bytecode (for details, see below)
of each contract, so that you can retrieve the file in an authenticated way without having to resort to a centralized data
provider. The other available options are the Swarm hash and not appending the metadata hash to the bytecode. These
can be configured via the Standard JSON Interface.

You have to publish the metadata file to IPFS, Swarm, or another service so that others can access it. You create the
file by using the solc --metadata command together with the --output-dir parameter. Without the parameter,
the metadata will be written to standard output. The metadata contains IPFS and Swarm references to the source code,
so you have to upload all source files in addition to the metadata file. For IPFS, the hash contained in the CID returned
by ipfs add (not the direct sha2-256 hash of the file) shall match with the one contained in the bytecode.

The metadata file has the following format. The example below is presented in a human-readable way. Properly format-
ted metadata should use quotes correctly, reduce whitespace to a minimum and sort the keys of all objects to arrive at
a unique formatting. Comments are not permitted and used here only for explanatory purposes.

{
// Required: The version of the metadata format
"version": "1",
// Required: Source code language, basically selects a "sub-version"
// of the specification
"language": "Solidity",
// Required: Details about the compiler, contents are specific
// to the language.
"compiler": {
// Required for Solidity: Version of the compiler
"version": "0.8.2+commit.661d1103",
// Optional: Hash of the compiler binary which produced this output
"keccak256": "0x123..."

1,
// Required: Compilation source files/source units, keys are file paths
"sources":
{
"myDirectory/myFile.sol": {
// Required: keccak256 hash of the source file
"keccak256": "®x123...",
// Required (unless "content" is used, see below): Sorted URL(s)
// to the source file, protocol is more or less arbitrary, but an
// IPFS URL is recommended
"urls": [ "bzz-raw://7d7a...", "dweb:/ipfs/QmN..." ],
// Optional: SPDX license identifier as given in the source file
"license": "MIT"
1

"destructible": {
// Required: keccak256 hash of the source file
"keccak256": "0x234...",
// Required (unless "url" is used): literal contents of the source file
"content": "contract destructible is owned { function destroy() { if (msg.sender.
—== owner) selfdestruct(owner); } }"

(continué en la préxima pagina)

242 Capitulo 3. Contenidos




Solidity Documentation, Versién 0.8.20

(proviene de la pagina anterior)

}
1,
// Required: Compiler settings
"settings":
{
// Required for Solidity: Sorted list of import remappings
"remappings": [ ":g=/dir" ],
// Optional: Optimizer settings. The fields "enabled" and "runs" are deprecated
// and are only given for backwards-compatibility.
"optimizer": {
"enabled": true,
"runs": 500,
"details": {
// peephole defaults to "true"
"peephole": true,
// inliner defaults to "true"
"inliner": true,
// jumpdestRemover defaults to "true"
"jumpdestRemover": true,
"orderLiterals": false,
"deduplicate": false,
"cse": false,
"constantOptimizer": false,
"yul": true,
// Optional: Only present if "yul" is "true"
"yulDetails": {
"stackAllocation": false,
"optimizerSteps": "dhfoDgvulfnTUtnIf..."
}
}
}!
"metadata": {
// Reflects the setting used in the input json, defaults to "true"
"appendCBOR": true,
// Reflects the setting used in the input json, defaults to "false"
"useLiteralContent": true,
// Reflects the setting used in the input json, defaults to "ipfs"
"bytecodeHash": "ipfs"
1
// Required for Solidity: File path and the name of the contract or library this
// metadata is created for.
"compilationTarget": {
"myDirectory/myFile.sol": "MyContract"
1
// Required for Solidity: Addresses for libraries used
"libraries": {
"MyLib": "0x123123..."
}
1,
// Required: Generated information about the contract.
"output":

{

(continué en la préxima pagina)
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// Required: ABI definition of the contract. See "Contract ABI Specification"
"abi": [/* ... */],

// Required: NatSpec developer documentation of the contract.
"devdoc": {

"version": 1 // NatSpec version

"kind": "dev",

// Contents of the @author NatSpec field of the contract
"author": "John Doe",

// Contents of the @title NatSpec field of the contract
"title": "MyERC20: an example ERC20"

// Contents of the @dev NatSpec field of the contract

"details": "Interface of the ERC20 standard as defined in the EIP. See https://
—eips.ethereum.org/EIPS/eip-20 for details",
"methods": {

"transfer(address,uint256)": {
// Contents of the @dev NatSpec field of the method

"details": "Returns a boolean value indicating whether the operation succeeded.
< Must be called by the token holder address",

// Contents of the @param NatSpec fields of the method
"params": {

"_value": "The amount tokens to be transferred",
"_to": "The receiver address"

}

// Contents of the @return NatSpec field.
"returns": {

// Return var name (here '"success") if exists. "_0" as key if return var is.
< unnamed

"success": "a boolean value indicating whether the operation succeeded"
}
}
}l
"stateVariables": {
"owner": {

// Contents of the @dev NatSpec field of the state variable

"details": "Must be set during contract creation. Can then only be changed by.
—the owner"

}
}
"events": {
"Transfer(address,address,uint256)": {
"details":
—toanother ("to)."

"params": {

"Emitted when “value  tokens are moved from one account ( from ).

"from": "The sender address"
"to": "The receiver address"
"value": "The token amount"

}
3,

// Required: NatSpec user documentation of the contract
"userdoc": {

(continué en la préxima pagina)
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"version": 1 // NatSpec version

"kind": "user",
"methods": {
"transfer(address,uint256)": {
"notice": "Transfers "_value tokens to address "_to "
}
1,

"events": {
"Transfer(address,address,uint256)": {
"notice": " _value  tokens have been moved from “from® to "to’

Advertencia: Since the bytecode of the resulting contract contains the metadata hash by default, any change to
the metadata might result in a change of the bytecode. This includes changes to a filename or path, and since the
metadata includes a hash of all the sources used, a single whitespace change results in different metadata, and
different bytecode.

Nota: The ABI definition above has no fixed order. It can change with compiler versions. Starting from Solidity version
0.5.12, though, the array maintains a certain order.

3.22.1 Encoding of the Metadata Hash in the Bytecode

Because we might support other ways to retrieve the metadata file in the future, the mapping {"ip£fs": <IPFS hash>,
"solc": <compiler version>} is stored CBOR-encoded. Since the mapping might contain more keys (see below)
and the beginning of that encoding is not easy to find, its length is added in a two-byte big-endian encoding. The current
version of the Solidity compiler usually adds the following to the end of the deployed bytecode

0xa2

0x64 'i' 'p' 'f' 's' 0x58 0x22 <34 bytes IPFS hash>
0x64 's' 'o' 'l' 'c' 0x43 <3 byte version encoding>
0x00 0x33

So in order to retrieve the data, the end of the deployed bytecode can be checked to match that pattern and the IPFS
hash can be used to retrieve the file (if pinned/published).

Whereas release builds of solc use a 3 byte encoding of the version as shown above (one byte each for major, minor and
patch version number), prerelease builds will instead use a complete version string including commit hash and build
date.

The commandline flag --no-cbor-metadata can be used to skip metadata from getting appended at the end of the
deployed bytecode. Equivalently, the boolean field settings.metadata.appendCBOR in Standard JSON input can
be set to false.

Nota: The CBOR mapping can also contain other keys, so it is better to fully decode the data instead of relying on it
starting with 0xa264. For example, if any experimental features that affect code generation are used, the mapping will
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also contain "experimental”: true.

Nota: The compiler currently uses the IPFS hash of the metadata by default, but it may also use the bzzr1 hash or some
other hash in the future, so do not rely on this sequence to start with ®xa2 0x64 'i' 'p' 'f' 's'. We might also
add additional data to this CBOR structure, so the best option is to use a proper CBOR parser.

3.22.2 Usage for Automatic Interface Generation and NatSpec

The metadata is used in the following way: A component that wants to interact with a contract (e.g. a wallet) retrieves
the code of the contract. It decodes the CBOR encoded section containing the [PES/Swarm hash of the metadata file.
With that hash, the metadata file is retrieved. That file is JSON-decoded into a structure like above.

The component can then use the ABI to automatically generate a rudimentary user interface for the contract.

Furthermore, the wallet can use the NatSpec user documentation to display a human-readable confirmation message to
the user whenever they interact with the contract, together with requesting authorization for the transaction signature.

For additional information, read Ethereum Natural Language Specification (NatSpec) format.

3.22.3 Usage for Source Code Verification

In order to verify the compilation, sources can be retrieved from IPFS/Swarm via the link in the metadata file. The
compiler of the correct version (which is checked to be part of the «official» compilers) is invoked on that input with
the specified settings. The resulting bytecode is compared to the data of the creation transaction or CREATE opcode
data. This automatically verifies the metadata since its hash is part of the bytecode. Excess data corresponds to the
constructor input data, which should be decoded according to the interface and presented to the user.

In the repository sourcify (npm package) you can see example code that shows how to use this feature.

3.23 Contract ABI Specification

3.23.1 Basic Design

The Contract Application Binary Interface (ABI) is the standard way to interact with contracts in the Ethereum ecosys-
tem, both from outside the blockchain and for contract-to-contract interaction. Data is encoded according to its type,
as described in this specification. The encoding is not self describing and thus requires a schema in order to decode.

We assume that the interface functions of a contract are strongly typed, known at compilation time and static. We
assume that all contracts will have the interface definitions of any contracts they call available at compile-time.

This specification does not address contracts whose interface is dynamic or otherwise known only at run-time.
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3.23.2 Function Selector

The first four bytes of the call data for a function call specifies the function to be called. It is the first (left, high-order in
big-endian) four bytes of the Keccak-256 hash of the signature of the function. The signature is defined as the canonical
expression of the basic prototype without data location specifier, i.e. the function name with the parenthesised list of
parameter types. Parameter types are split by a single comma — no spaces are used.

Nota: The return type of a function is not part of this signature. In Solidity’s function overloading return types are
not considered. The reason is to keep function call resolution context-independent. The JSON description of the ABI
however contains both inputs and outputs.

3.23.3 Argument Encoding

Starting from the fifth byte, the encoded arguments follow. This encoding is also used in other places, e.g. the return
values and also event arguments are encoded in the same way, without the four bytes specifying the function.

3.23.4 Types

The following elementary types exist:
= uint<M>: unsigned integer type of M bits, ® < M <= 256,M% 8 == 0.e.g. uint32, uint8, uint256.
= int<M>: two’s complement signed integer type of M bits, 0 < M <= 256,M% 8 == 0.

= address: equivalent to uint160, except for the assumed interpretation and language typing. For computing the
function selector, address is used.

= uint, int: synonyms for uint256, int256 respectively. For computing the function selector, uint256 and
int256 have to be used.

= bool: equivalent to uint8 restricted to the values 0 and 1. For computing the function selector, bool is used.

= fixed<M>x<N>: signed fixed-point decimal number of M bits, 8 <= M <= 256, M% 8 == 0, and ® < N <=
80, which denotes the value vasv / (10 ** N).

» ufixed<M>x<N>: unsigned variant of fixed<M>x<N>.

= fixed, ufixed: synonyms for fixed128x18, ufixed128x18 respectively. For computing the function selector,
fixed128x18 and ufixed128x18 have to be used.

= bytes<M>: binary type of M bytes, 0 < M <= 32.
» function: an address (20 bytes) followed by a function selector (4 bytes). Encoded identical to bytes24.
The following (fixed-size) array type exists:

= <type>[M]: a fixed-length array of M elements, M >= 0, of the given type.

Nota: While this ABI specification can express fixed-length arrays with zero elements, they’re not supported by
the compiler.

The following non-fixed-size types exist:
= bytes: dynamic sized byte sequence.

= string: dynamic sized unicode string assumed to be UTF-8 encoded.
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= <type>[]: a variable-length array of elements of the given type.
Types can be combined to a tuple by enclosing them inside parentheses, separated by commas:
= (T1,T2,...,Tn): tuple consisting of the types T1, ..., Tn,n >= 0

It is possible to form tuples of tuples, arrays of tuples and so on. It is also possible to form zero-tuples (where n == 0).
Mapping Solidity to ABI types
Solidity supports all the types presented above with the same names with the exception of tuples. On the other hand,

some Solidity types are not supported by the ABI. The following table shows on the left column Solidity types that are
not part of the ABI, and on the right column the ABI types that represent them.

Solidity ABI

address payable address

contract address

enum uint8

user defined value types | its underlying value type
struct tuple

Advertencia: Before version 0. 8.0 enums could have more than 256 members and were represented by the sma-
llest integer type just big enough to hold the value of any member.

3.23.5 Design Criteria for the Encoding
The encoding is designed to have the following properties, which are especially useful if some arguments are nested
arrays:

1. The number of reads necessary to access a value is at most the depth of the value inside the argument array
structure, i.e. four reads are needed to retrieve a_i[k] [1] [r]. In a previous version of the ABI, the number of
reads scaled linearly with the total number of dynamic parameters in the worst case.

2. The data of a variable or an array element is not interleaved with other data and it is relocatable, i.e. it only uses
relative «addresses».

3.23.6 Formal Specification of the Encoding
We distinguish static and dynamic types. Static types are encoded in-place and dynamic types are encoded at a separately
allocated location after the current block.
Definition: The following types are called «dynamic»:
= bytes

= string

T[] forany T

T[k] for any dynamic T and any k >= 0

= (T1,...,Tk) if Ti is dynamic for some 1 <= i <= k
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All other types are called «static».

Definition: 1en(a) is the number of bytes in a binary string a. The type of len(a) is assumed to be uint256.

We define enc, the actual encoding, as a mapping of values of the ABI types to binary strings such that 1len(enc (X))
depends on the value of X if and only if the type of X is dynamic.

Definition: For any ABI value X, we recursively define enc (X), depending on the type of X being

(T1,...,Tk) fork >= 0 and any types T1, ..., Tk
enc(X) = head(X(1)) ... head(X(k)) tail(X(1)) ... tailXk))
where X = (X(1), ..., X(k)) and head and tail are defined for Ti as follows:

if Ti is static:
head(X(i)) = enc(X(i)) and tail(X(i)) = "" (the empty string)
otherwise, i.e. if Ti is dynamic:

head(X(i)) = enc(len( head(X(1)) ... headX(k)) tailX(1)) ... tailX{d-1))
)) tail(X(1)) = enc(X(i))

Note that in the dynamic case, head (X(i)) is well-defined since the lengths of the head parts only depend on
the types and not the values. The value of head (X(1i)) is the offset of the beginning of tail (X(i)) relative to
the start of enc(X).

T[k] for any T and k:

enc(X) = enc((X[0], ..., X[k-11))

i.e. it is encoded as if it were a tuple with k elements of the same type.
T[] where X has k elements (k is assumed to be of type uint256):
enc(X) = enc(k) enc((X[0], ..., X[k-11))

i.e. it is encoded as if it were a tuple with k elements of the same type (resp. an array of static size k), prefixed
with the number of elements.

bytes, of length k (which is assumed to be of type uint256):

enc(X) = enc(k) pad_right(X), i.e. the number of bytes is encoded as a uint256 followed by the actual
value of X as a byte sequence, followed by the minimum number of zero-bytes such that len(enc(X)) is a
multiple of 32.

string:

enc(X) = enc(enc_utf8(X)), i.e. X is UTF-8 encoded and this value is interpreted as of bytes type and
encoded further. Note that the length used in this subsequent encoding is the number of bytes of the UTF-8
encoded string, not its number of characters.

uint<M>: enc(X) is the big-endian encoding of X, padded on the higher-order (left) side with zero-bytes such
that the length is 32 bytes.

address: as in the uint 160 case

int<M>: enc(X) is the big-endian two’s complement encoding of X, padded on the higher-order (left) side with
0xff bytes for negative X and with zero-bytes for non-negative X such that the length is 32 bytes.

bool: as in the uint8 case, where 1 is used for true and 0 for false
fixed<M>x<N>: enc(X) is enc(X * 10%**N) where X * 10**N is interpreted as a int256.
fixed: as in the fixed128x18 case

ufixed<M>x<N>: enc(X) is enc(X * 10**N) where X * 10%**N is interpreted as a uint256.
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= ufixed: as in the ufixed128x18 case
= bytes<M>: enc(X) is the sequence of bytes in X padded with trailing zero-bytes to a length of 32 bytes.
Note that for any X, len(enc (X)) is a multiple of 32.

3.23.7 Function Selector and Argument Encoding

All in all, a call to the function f with parameters a_1, ..., a_nisencoded as
function_selector(f) enc((a_1l, ..., a_n))

and the return values v_1, ..., v_k of f are encoded as
enc((v_1l, ..., v_k))

i.e. the values are combined into a tuple and encoded.

3.23.8 Examples

Given the contract:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract Foo {
function bar(bytes3[2] memory) public pure {}
function baz(uint32 x, bool y) public pure returns (bool r) { r = x > 32 || y; }
function sam(bytes memory, bool, uint[] memory) public pure {}

}

Thus, for our Foo example if we wanted to call baz with the parameters 69 and true, we would pass 68 bytes total,
which can be broken down into:

» Oxcdcd77cO: the Method ID. This is derived as the first 4 bytes of the Keccak hash of the ASCII form of the
signature baz(uint32,bool).

= 0x0000000000000000000000000000000000000000000000000000000000000045: the first parameter, a
uint32 value 69 padded to 32 bytes

= 0x0000000000000000000000000000000000000000000000000000000000000001: the second parameter -
boolean true, padded to 32 bytes

In total:

0xcdcd77c0000000000000000000000000000000000000000000000000000000000000004 5®®00®®®®®®®®®®®®P®®®®®®®®®®®®l

It returns a single bool. If, for example, it were to return false, its output would be the single byte array
0x0000000000000000000000000000000000000000000000000000000000000000, a single bool.

If we wanted to call bar with the argument ["abc", "def"], we would pass 68 bytes total, broken down into:
= Oxfce353£6: the Method ID. This is derived from the signature bar (bytes3[2]).

= 0x6162630000000000000000000000000000000000000000000000000000000000: the first part of the first
parameter, a bytes3 value "abc" (left-aligned).

= 0x6465660000000000000000000000000000000000000000000000000000000000: the second part of the
first parameter, a bytes3 value "def" (left-aligned).
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In total:

0xfce353£661626300000000000000000000000000000000000000000000000000000000006465 66®®®®®®®®®®F)®®®®®®®®®®®®l

If we wanted to call sam with the arguments "dave", true and [1,2,3], we would pass 292 bytes total, broken down
into:

= 0xa5643bf2: the Method ID. This is derived from the signature sam(bytes,bool,uint256[]). Note that
uint is replaced with its canonical representation uint256.

= 0x0000000000000000000000000000000000000000000000000000000000000060: the location of the data
part of the first parameter (dynamic type), measured in bytes from the start of the arguments block. In this case,
0x60.

= 0x0000000000000000000000000000000000000000000000000000000000000001: the second parameter:
boolean true.

= 0x00000000000000000000000000000000000000000000000000000000000000a0: the location of the data
part of the third parameter (dynamic type), measured in bytes. In this case, 0xa@.

= 0x0000000000000000000000000000000000000000000000000000000000000004: the data part of the first
argument, it starts with the length of the byte array in elements, in this case, 4.

= 0x6461766500000000000000000000000000000000000000000000000000000000: the contents of the first
argument: the UTF-8 (equal to ASCII in this case) encoding of "dave", padded on the right to 32 bytes.

= 0x0000000000000000000000000000000000000000000000000000000000000003: the data part of the third
argument, it starts with the length of the array in elements, in this case, 3.

= 0x0000000000000000000000000000000000000000000000000000000000000001: the first entry of the
third parameter.

= 0x0000000000000000000000000000000000000000000000000000000000000002: the second entry of the
third parameter.

= 0x0000000000000000000000000000000000000000000000000000000000000003: the third entry of the
third parameter.

In total:

0xa5643bf2 0®®000®®000®®0000000®®000®®000®®000®®®®®®®®®®®®®®®®®®®®®®®®®®®60®®000®®®®®®®®®®®P®®®®®®®®®®®®l

3.23.9 Use of Dynamic Types

A call to a function with the signature £(uint256,uint32[],bytesl0,bytes) with values (0x123, [0x456,
0x789], "1234567890", "Hello, world!™) is encoded in the following way:

We take the first four bytes of keccak("f(uint256,uint32[],bytes10,bytes)"), i.e. 0x8be65246. Then we
encode the head parts of all four arguments. For the static types uint256 and bytes10, these are directly the values
we want to pass, whereas for the dynamic types uint32[] and bytes, we use the offset in bytes to the start of their
data area, measured from the start of the value encoding (i.e. not counting the first four bytes containing the hash of the
function signature). These are:

= 0x0000000000000000000000000000000000000000000000000000000000000123 (0x123 padded to 32 by-
tes)

= 0x0000000000000000000000000000000000000000000000000000000000000080 (offset to start of data
part of second parameter, 4*32 bytes, exactly the size of the head part)

= 0x3132333435363738393000000000000000000000000000000000000000000000 (1234567890 pad-
ded to 32 bytes on the right)
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= 0x00000000000000000000000000000000000000000000000000000000000000e0 (offset to start of data
part of fourth parameter = offset to start of data part of first dynamic parameter + size of data part of first dynamic
parameter = 4*32 + 3*32 (see below))

After this, the data part of the first dynamic argument, [0x456, 0x789] follows:

= 0x0000000000000000000000000000000000000000000000000000000000000002 (number of elements of
the array, 2)

= 0x0000000000000000000000000000000000000000000000000000000000000456 (first element)
= 0x0000000000000000000000000000000000000000000000000000000000000789 (second element)
Finally, we encode the data part of the second dynamic argument, "Hello, world!":

= 0x000000000000000000000000000000000000000000000000000000000000000d (number of elements
(bytes in this case): 13)

= 0x48656c6c6£2c20776£726c642100000000000000000000000000000000000000  ("Hello, world!"
padded to 32 bytes on the right)

All together, the encoding is (newline after function selector and each 32-bytes for clarity):

0x8be65246
0000000000000000000000000000000000000000000000000000000000000123
0000000000000000000000000000000000000000000000000000000000000080
3132333435363738393000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000e0
0000000000000000000000000000000000000000000000000000000000000002
0000000000000000000000000000000000000000000000000000000000000456
0000000000000000000000000000000000000000000000000000000000000789
000000000000000000000000000000000000000000000000000000000000000d
48656c6c6£2c20776£726c642100000000000000000000000000000000000000

Let us apply the same principle to encode the data for a function with a signature g(uint256[][],string[]) with
values ([[1, 2], [3]1], ["one", "two", "three"]) but start from the most atomic parts of the encoding:

First we encode the length and data of the first embedded dynamic array [1, 2] of'the firstrootarray [[1, 2], [3]1]:

= 0x0000000000000000000000000000000000000000000000000000000000000002 (number of elements in
the first array, 2; the elements themselves are 1 and 2)

= 0x0000000000000000000000000000000000000000000000000000000000000001 (first element)
= 0x0000000000000000000000000000000000000000000000000000000000000002 (second element)
Then we encode the length and data of the second embedded dynamic array [3] of the firstrootarray [[1, 2], [3]]:

= 0x0000000000000000000000000000000000000000000000000000000000000001 (number of elements in
the second array, 1; the element is 3)

= 0x0000000000000000000000000000000000000000000000000000000000000003 (first element)

Then we need to find the offsets a and b for their respective dynamic arrays [1, 2] and [3]. To calculate the offsets
we can take a look at the encoded data of the first root array [[1, 2], [3]] enumerating each line in the encoding:

0 - a - offset of [1, 2]
1-D - offset of [3]
2 - 0000000000000000000000000000000000000000000000000000000000000002 - count for [1, 2]
3 - 0000000000000000000000000000000000000000000000000000000000000001 - encoding of 1
4 - 0000000000000000000000000000000000000000000000000000000000000002 encoding of 2

(continué en [a préxima pagina)
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(proviene de la pagina anterior)

5 - 0000000000000000000000000000000000000000000000000000000000000001 - count for [3]
6 - 0000000000000000000000000000000000000000000000000000000000000003 - encoding of 3

Offset a points to the start of the content of the array [1, 2] which is line 2 (64 bytes); thus a =
0x0000000000000000000000000000000000000000000000000000000000000040.

Offset b points to the start of the content of the array [3] which is line 5 (160 bytes); thus b =
0x00000000000000000000000000000000000000000000000000000000000000a0.

Then we encode the embedded strings of the second root array:

= 0x0000000000000000000000000000000000000000000000000000000000000003 (number of characters in
word "one")

= 0x6£6e650000000000000000000000000000000000000000000000000000000000 (utf8 representation of
word "one")

= 0x0000000000000000000000000000000000000000000000000000000000000003 (number of characters in
word "two")

= 0x74776£0000000000000000000000000000000000000000000000000000000000 (utf8 representation of
word "two")

= 0x0000000000000000000000000000000000000000000000000000000000000005 (number of c